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KE®AAAIO 1

11 EIZAINQrH
O1 NAEKTPOVIKEC LTIOYPAPEC KO TO NAEKTPOVIKA TIIOTOTOINTIKA TAUTOTOINoNG

‘Eva oofopd {ATnua ToU TIBETOL O@OPA TNV EYKUPOTNTO TwWV NAEKTPOVIKWY
eYyPAQwv. HAEKTPOVIKO £yypa@o gival Eva gOVOAO dEBOPEVWV TIOU €XOUV EYYPOQEI
OTO MOyvnTIKO OiOKO €VOC UTOAOYIOTH, O@OU €XOUV YiVEl TPWTA OVTIKEIUEVO
ene&epynaiag Kol Ymopolv va anotunwBouv Je BAarn EVIOAEC TOU TTPOYPAUMATOG KATA
TPOTO AVOYVWOIUO €ITE 0TV 080vn TOU WPNXOVAUOTOC €ITE OTOV TMPOCOPTNUEVO OTO
oboTNUa ekTLMWTH. Eival kaBe €idoug oTaBEP EVOWUATWHEVEC GE LAIKO (QOpEQ
EYYPOPEC O€dOUEVWY  TIOU  OIOKIVOUVTAL OTO OI0dIKTUO. 2TV TEPIMTwan Twv
NAEKTPOVIKWV EYYPAPWY ¢ AVAAOY0 TWV QUCIKWV UTIOYPO@WVY XPNCIKOTIoI00VTalL Ol

NAEKTPOVIKEC LTIOYPOPEC.

ZO0ppwva pe Ttov  Algbvrp Opyaviopo [Mpotdmwv  (International  Standards
Organization - 1SO) 0 0p0o¢ NAEKTPOVIKI) LTIOYPOQr) BEWPEITAL GOV «UI0 GUYKEKPIUEVN
TEXVIKI| TIOTOMOINONG TAUTOTNTOC TIOU XPNOIUOTOIEITAL YIO VO OTOJEIKVUEL TNV
TPOEAELON TOU PNVOUATOC WOTE va €MIADEL TUXOV OlOQOPEC OXETIKA WE TO TOIO
pAvupa €xel OTaAE». MiO NAEKTPOVIKY) UTIOYPO@r) AOITIOV -YIO €va CUYKEKPIUEVO
PAVUMO - OTIOTEAEITOL aMO PEPIKG OEdOpEVA Ta OToia EMIBERAIWVOLY TNV OKEPAIOTNTA
TWV TIEPIEXOUEVWY €VOC WNVOPOTOC KOl TO OTOIO O TOPOANTTING MTOPEI va To
xpnoiyomnoincel cov onodel€n. H Ynelokr vmoypo@r €€aptdtol GUECO MmO TO
pfAvuua To omoio oTéAveTal Kal BacileTal 0€ PIO CUYKEKPIPEVN UUOTIK TIOPAUETPO, N
omoia €ival yvwotr) POvo OTOV amooTOAEN OAAG umopei va emiBefaiwbei amd tov
KaBévay. Ot mponyoUuUEVEC IGIOTNTEC OMAITOUV VO HOBNUOTIKO OO TIOL TPWTIOTWG
Ba €xEl XOUNAEC UTTOAOYIOTIKEC OMOITHOEIC, KABWC N Ynelokr) umoypaer) Ba mpénel va
gival eDKOAO va uToAoyIoTEl Kal va emBeBaiwbei amd omolovoNmoTE EVAIOPEPOUEVO.

TENOC, N WN@loKn umoypagn Ba TPEMEL va gival adOVOTO va OVTIYPAPEL.

Ol TEXVIKOC O00QOAEIC OAMA KOl VOUIK®OC OVOYVWPIOMEVEC NAEKTPOVIKEC
OUVOANOYEC HEOW TWV «OVOIKTWV OIKTOWV» (OTMw¢ TO d10diKTUO), OTOTEAODV TN

Baaoikn mpolTmo6eon yia TNV TEPAITEPW OVATTUEN TOU «NAEKTPOVIKOU ETIXEIPEIV» Kal
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TN TOPOXN TPONYMEVWY  NAEKTPOVIKWY  UTNPECIOV  otnv  «Kowvwvia ¢
MANpo@opiag».

H oavdykn yla oTodloK OVTIKOTOOTOON TWV TOPOJOCIOKWY HECWY Yid TnV
KoTaypa@r) Kot omodel€n MIog «OUUBOTIKAC GUVOANOYAG» (EVUTOYPOQA  1BIWTIKA
EYypOQa, GWTOAVTIypO@a TOUTOTITWY, GEPAYICUEVOL PAKEAOL, BEWPNUEVO TIHOAOYIA,
KAL) HE aVTIOTOIXO «NAEKTPOVIKA 6€d0EVO» TIOU Ba dnutoupyolvTal, v@icTavIal
enegepyaaia, emoAnBelovTal Kol OPXEIOBETOUVTON UE NAEKTPOVIKA péoa (Xwpic,
dNAadK, TV avdykn EVOWUATWOTC TOUG O LAIKO QOpED, OTWC Eival To XOPTi), EXEl
00Nynoel otV avATTUEN CUYKEKPIUEVWY TEXVOAOYIWV Kol PEBOOWY (T.X. YTOOOMES
Anuociwv KAediwv -PKI1, Pretty Good Privacy -PGP, BIOUETPIKEC PEBOIOUC KATL).
2 XETIKEC VOUOBETIKEC PUBMICEIC TPOCPEPOULV OTIC NAEKTPOVIKEC CUVAAAAYEC TO KUPOC,
TNV OOQOAEID, TNV OVOYVWPICIUOTNTO KOl TV €umiotoolvn Tou SlabETouy ol
OLUPBOTIKEG pEBODOL.

‘ETol, pe TV OULVOLOCOHEVN XPHON KPUTTOYPOQIKWY €PYOAEiwv (aAydpibuot),
KOTAAANAQ OLOHOPQWHEVOL AOYIOMIKOU (software), €101KOU LAIGUIKOD Kal UTI0d0UWV
(hardware) Kol GUYKeKpIPEVWY Oladikaalwv (procedures), €ival duvatdv oruEPT va
TPoo@ePBOLY ADGEIC TIOU IKOVOTIOIOUV TIC QTOITACEIC KOl TIC AEITOULPYIEC TWV
OUMBOTIKWV OGUVOAOYWV. TETOIEC €ival Ol «NAEKTPOVIKEC UTOYPAPEC» KOl TO
«NAEKTPOVIKA  TIOTOTOINTIKA  TOuTOmOinong» Tta omoio  €€ao@aAilouv v
«auBevtikotnto» (authentication) kai TNV «oKePAIOTNTO» (integrity) TWV OXETIKWV
dedopévwy, TNV «tauvtomoinan» (identification) Twv GUVOANACGOPEVWV KaI -KATW OTO
TPOUTOBETEIC- TN «VOMIKY) OECUEVCN» TOU UTOYPAPOVTIO 1 OAMWC TNV  «un
anomnoinan» (non repudiation) TN¢ cuvoAAayng, €vw, TAPOGAANAQ, WTOPOLV va
mpoo@épouy  adlomiotn  A0on Kol 010 ATNUA TG «EUTIOTEVTIKOTNTOC»
(confidentiality) twv dedopévwv Kotd Tnv dlokivnon A/Kaitnv apxelofétnon Touc.
MAnpo@opolV yla TV TOUTOTNTA TOU KOTOXOU Kal TO ONuOcIo  KAEWI Tou

XPNOIMOTIOIEITAL, TIPOKEIUEVOU VA EMOANBEVTEL N LTIOYPOPT TOU GE KATOIO £yYPOQO.
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2XHMA 1

private key public key

©
}

signing
original text signed text verified text

verifying

1.1.1 NMapddetypa E@apuoync Ttk Wnelokng Ymoyparc

A¢ unoBéaoupe OTI 600 ovToTNTEG A KOl B, oL pmopei va gival 1I010TeE, UTNPETIEE,
ETAIPEIEC 1 KAl GAAOL QOPEIC, EMBUPOLY VO EMIKOIVWVAOOULV HE TN XPron WneIoKwy
umoypa@wv. H Yn@lakr umoypo@r ¢ ovtotntac A amnoteAeitar amd 1o lelyog
KAEIOIWV la (101WTIKO KAEDD) Kot Aa (Onuocto KAEIdi). Avtiotoixa, n ynelokn
uToypaEn NG ovtotnTag B amoteAsital and 10 (e0yog KAEIWV IR (1ID1I0TIKO KAEISI)
Kal A (dnuoacto KAeWdi). Ta 1BIWTIKA KAEdId la kot IB €ival yvwotd poévo oTig
ovVTOTNTEC A KOl B avtioTtolxa, evw Ta dnuoacta KAEISIA Toug Aa Kot AB ival yvwoTtd
0’ GAOV TOV KOGO.

H ovtdtnta A mpIv OTEIAEL TO PAVUUA TNG, TO KPUTITOYPAQEL KAVOVTOG XPrjon Tou
1IOIWTIKOU TNC KAEWI0U la kol €101 Ba pmopei 0 KaBEvag va XpnoIUoTolroEl TO
avTioTolxo dNUOC10 KAEISI Aayia va To amokputToypagroel. H ovtotnta B givar £tat
giyoupn OTI TO UNVLPO TIPOEPXETAI OVTWC aMd TNV OVTOTNTO A Kot OX1 and KAmolov

Tpito OV TpoCTIoIEiTAL OTI €ival N ovTOTNTa A, KOBWE To 6NUOCIo KAEIdi AAUTOpPEI va
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QTOKPUTTOYPOPHCEL UOVO TO OVTIOTOIXO IOIWTIKO KA la, TO 0moio pdévo n oviotnta

A KOTEXEL

Emiong, n ovtétnta B eival aiyoupn 6T1 T0 prjvupa dev €xel oANo1wBel kKab' 0dov
TPOC TOV TPOOPICUG TOU amMd KATOIovV TPITo, KABWC Kovei¢ dev eival oe Béon va
YVwpilel 10 1BIWTIKO KAEIOI la TTOU XPNOIKOTIOINONKE Yo TNV KPUTTOYpA®nacr Tou,
OAAG OKOPO KOl OTnV TEPIMTwON Tou To Keipevo Tpomomoindei, n ovtotnta B Ba
dlOMIOTWOEL OTI TO dNUOCI0 KAEISI Oev Ba givonl ge BEon Vo AMOKPUTITOYPAPrCEL TO

pAvupa Kot £101 Ba yvwpilel 0TI TO Prvupa gival TOPaATOINEVO.

To mopamdvw eival éva mopAdelyya €VOC NAEKTPOVIKOD HNVUPATOG ToU Eival
UTIOYEYPOUUEVO UE WNEIOKT LTIOYPO@H, TPOKEITOL dNAAdK YyIO £va UAVUHO yia TO
omoio €iyaaTe aiyoupol yio TNV TOLTOTNTO TOU AMOCTOAEN TOU KOBWE Kal yia To 0TI TO
pAVLPO QUTO €ival YVAOI0 Kol OXl TAPAMOINUEVO. ZTNV TMEPIMTWON TWPO TOU N
ovtotnTa A BeAroel va oTeiAel Eva urjvupa oTtnv ovtotnta B mou va gival opwe Kol
KPUTTOYypa@nupévo, dnA. povo n ovtotnta B va pmopei va 1o d1aBAcEl Kol Kavévag
GANOC, TOTE Ba TTPETEL VA KPUTTOYPAQPICEL TO UIVUUO KOL PE TO dNUOGI0 KAEIOI AB TNn¢
ovtotntog B.

‘Etol, povo n ovtdtnta B 6o pmopécel va amoKpUTTOYPAPNOEL TO UAVUHO KABWC
HOVO OUTA Ol0BETEL TO OVTIOTOIXO I0IWTIKO KAEWSI IB. ©a mpénel emmAéov va
EQOPUOCEL KL TO ONPOCI0 KAEIDI Aa Tng OVTOTNTAC A YIO VO UTIOPETEL VO ETTAVOPEPEL
TO OPXIKO prvupa. To mapamdve gival éva Tapadelyda VA NAEKTPOVIKOD UNVOUATOC
TOU €ival UTIOYEYPOUMEVO KOl KPUTTTOYPOAQNMEVO HE WN@IOKI) UTIOYPO®r), TPOKEITAI
dnAadN yia €va VLPA yia TO OTI0io OX1 POVO €iaoTE Giyoupol yia TNV TAVTOTNTA TOU
QMOCTOAEN TOU KOl YIO TO OTI TO PAVUMA €ival YWAGIO Kal OX1 TOPOTIOINUEVO OAAG KOl
0TI Kaveic GANog Oev Pmopei va To O€l Kal VO TO OTIOKPUTITOYPO@rOEl EKTOC aMO OUTOV

yla Tov oToio mpoopiletal.

Mo vo Pmopéoouy va €XOUV EQAPUOYN Ol TOPATAVW Ol10dIKaaie, Ba TPEMEL va
eiyaote aiyouvpol OTI N Yn@lakr vmoypo@r €xel EkO0BEl VOUIUO 0TO OVOHO KATOIoU
XProTN Kol OTI auTOC 0 XPNOTNG £JWOE Ta TPAYUATIKA TOU aTolxeio otav {rtnaoe va
ekdoBei n Ynolaky umoypaery tou. H Abon eivar n Omapén evog alomaoTtou
opyoviopol, o omoio¢ Ba avoAdPel va ekdidel Kal vo TICTOMOIED TIC YNQIOKEC

UTIOYPOQEC.
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1.1.2 ZU0ykplon NAEKTPOVIKWV KAl QUOIKWY LTIOYPAPWV

Ol NAEKTPOVIKEG LTIOYPOPEC OXEDIAOTNKOV HE APXIKO OKOMO VO OMOTEAOLV TO
AOYIKO 1000UVOUO TWV TOPOSOCIOKWY QUOIKWY UTIOYPAP®WY OTO  «NAEKTPOVIKO
KOOUO». Z€& TOANEC TEPIMIWOEIC TNC Kabnuepvng dwnc, n Lmoypaen Hog
XPNOILOTIOIEITAI TIPOKEIPEVOL va eMIBERAIOCOVPE KATOIO dAwaN Wag, divovtac pe
aUTOV TOV TPOTO KATOI0 cLUBoAdIoypa@IKr) 10X0. Kal oTIC Pn@IoKEC UTIOYPAPEG TO
gevaplo givai idio.

H Booik dl0@opd PETOED TPAYMOTIKWV Kal Yn@IoKwWY LTOYPaQwy evIomileTal
0TO OTIL N QUOIKN POg LTIoyPO@ €ival N idla - 1 TOUAAXIOTOV TIAPATANCIO - KOBE
@opd TOUL TN XPNOIUOTOIOVUE aveapTnTa oMo TO €i00C TOU €yypAPOU TO OMOoio
umoypdA@oupe. AvTifeTa, N WNEloKr vroypaen , €ival dueca oxeTi{OpevVn PE TO KOBe
pAVUPO Kol Ogv €ival TOTE n 0. AIOQOPETIKO WrVUPO ONnuaivel GUECO  Kal
JIOQOPETIKA YNPIOKI) LTIOYPAQH.

Eniong otov mpaypaTikd KOO0, N Xprion TN Umoypo®nc pag dev TPoUMoBETEL
KATOIO TIPONYOUUEVO HUCOTIKO OF QVTIBEDN UE TIC PNQIOKEC LTIOYPOPEC OTIC OTOIES
XPNOIYOTOIEITal TO IOIWTIKO KAEISI TOU XPAOTN, TOU OTOIOU N KOTOXH Kol XprHon
TIPETEL VO OTIOYOPEVETAI OE OTOIOVONTIOTE GAANOV TEPO TOU IBI0KTATN Tou (av Kol O€

OPIOHEVEC TIEPITITWOEIC TIPETEL VO TTPOCTATEVETOL OKOWIN KOl OO aUTOV!).

1.1.3 Xprjon NAEKTPOVIKWV uTioypa@wv We office XP

To Microsoft Office XP xpnoiponolei tnv texvoAoyia Microsoft Authenticode, n
omoia EMITPEMEL TNV TPOCOHAKN HIaC WNQIOKNAG LTIOYPaQRG O éva opxeio N €pyo
HOKPOEVTIOAWY, MECW €VOC PN@IOKOU TIOTOTMOINTIKOU. TO TICTOMOINTIKO TIOU
Xxpnolgomoleital yia ) onuiovpyia autAg TnN¢ umoypaeng emiefaiwvel 0TI N
HOKPOEVTIOA] ] TO Eyypa@o TPOEPXETOL OMO TOV UTIOYPAQOVTO, KOl N UTIoypo@n

EMIKUPWVEL OTI OEV £XEI YiVEL KOpia TpomoTmoinan.

Mo ™ AqUn TANPOQOPIWV OXETIKA HE TO YNEIOKO TIOTOMOINTIKO TO Omoio
XPNOIYOTIOINBNKE yIa TV UTOypaEr, O XPNOTNG MWMOPEl Vo EMIAEEEL TNV EVIOAN
EmiAoyéq oto pevol EpyoAeia kat omd ekei TNV KOPTEAD ACQAAEID KOl TNV EMIAOYN

WnOIOKEC LTIOYPOPEC.
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1.1.4 Mpoypaupa WInPT (windows privacy tools)

To WinPT (Windows Privacy Tools) ival €va mpoypaupa eAe00epoL AOYIGUIKOU
yla TNV KPUTTOYPA@NGN HNVUPATWV Kal T dnuiovpyia Yn@lokwv umoypoapwy. Me
TNV €yKOTOOTAON) TOU Ba pag {ntioel va dnuioupyraoupe Eva (elyog KAEISIWV 1) VO

€10AYOUUE EVa NN LTIAPXOV.

M0 VO KPUTITOYPO@QAOOUE, AMOKPUTITOYPAPHCOUUE I Kal va LTIOYPAYOUUE KATOIO
apxeio, MPEMEL VO KAVOUUE Oe&i KAIK TIOVW TOU KO VO EMIAEEOUE TNV QVTIOTOIXN
Asrtoupyia and 1o pevou WInPT. Ma va anoBnkeloouue 10 dNUOCIo KAEWI ¢ éva
EeXxwploTO apxeio, avoiyouye Tov Key Manager, kavoupe de€i KAIK oto {elyog
KAEIO1WV Tou BEAoupE Kat emIAéyoupe Cope Key to Clipboard. Mmopolpe PETA va TO
EMKOANOOUPE oT0 Znuelwuoatdplo (Notepad) Ttwv Windows Kkal vo 1O

anoBnNKEVOOUUE WC EVO OMAO APXEID KEIPEVOU.

1.2 ©ewpnTIKO UTIOROBPO
1.2.1 TEXNIKH ANAAYZH

ME£B0d01 ao@AAEINC NAEKTPOVIKWY GUVOAAAYWVY KOt NAEKTPOVIKEC LTIOYPOPEC

ZTIC KOBNUEPIVEC GUPPBATIKEC GLVOANOYEC £XOUV KOBIEPWOEL €ite eBIUIKA €ite
VOUOBETIKA N Xprion d10popwv pEBAdWY yia TNV €€akpifwaon Tn¢ TAUTOTNTOC TWV
OUVOAAOCCOUEVWY  KOL TNV OUYKEVIPWAON Kal olotrpnon omodeiéewv yia tnv
TpAyPOTONOiNGN  MIOC OUVOAAayrC, Tou PBocilovtal Kupiw¢ 0€ TMPWTIOTUTIO
EVUTIOYPOQA  EyypO@O TOU OpXEIOBETOUVTOL Yyia 000 Kal €mdeIkvoovTal OmoTE

XpEladeTal.

AVTIBETWG, OTIC NAEKTPOVIKEG GUVOAAOYEC, TA XPNOILOTOIOVUEVA PN@IaKA
dedopéva, AOYyw NG MN EVOWUATWONG TOUC OE éva POVOJIKO LAIKO @OopEa, Eeival
d0OKOAO Vo TipoaTateuBoly amd aAAoiwan f/Kal avTiypa@r), VA Kal n anodelén tng

TPOEAELONC TOUC KabioTaTal, emiong, 1d1aiTeEPa TPOBANUATIKI).

Ot  Baoikég, onuepa, PEBOOOI  NAEKTPOVIKAG  «TAUTOTOINONG  Twv
OULVOANOCGOUEVWY» (TLY.  KWAIKAG XProTn/KwdIKOG TpoaPaonc) Kal «S1a@UANENG

1
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NG OKEPAIOTNTOC TwV OEDOUEVIV» (TL.X. CUMMETPIKI) KPUTITOYPA@NaNn), AEITOLPYOLV
ME TNV XPNON KOIVWV «KAEIBIWV» 1 «KWOIKWV» OMO TOUC CUVOAANOCGOMEVOUG, HE
OULVETEIO. VO PNV PTOPoUV VO UTIOOTNPIEOUY EQPAPHOYEC TIOU OMAITOUV OGQOAN,
a&lomoTn Kol gyyunuévn TIOTOMoINoN TN¢ TouTOTNTaC (TOUTOMOINGN) Twv XPNOTWV
AUTWV TWV KAEIBIOV EvavTl KABE TpiTou, 0UTE Kal Vo EECPAAICOLV TNV TICTONOINGN
NG MPOEAELONG (AUBEVTIKOTNTA), TNV «OKEPAIOTNTO» KAl TNV «EUTIOTEVTIKOTNTA» TWV
JIAKIVOUPEVWY /KO OPXEIOBETOVUEVWY «NAEKTPOVIKWY OEDOUEVWV». ZXETIKI PE TNV
TOPOTIAV® QVETIAPKELN TV XPNOIPOTOIOUUEVWY PEBOdWY, OTOTEAEL Kal N dlaMmioTwaon
TPOCEATNC UEYOANG £pEuvag, OUU@WVA UE TNV omoid, n «EAAEIPN O0QPAAEIOC OTIC
NAEKTPOVIKEG CUVAANAYEC» OMOTEAEL TOV TIPWTO (UE TOCOATO 77%) OPVNTIKG AGYO TIOU
OIKOIOAOYOUY Ol ETMIXEIPAOEIC TV ompobupia Toug va €vaoxoAnbolv pe TO

«NAEKTPOVIKO EUTIOPIO».

'ETO1, TO «€VTUTIA YECO» TIOU XPNOIKOTOIOUVTOL Yia TNV KOTAypa@r Kol Tnv
anodelEn piac ouvaAAaync {mX. €vumOypo@a IBIWTIKA Eyypa@d, EMIKUPWHEVA
PWTOAVTIYPAQPO TOUTOTATWY, OQPOYICUEVOL (QOKEAOL, BEWPNUEVO  TIUOAOYIO, K.ATL)
e€okoAouvBolv va amoTeAOUV OruEpa TG KUPIO  OMOQEIKTIKA  OTOIXEIO  IOC

OUVOAAYNC.

H mAApn¢ ovTIKATAoTOOoN TOUC ME avTioTolXa «Pn@loka dedopévar» (ta
OToIO EMITPEMOUY OAOKANPWHEVEC NAEKTPOVIKEC GUVOAAOYEC), 10iWC OE TIEPIMTWOEIC
«ONUAVTIKQV»  GUVOANOY®WV, TIPOUTOBETEL TNV XPON OOQOAWV KOl  TEXVIKWC
aglomoTwy PeBOOWV TIOTOMOINONG TNG «TPOEAELONC» Kal TNG «OKEPAIOTNTOC» TWV
dedoUEVWY KOl KUPIWC TV mopoxr Omodeiewv yio TNV «un amoKApuén» g
OULVAAAQYNAG, KATL TIOU, WE TIC LTIAPXOUCEC CHUEPO TEXVOAOYIKEC dLVATOTNTEC, UMOPEI
VO TIOPACXEL AUETO HOVO N XPrON «TTPONYHMEVWY NAEKTPOVIK®WY LTIOYPAPWV» KOl

OXETIKWV «NAEKTPOVIKWV TIIGTOTOINTIKWY TOUTOMOINONG»



HAEKTPONIKEZ YNOTPA®EL KAl HAEKTPONIKA MIZTOMOIHTIKA TAYTOIMOIHZHX

1.2.2 Xprion ACOUUETPIK KPUuTToypa@naik Kol ZYeTIKWV AAYOpIBuwy

H texvoAoyia NG «aoVPPETPNG KPUTITOYPAPNONG», BACEL CUYKEKPIUEVWY
«pabnuaTIKwv aAyopiBuwv» (. RSA, DSA, K.4.), mopayel Tuxaia {evyn
KPUTITOYPOA@IKWV «KAEIOIWV» (Pn@lakd dedouéva) Ta omoia xapaktnpidovtal and d0o

ONMOVTIKEC IO10TNTEC:

e TO KOBéva KAEWdi kpumtoypo@ei Wn@loka dedopeva ta omoia pmopolv va
QMOKPUTTOYPA@NB0UV POVO amod TO AAAO (CUUTANPWUATIKO TOU) KAELDI, KOl
e Qev eival duvotov (Ye TIC TOPOUCEC dLVATOTNTEC TNC TEXVOAoyiag) va

OLMTIEPAVEL KAVEIC 1 VO avodnUIOVPYNOEL TO €va KAEISI OTaV yvwpilel TO GANO.

Xapn o€ QuTV TV TEXVOAOYia, d10TNPWVTAC MUCTIKO TO €va KAEIDI WG
«IOIWTIKO» (dedouéva dnuiloupyiag umoypa@nc) Kot davEUoVTaC EAeVBepa TO GAAO
KAEWDI ¢ «dNuocio» (dedopéva emaAnBevang vmoypagnc), e€ac@aiifouvpe 0TI OAOL
0001 yvwpilouv TO «ONUOCI0 KAEWDI» PTopPolV va “emaAnBeboouv” pia Pn@lokn

UTIOYPOIPH) TIOL dNUIOVPYEITAL ATO TOV KATOXO TOU AVTIOTOIXOU «IBIWTIKOU KAEISIOU».

Mpémel va  onuewbei 0t, Katd v “dnuiovpyia” plog  «Pn@IOKNC
UTIOYPAQPNC», OEV KPUTITOYPAPOLVTAL TO «TIPOC UTIOYPAPHY dEB0pPEVA», OAAG pia HIKPN
pobnuotiky “oclbvoyn” (digest) Toug, n omoio MapdyeTal oMo TNV XPAoN
‘Lovodpopwy  oAyopiBuwy  KoTakepuaTiopol dedopévwv”  (one-way hashing
algorithms  -myx. MD5, SHA-1 k.6.). Aut| n “obvoyn” TwWv dedOUEVWY,
KPUTITOYPOQEITAL JE TO IBIWTIKO KAEIdI TOU UTIOYPAPOVTA Kal EMICUVATITETAL (-TIOAV®WC
Hodi Kot ue GANEC XPTIOIUEC OXETIKEG TTANPOPOPIEC, TLX. XPNOIUOTOoI00UEVOL OAyOpIBUOL,
eQapPolOUEVN TIOMITIKA UTIOYPOQNC, K.G.-), OTO apXIKG dedopEva, OTMOTEAWVTOC TNV

«TPONYMEVI NAEKTPOVIKI) LTIOYPAEI)» TOUC.

Katd tv avtiotpopn diodikacia ¢ «emaAnBevonc» (verification) piag
PN@IOKNC VToypaPrC, EPapUoleTal ota und e€étaan OedopEVa O id10C “OAyOpIBuOg
KATOKEPUOTIOUOD™ TIOU XPNOIPOTOINBNKE Katd Tnv ‘wmoypaen’ toug. ETol, n véa
‘cvoin’ OV TOPAYETAL, CUYKPIVETOL Ye TNV avTioTolxn “clvoln” Tou TPOEPXETOL

and TNV OTMOKPUTTOYPAENCN TNG “TMPONYMEVNC NAEKTPOVIKNC UTIOYPOQAC” HE TO
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UTIOQEIKVUOHIEVO dNUOCI0 KAEWDI Tou umoypd@ovta: €dv Tautiovtal ol 000 GUVOYEIC

TOTE N LTIOYPOAPI] «EMOANBEVETA» KOl EMIPBERAIWVETAL OTL:

e TO 0€dOUEVO LTIOYPAPNKAV OO TOV KATOXO TOU OXETIKOU 1D10TIKOU KAEIBI00

e TO ApXIKG dedopEVa OEV £XOUV OAAOIWOEI.

1.2.3 Motonoinon Anuoctouv KAediou (PKI kat PGP)

MapoAa auTA dlATNEEITOL OKEPALA N AVAYKI, -10iwC 08 «OVOIKTEC EQOPUOYEC»
UE TOAAOTIAOUG 1] OKOUN KOI GyVWOTOUG OMOOEKTEC-, YIo TNV UTapEn Hiag «Epmiotng
Tpitng OvtoTnTag» Mou ovopaletal «Mdapoxog Ymnpeoiwv Maotomoinong» (MYT)
N omoia, €MMAEOY, TICTOMOIED TPOC OTMOIOdNTOTE TPITO-OMOOEKTN HIaG WNQIOKIC

uToypaQNg:

e TNV Kotaypo@n (registration) ¢ mMPOYUATIKAC TAUTOTNTOC TOU KOTOXOU TOU
1I01WTIKOU KAEIO100 TIOU OVTIOTOIXEL OTO XPNOIUOTOIOVHEVO ONUACI0 KAEIDI, Kail
e T 0U0VOeOn TOU OXETIKOD IGIWTIKOD KAEIDIOD HE TOV  KOTOXO TOU

miotonoinTikoL (proof of possession).

H napandvw motonoinon (mpog Xprion omd Toug OMOdEKTEC TNC NAEKTPOVIKIC
umoypa@nc) Yyivetar e TNV €KO0ON «PNPIOKWV TICTOMOINTIKWY» TO  OTOoio
LTTIOYPAQPOVTOL NAEKTPOVIKA omd tov YT Kol Ta omoia MEPIEXOUV Ta OTOIXEIN
TOUTOTOINONC TOU KATOXOU TOU I010TIKOU KAEIB100, KaBWC Kal (autolalo!) To OXETIKO

dNUOaCI0 KAELDI TOu.

H umodouny pe v omoia €vag MY ekdidel, dnuoolelEl Kol LTOOTNPICEL
“TUTIOTIOINMEVEC NAEKTPOVIKEG BEPAIWOEIC” (TIOTOTOINTIKA) YIO TOUE GUVOPOUNTEC TOU
(umokeipeva motomnoinonc) ovouddletal «Ymodoury Anuoaiov KAe1d100» (Public Key
Infrastructure - ‘PKI’),
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>XHMA 2

Ztoixeia tng Ymodopng Anuoaiov KAadiol

Certification ‘\ TN e
Authority g hallny o~
B ( Public-ke:
Policy Certificates

Internet or network iy

L y

"/ PKl-enabled
Application

Registration
Authority

—
PKI client software

IXHMA 2 (*CERTIFICATION AUTHORITY: APXEZ MIZTOMOIHZHZ, p.REGISTRATION AUTHORITY: APXEX
KATAXQPIZHZy. PKI CLIENT SOFTWARE: KATOXOZ AHMOZIOY KAEIAIOY-AOIZMIKO 8.PKI-ENABLED
APPLICATION: AHMOZIO KAEIAI-EMITPEMNOMENH E®APMOINH e.CERTIFICATE REPOSITORY:AMOOHKEYTIKOZ
MHXANIZMOZ MIZTOMOIHTIKOY ot.POLICYTIOAITIKEZ MIZTOMNOIHTIKQN C.PUBLIC-KEY
CERTIFICATES:nETONnOIHTIKA AHMOZIOY KAEIAIOY.n, INTERNET 'H NETWORK:AIAAIKTYO -AIKTYO

Mia GAAN EVOAAOKTIKY HEBOOOC TIOTOTOINGNG TWV dNHOCIWV KAEIBIOV EVOC
XProtn Bagcietal oTa «OuTO-LTIOYPOPOUEVA TIICTOTIOINTIKG» TIOU €KJIdOVTAL OO TO
i010 TOV (TEMIKO) XpNoTn (KATOXO TOU CUYKEKPIUEVOU {EVYOUC KPUTTOYPOPIKWV
KAEIBIWV), 0 0TI0I0C AEITOUPYEL TOPAAANAQ KOl WC «OTTOOEKTNG». T TIGTOMOINTIKA
auTA dNUOCIELOVTaL OO TOV €KOOTN TOUC OE €vav I TIEPICTOTEPOUC dNUOTIOUC
«€&UMNPETNTEC KAEIOIV» (Key servers), am’ 0mou Aaufavovtal, a&loAoyolvtal Kal
TBavw¢ LTTOYPAPOVTAL Kal OO GAAOUC XPHOTEC, Ol OT0IOol, HECW AIATPOCWTIIKIG
EMKOIVWVIAC TOUC JIE TO UTIOKEIPEVO-KATOXO TOUC, OAANAO-ETIRERAIWVOLY Kal
TIOTOMOI00V TNV CUYKEKPIUEVN GUOXETION. 'Eva TOAD d1ad€dopéVo TETOI0 cUCTNUA
miotonoinong ivat 1o «Pretty Good Privacy» (PGP) kail Baciletal atnv dnuiouvpyia
€VOQ (OMOKEVIPWHEVOL) «BIKTUOU EUTIIOTOCUVNG» («web of trust») Tou avamtuooeTal

pE TNV petafifoon tng eumioToolvng PETAED TWV XPNOTWY TNC.
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1.3 Eidn NAEKTPOVIK®V TIICTOTOINTIKWV

To «TIOTOMOINTIKG ONPOCIoU KAEIBI00» PTOPOUV VO SIOKPIBOUV OF «ETIVULO»
KOl 0€ «PELOWVLUO» TIIOTOMOINTIKA, AVAAQYQ UE TN dNUOCIOTOINaN ToU TPAYHUOTIKOU
OVOUOTOC TOU UTIOKEIPEVOU OTO OToio ava@épovtal. Eivar akoun duvatov va
€KO000UV Kal «OV@WVUUO» TICTOTOINTIKA, OTO Omoia ouvrBw¢ TICTOTOIETAl -PETW
amopaKpuopévng on-line  emKolvwviog- POVO 1N XPoN  €VOC  GUYKEKPIPEVOU

Aoyaplagpol NAEKTPOVIKOU taxudpopeiou (e-mail address) ano 1o UTOKEIEVO.

EKTOC amd oToIxEi0 TOUTOMOINONG TOU UTIOKEIMEVOU TOUC, TO TIIGTOMOINTIKA
dnuoaciou KAEWBI00 PMOPOLY va TEPIAAUPBAVOLY KOl OVOQOPA OE CUYKEKPIUEVEC
(TIOTOTOINMEVEC 1] UN) 1O10TNTEC TOU UTIOKEIUEVOU (T.X. EMAYYEAUa K.A.T.). Mia GAAN
OXETIKA OLVOTOTNTO €ival n xpon GAAWV (TTPOCOETWVY) EIBIKWV «TIIGTOTOINTIKWY
1d10TATWVY» (attribute certificates) ta omoia XpnoiuomolovvTal TOPAAANAG UE TO
«3a01KA TIOTOMOINTIKA dnNUOCiou KAE1d10U», Kal Ta OTmoia PTmopolv va ekdidovral

anod pia «Apxn Maotonoinong 1d10trtwv» (Attribute Authority).

Mépa TWV TIOTOTOINTIKWV VIO QUOIKA TIPOOWTO, HIO GAAN  KOTnyopia
TUOTOTOINTIKWY ONUOGiwV KAEIOIV OMOTEAED AUTA TOL EKJIOETON E KUTIOKEIUEVO»
TNAETIKOIVWVIOKA 1} TANPOPOPIKA CUCTAMOTO KOl CUOKELEC (web servers, routers,
client devices, KA,T.). H Xprion Twv KPUTTOYPOPIKWV KAEIDIV TIOU OXETIOVTal UE TO
OUYKEKPIPEVA TIOTOTIOINTIKA, YiVETOL oLVNOWC UE AUTOUOTO TPOTIO OMO TOUC Servers
auToug Kal TeplopideTal Kupiwg: o) 0€ «UTIOYPOPEC TAUTOTOINGNG» TWV CUCKELWV
autwv (server authentication) kai, B) o€ «KpuMTOypAENON OAAWV CUPHETPIKWV
KAEIOIWV» TA OTOi0 XPNOIYOTIOIOUVTOL YIO TNV TEPAITEPW KPUTTTOYPAQNan Twv
OIOKIVOUPEVWY  OEBOMEVWV. XOPOKTNPIOTIKA €QApUOYr €ival 1N «mIoTomoinon
TIPOEAELONC 1I0TOCEAIdWVY» OOV, OTNV TPAEN, TICTOMOIEITAL N VOUIUN €EUTNPETNON
glog  ‘01ebbuvong  61001ktoou” (URL) amd €vav  OUYKEKPIPEVO «EEUTINPETNTN
d100IKTOOU» (Web server) -0Tov OTOoioV £X0UV EYKATOOTABEL TO OXETIKA KPUTTTOYPAPIKA
KAXI018- ETITPEMOVTOC TOPAAANAQ KOl TNV «KPUTITOYPAPNGON TAPOJIKWY CUMHETPIKWY
KAEDIQV» (session keys) ylo TNV €MTELEN AOPOAOUC (EUTIOTEVTIKAG) EMIKOIVWVIOC
TOMOL «SSL» 1) «TSL».
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TENOC, U100 GAAN KOTNYopio NAEKTPOVIKWVY TICTOTOINTIKWY, OMOTEAOLV Td
«TIIOTOTIOINTIKA XPOVoapavonc» To omoia, €kdidovial ad hoc o€ OULYKEKpPIPEVA
NAEKTPOVIKA £yypa@a, PETA OO QTNUO TOU LTIOYPAPOVTA F/KOl TOU OTOdEKTN TOUC.
210 TIEPIEXOPEVA TOUC, EKTOC TWV OTOIXEIWV TOU €KOOTN TOUC (Kol mBaVWE Kol TOU
artoOvta), mePIAaPBAvouy TV clvoyn TOU OCUYKEKPIUEVOL E€yypA@OU OTO Omoio
avo@EPOVTOL Kol TNV akpIf Xpovik oTiyuny €kdoong toug (n omoia Baciletal o€
aglomiotn  Tnyn XPOvoAdynong Tou OlabEtEl 0 €KdOTNC TOug). H xprnon Ttwv
TIOTOTOINTIKWY  Xpovooruavane e€ac@alilel amodeiéelq yia tnv Omapén Hiag
NAEKTPOVIKAG UTIOYPAPAC OE IO GUYKEKPIPEVN XPOVIKA OTIyur], OMOKAEioVTIOG £101
NV duvaTOTNTA MEANOVTIKAG «aTomoinong» Tn¢ Omo TOV UTOypA@OovVIO HE TOV
IOXUPIOUO 0TI OUTH dNUIoLPYNONKE PETA TNV AREN 1 TNV OVOKANGN TOU OXETIKOU
«TIOTOTIOINTIKOU  dNnuociou  KAEBIO0» (LY. AOyw €KOEGNC TOU  OUYKEKPIUEVOU

KPUTTOYPO@IKOU KAEIBI00 O€ TPITOUC).

1.3.1 Mop@r Kat TepIeyopeVo Twv HAeKTpovIKwy MigTomoinTikwy (X.509).

Ta nAekTpovika «lMotomoinTikd  Anuociov  KAeldiov» («Public  Key
Certificates» 1 «PKC») eival TumomoInNuéVa NAEKTPOVIKA Eyypa@a Ta  OTmoia
ekdidovtal kot vmoypdg@ovtal omo évav MY (mou pmopei va givar Kol «@QUOIKO
TPOOWTO», OTIWC TLY. OTNV MEPITTWaN T ueBOdov PGP!) pe Koo va TIGTOMOIG0LY
TNV KOTOXI GUYKEKPIUEVOU (0YouC (QCUUPETPWY) KPUTITOYPOPIKWY KAEISIWY amd Eva
“umokeipevo” (Proof of Possession) Kal va TEPIyPAPOLY «OTOIXEIO TAUTOMOINONG»

(Identification) Tou “vmoKeIEVOL” AUTOD.

To o d1adedopévo (d1EBvwe) MPOTLTIO yia TNV CUVTOEN €VOC TICTOMOINTIKOV
dnuoaiouv KAEIB100 €ival to “X.509” 1o omoio anoteAei “Z0ataon” (Recommendation)
NG AteBvoug ‘Evwaong TnAsmikovwviov (ITU). To nmpotuno X.509 O108£TEl OpKETA
TPoKoBopIopéVa TIEdIO yIa TNV avaypa@n TwWV amopaiTNTwV TANPoQopIwy (aplBudc
TOUTOTMOINONG TOU  TIOTOMOINTIKOU, €KAOTNG, UTIOKEiUEVO-BEua,  OnNUOCIo  KAX1di
UTIOKEIUEVOU,  UTIOYpO@  EKOOTN, OIAPKEID  10XV0C, XPNOEIC  KAEIOIOL, TOMTIKN

TIOTOTOINTIKOV, O1ELBOVAEIC TANPOPOPIWY aVAKANGNE, K.4.), KaBwg Kal T duvaToTnTa
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(otnVv €kdoan 3) va cuPTEPIAGPEL Kol EMMAEOV EKTETAPEVO TIEdia (extensions) Tou

KaBopidovtal amo Tov EKJOTN Twv TICTOMOINTIKWY.

Kupiw¢ AGyw OIKOVOUIKWV CUPEEPOVTWY OO TIC ETAIPIEC IOV TAI{OLV TOV POAO
¢ CA(Certificate Authority: Apxr) Miotonoinonc), dev UTAPXEL AKOPN Kal CAPEPa
éva dIEBVEC aVayVWPIoPEVO TIPOTUTIO W TIPOC TN MOP@N Kal T TEPIEXOUEVA TWV
YN@IOKWY TIOTOMOINTIKWY. To TPOTUTO X509 anoteAel T0 MEPITTOTEPO B1AdEDOUEVO
TPOTUTIO WC TPOC TO TEPIEXOUEVO TwV PYNPIOKWY TICTOTOINTIKWY. To MPATUTO OUTO
XPNOILOTIOIEITAl OTIC TIEPIOOOTEPEC EQPOPMOYEC TOU KAVOULV  Xprion  Wnelakwv

TIOTOTOINTIKGV.
Ta nepiexdpeva Tou TEPIAAUBAVOLY, PETOEL GAAWY, TO TOPAKATW:

* Ymoypagn (n Yneakn vmoypa@n e CA oto dnudaio KAEISI Tou XproTn)

e 'Ovopa Tou UTOYPAPOVTOG KAEISION

» 'Ovopa TOU KEVTPOU TIGTOMOINGNE IOV UTIOYPAPEL TO dNUOGCI0 KAEIDI

* Hyepounvia kat wpa €vapéng g 10X00E TOU TIGTOTOINTIKOO

* Huepounvia kat wpa ARENG TNE 10X0OC TOU TICTOTOINTIKOV

e ‘Ovopa Katdyou

« ‘Ovopa ToU TOTOMOINTIKOU

e ApIBUNTIKA TIYN TOL ONUAGI0L KAEISIOL TOU XPHROTN

e ATOOEKT) XPHOn TOU TIOTOMOINTIKOU (TUTIIKEC EQOPUOYEC XpPriong Tou
OUYKEKPIPEVOU TIIGTOTOINTIKOV)

e ‘Ovopa ToU XPNOILOTIOIOUUEVOL aAYOPIBHIOL YIa TNV LTIOYPOPT) TOU

e ‘Ovopa TOU XPNOIUOTOIOVUEVOL OAYOPIBUOUL Yia TN dnuiovpyia Tou dnudaiou

KAE13100 TOUL XpAOTN.

1.3.2 O éAeTX0l TOU KOPOUC TWV NAEKTPOVIKWY TIIGTOTOINTIKWVY KAl TWV
NAEKTPOVIKWVY UTIOYPAPWV

A\Oyw N O10PKOUC TEXVOAOYIKIC eEEAIENC, Bewpeital dedopevn N e€aabevnaon
NG A0QAAEING TWV XPNOIKOTIOIOVHEVWY KPUTITOYPOPIKWY KAEIDIWY OTO TEPAGHO TOU
XPOvou. ETal, T MIOTOMOINTIKA dNUOGiou KAEISI0U, TIOL OVa@EPOVTAL € OAAA KOl IOV

UTTIOYPAQPOVTOL MO TETOIO KPUTITOYPAQPIKA KAEIOIH, €KOIdOVTAl HE TIEPIOPIOMEVN
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OldpKeLD 1oxVOC (ouvnBwe 1 €wg 3 €tn), n omoio Kol ovaypd@eTal Péoa oTo

T(POKOBOPICUEVD YIa TOV OKOTO aUTO TEDia TOUG,

EKTO¢ Opwg and tnv mpoypoppotiopevn Anén, n 10x0¢ €vo¢ MIOTOMOINTIKOU
uTIOpEl  OMOTESATOTE va OVOKANBei oploTika (revocation) 1 va  OVOOTOAEL
(suspension), OoTepa amd aitnUa TOU TEAIKOD XpAoTn {m)X. MELdr) €X00E TOV POPEN
TWV KPUTITOYPOPIKWY KAXI81GV TOU) r)/Kal Omo OXETIKN omo@acn tou EkdOTN toug {m.x.
Aoyw AdBoug otnv avaypo@f otolxeiwv). H «avakAnon» Kal 1 «avooToAr» €voC
TIOTOTOINTIKOU TPAYUATOTOIEITOL UE TNV €yypaQr] Tou «opiBuol TOUTOMoINoNG Tou
mioTomoinTikoL»  (certificate’s serial number) o€ plo «Aiota  AvakAnBévtwv
MotomoinTikwv» {Certificate Revocation List 1 CRL) n omoio vmoypd@stal Kol
ONUOCIEVETAlI OF TOKTA XPOVIKA OlooTiuata amd Ttov idlo Tov EKOOTN Twv

TUOTOTOINTIKGV.

Emiong, emewdr] ta «mIOTOMOINTIKA dnuociwv KAeldiv»  {public key
certificates -PKC) mou ekdidel €vac MYTI mpog Toug €VOIOQEPOPEVOLE TEAIKOUC
XPrOTEC I TEAIKEC OVTOTNTEC , Eival KAl OUTA MO HOPYPN «NAEKTPOVIKWY EYYPAPWV»,
EMPBAAETAL VO QEPOLV Kl OUTA TNV «PNQIOKI LTIOYPAE» TOU EKOOTN TOLC. AUTO
nmpolmobETeEl OTL Kol 0 idlog o EkdOTNG-MYM odoBétel 10 OIkO Tou LelyoC
KPUTITOYPAQPIKWV KAEISIWV LTIOYPAQNG, TO omoio mpénel e€ioou va umoatnpiletal and
OXETIKO TIOTOMOINTIKO dNUOGiou KAEIBIO0 TOU KI QUTO, PE TNV CEIPd TOL, TIPEMEL VO
gival  umoyeypaupeévo  Ynelakd.  H - oxnuoti{épevn  aAAnAouvxia  (oAuacida)
TIOTOTIOINTIKWY ~ TEPUATI(ETOl  He  éva  TEAIKO KOl O&IOTIOTO  ONMOCIELUEVO
«OUTOUTIOYPOPOMEVO TIIOTOTIOINTIKO» {self-signed certificate) mov ekdidetal amd Tov
«@epeAlwdn EkdOTn Motonointikwv»(/?00/ Certification Authority ] «Root CA»)

Tou I'1YT1 Kal To omoio anmoTeAEl TNV «KopPLEN TNE TUPAMIdC» piac umodoung PKI.

‘ET01, yia va eAEYEEL KATOIOC TNV EYKLPOTNTA PIOG TPONYUEVNC NAEKTPOVIKIC
uToypaEng, Ba TMPEMEL va eAEYEEL TO KUPOG TOU GUYKEKPIYEVOU TICTOMOINTIKOD TIOU

TNV UTIOOTNPILEL, KOl CUYKEKPIUEVD Ba TIPETEL VO EAEYEEL:

e 'OTI TO GUYKEKPIUEVO TIIOTOTOINTIKO TOU UTIOYPA@OVTO €ival “auBEVTIKO , pE
TNV €wola 0TI LTTAPXEL TOUAAXIOTOV pict OAANAOUYia TIOTOTIOINTIKWY PE OAOUG
TOUG PeTOAABOUVTEG (UTIO-)EKOOTEC N OTOIa VO KATAANYEL € pia a&ldmiatn yr'
autov «pida eumiotoolvne» (ouvnBwg TO OUTO-LTIOYPOQPOHEVO TIICOTOTOINTIKO

Root CA &voc¢ yvwaotou CYTT).
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* 'OTI TO GUYKEKPIPEVO TIIGTOMOINTIKO €ival «EyKUPO», dNAAdN OTI dev £xel AEel
N avOKANBE( N 10X0¢ Tov. AUTO anuaivel 0TI 0 OTOJEKTNG Ba TIPEMEL VO EAEYEEL,
OX1 HOVO TNV JIGPKELD 10XVOG TIOU aVOyPAQETal JETO OTO 010 To e€eTaOUEVO
TIOTOMOINTIKO, OAM KOl TIC  OXETIKEC  «AioTeC  AvoKAnBEvTwv
MOTOMOINTIKWY» TIOU dNUOCIEVEL O id10C 0 €KAOTNG Tou. O EAeyX0g OUTOC
umopei va yivel eite péow EIOIKWV OUTOUOTOTIOINUEVWY EQOPUOYWY TOU
EUTIOTEVETAL O XPrOTNG, €iTe PEow OXETIKNC om' eubeiac unnpeaiac (Online
Certificate Status Protocoil- “OCSP”) mou miBava¢ va mapexet o MY,

* 'OTI TO OUYKEKPIPEVO TICTOTOINTIKOG TOU UTIOYPAPOVTA Eival «KOTAANAO» yla
TNV cuvaAAayn R TV XpEron oTnv Omoia 0 AMOJEKTNC TOU TIPOKEITAL VO TTPOPEL.
Mo va Bewpnbei “KATAAANAC” €va TIOTOMOINTIKO Ba TPEMEL N TPOTIBEUEVN
Xprion  TOU  va PV - anayopeleTal  omod TV 1oxbouoa  «IMOMTIKN
MoTomoIntikoL». Emiong, €dv omd Tov TUTO NG EMIXEIPOVHPEVNG GUVOAAAYTC
€xel KaboploTei /Kol TPEMEL Vo OKOAOLBNOED pIa CUYKEKPIPEVN «TOAITIKN
(NAEKTPOVIKAG) YToypa@erc», TOTE N XPriON TOU CUYKEKPIUEVOUL TIIOTOTIOINTIKOU
Ba mpémel va TPOPAETETAL 1) €0TW, VA EMTPENETAL OMO TNV €QOPHOLOPEVN
MoAITIKr YToypa@nc.

1.3.3 Alataéeic Anpovpyiac kat EmaAnBevonc umoypagnc

Mo tv dnuiovpyio pia¢ YnEIoKng uLmoypa@ng TAVW O OCUYKEKPIUEVD
NAEKTPOVIKA dedOUEVD, Ba TIPEMEL KATOIOG, EKTOC OMO TG OMAPAITNTA KPUTITOYPO@IKA
KAEIOIO KAl TO OVTIOTOIXO €YKUPO TIOTOTOINTIKG, va OIOBETEL KAl HIO OAOKANPWUEVN
“dldtaén dnuiovpyiag umoypa@ng” n omoia va amapTideTon and KAtdAANAn olveean
LAIOUIKOU (hardware) Kot Aoylopikou (software). Ztnv didtaén auth mepthapdavovtal
0 “QOPENC” TWV KPUTTOYPAPIKWVY KAEIOIWV (T.X. OKANPOC dioKOC UToAOYIOTH, €EuTvn
Kdpta , USB token, K.AT.), 0 TUXOV amapaitnTog “ovayvwaoTtnc’tou @opéa autol (LY.
avoyvwotng €Eumvng KAptag , B0pa USB, K.ATL), TO “TEPUATIKO EMIKOIVWVIOG” TOU
xpnotn (mx. PC, pda, smart phone, KAM.), Ta “AEITOVPYIKA CULOTAMATA” KOl O

“odnyoi” (drivers) Twv OUOKELWV OUTWV, KABWC Kol TO “AOYIOUIKO TEAIKNC
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eMmKolvwviac” (interface) pe Tov Xprjotn, TO OTOIO XPNOIUOTIOIEITAl GTNV dladIKOaio
ONUIOLPYIOE KIOC NAEKTPOVIKIC UTIOYPAPAC.

AvtioTolxa, yia v enaindeuan (verification) Twv Yn@IaKwv LTIOYPAPWVY Kl TOV
ENeYX0 TNC eykupotntag {validation) Twv OXETIKWV TIOTOMOINTIKWY, QAMAITEITAL MIO
avdAoyn OIdTagn, n omoia, €KTOC TOU TEPMOTIKOU EMIKOIVWVIOG TOU XPHOTN Kol TOU
KOTAAANAOUL AOYIOUIKOU, Bo mpéEmel, €mmMAEOY, va dIABETEL Kal TV duvaToTnTa
npbéoPaonc -cite pe on line olbvdeon, eite kat pe ouxvéc off-line evnuepwaelg oe
EMIKAIPOTIOINUEVEC TTANPOPOPIEC EYKLPOTNTAC /KO AVAKANGNE TICTOTOINTIKWY TIC

omnoieg dnuoaieLel o ekaotote Ekdotng (C1YTT) Toug.

1.3.4 TMoAitikn (€ékdoaonc) MioTomoiNTIKWY & TEPIOPIoUOi aTn Yprion Twv

KPUTITOYPUPIKWV KAEIDIWV

H ékdoon migtomointikov omd €évav TMYT yia €va OuyKeKPIWEvo (elyoc
KPUTITOYPOAQPIKWV  KAEIOWV  €VOC  “UTIOKEIPEVOL”, UTOKEITAL OFE  OUYKEKPIPEVEC
d1a0IKACIEC Kal, OTIC TEPIOCOTEPEC TEPIMTWOEIC, GUVOOEVETOI OTO OUYKEKPIPEVOUG
TEPIOPIOUOUE YIO TNV XPrON TV TICTOTOINPEVWY KAEISIWY OTO TO ULTOKEiPEvo. H
TEPIYPOP Twv dladIKACIwV €KJOONC KOl Ol Opol XPriong €vog TICTOMOINTIKOU
kaBopilovtal o€ pio ouykekpiuévn “ToAiTikny MotomointikoL” (Certificate Policy)

n omnoia dnuoacigveTal and Tov MY {ek60TN TOU TIOTOTOINTIKOD).

To apxIkd Keipyevo piag “TMoMTikA¢ MioTtomoinTikoL”, oAAG Kol KOBe
EMOPEVN €KOOOT TOU, TOUTOMOIEITAL PE TN XPON €VOC MOVOOIKOD “KWOIKOU OpIBuoU
tavtonoinong™ {Object Identification number 1} OID) o omoio¢ avaypd@etal oTo
Opwvudo TEdio Twv mioTomoINTIKwY X.509, evnuepwvovtag €T0l TO00 TO 010 TO
“Umokeipevo motonoinong” (Tov umoypd@ovia -0 omoio¢ €ival cupPeBANUEVOC
“guvdpountnc” Tou MYTT), 600 Kot KABE TPITO-AMOOEKTN TWV TICTOTOINTIKWY TOU YId

TNV (EmakpIPn) e@appolouevn MoOAITIK).

Mépa, OPWC, OO TOUC OTOIOUC OXETIKOUE OPOUC KOl TEPIOPITHONC IOV (UTTopPEi
va) avo@épovtal oto Keipevo piag “MoAtikni¢ Maotonointikol”, €mPBAAAETAL N
TOPAAANAN OTap&n VO «TEXVIKOU» TPOTIOU yia TNV autduatn avayvwplon (amd toug

i010LUC TOUC UTOAOYIOTEC) KATOIWV TEPIOPIOUWY KOl Opwv OtV XpRon Twv
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TIOTOMOIOUMEVWY  «KPUTITOYPOPIKWY KAEIOIWV» aMO TOV KATOXO TOUC, Ol omoiol

BETovTal Kol avaALoVTaL «0g avOpWTIVN YAWCGCO» 0TO TOPOTAVW KEIUEVO.

‘Eva¢ duecog TPOTOC yio Vo TIEPIOPICETAL N XPrion €vO¢ TICTOMOINUEVOU
Ce0youq KAEIOIWV OE OUYKEKPIUEVEC EQPAPMOYEC, €ival n «ovaypo@n» oto TEdIo
«Xpron KAedwov» (Key Usage) Twv TIOTOMOINTIKWY X.509 TwvV OXETIKWV
“TuToTIOINUEVWVY €VOEIEEWV” TIOL €X0LV TPOCdIOPICTEL amo TO d1eBvEC poTuno RFC
2459 (X.509 v3 Profile).

ANOL TIEPIOPIOUOI OTNV XPrON TWV «TICTOTOINTIKWY ONHOGIWV KAEISIV»
pmopolV Vo ava@EPOVTal 0T Opla oTNV O&io TV CUVAAAAYWV OTIC OTIOIEC QUTA
EMITPEMETAL Va Xpnalpomoinfolv. MAAloTa, vedtepa dIEBVN Kol EVPWTATKA TPATUTO
TPOBAETOLY TNV «CGUCTOCT» CUYKEKPIUEVOU «VEOU» TIEGIOU OTO TIIGTOTOINTIKA TOTOU
X.509, 10 omoio Ba xpnolUOTOIEITal YIO VO EKONAWCEL € TUTOTIOINUEVO TPOTO Ta

OUYKEKPIUEVA Opla Tov opilel n epappolopevn «MoAITIKY MIOTOMOINTIKOU».

KE®AAAIO 2

2.1 OEXMIKO IMAAIZIO

NOUIKI) avoyv@pLoT TWV NAEKTPOVIKWY UTIOYPAQUV

A1eBVAC NopIKr) Avayvwplaon -VOUIKEC TIPOOEYYIOEIG

H «vopIK avayvapion» TV NAEKTPOVIKWY UTIOYPOQWV O€ OIEBVEC emimedo,
&ekivnoe amo Ta PECH NG TPONYOUHEVNG JEKOETIOG e TNV BECTIION OXETIKWV VOUWV
oe dld@opa  Kpdtn. Mmopolue va  dIaKPIVOUPE dU0  OIOPOPETIKEC  VOMIKEC

TPOCEYYioEIC:

Tn «UIVIHOAIOTIKA Ttpoaggyyion» (minimalist approach), 6mou «kdbe a&lomatn
TEXVOAOYIKI) HEBOBOC OMOdEIENC TNC TPOEAELONG KOl TG auBeVTIKOTNTOC TWV
WN@IaKWY 6€0UEVWY TIPETEL VO YIVETAL VOUIKWE OMOJEKTI» TNV OToi 0KOAOUBNGaV
KpaTn onwc¢ ot H.M.A., o Kavaddg, n Mey. Bpetavioad,n AuvatpaAia, K.a. (10iwg KpaTn

TOU «common law») Kal
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Tnv «avoAUTIKA) TIPOCEYYION» (prescriptive approach), cOP@WVA UE TNV omoia
«OVO CGUYKEKPIUEVEC TEXVOAOYIKEC MEBODOI, Ol OTOIEC IKOVOTIOIOUV CUYKEKPIUEVO
KPITHPIa ao@AAEIOG KOt a&lomaoTiag, avayvwpilovtal “aueca” w¢ VOUIKA 1I00TIUEG JE
TIC IO10XEIPEC LTIOYPAPEG GUPPWVA E TNV OToia X0V JIAPOPPWAEL TNV EBVIKI| TOUG
vopobBeaia xwpe¢ omw¢ n Mepuavia, ItaAio, Ecbovia, MoAiteia Utah5,K.a. (10iwg

KPATN TOU «civil law») .

2.1.1Evpwmoikny Odnyia (99/93/EK)

H Evpwnaiki ‘Evwon, pe v Odnyia 99/93/EK Ttou Eupwmoikol
KowvoBouAiou kai tou ZupPouAiov g 13ng AekepPpiov 1999 “Ixetikd pe TO
KOIVOTIKO TIAQIOI0 Y10 NAEKTPOVIKEC umoypo@éc” (EEL  13/19.1.2000) (e@eéng
“Odnyia”) akoAolBnoe pia UIKT) Tpoacéyylon dvo emmedwv (two-tier approach), n

omoia ouVALALEL Kal TIC VO TOPATAVW KATELBUVOEIC.

‘Etol, a@evog n Evpwmalky Odnyia avayvwpidel YEVIKA wq «NAEKTPOVIKECG
LTIOYPAPEC» TIOU UTIOPOUV VO XPNOIUOTOINB0UY WG «aTOOEIKTIKA OTOIXEIO» 08 VOUIKEC
dladIKaaieg, OAa Ta: «1) OEBOPEVO OE NAEKTPOVIKI) HOPPr) TO Omoia gival guvnupéva
og, N 2) Aoylkd OULOXETIOUEVO HE, OAAO NAEKTPOVIKA dedopéva Kol To omoia

XPNOIKELOLY W PEBOOOC amAdEIENG TNC YVNOIOTNTOC

O oplopog autdg KaAUTITEL KOBe nAEKTPOVIKN MEBOSO amOdEIENC TNg
TPOEAELONC TWV OEOOPEVWY, OO TIC TIO “amAEC” (TLX. OmMAN ovaypa@n TOU OVOPATOG
TOU OUVTAEAVTO OTO TEAOC MIOG NAEKTPOVIKAG EMIOTOANC, auTOMatn ouvoyn tng
NAEKTPOVIKAC d1EVBLVONC OMOCTOANG 0€ €va e-mail 1) Tou apIBPoL TOL TNAEPWVOL
AMmOCTOANC 0 €va SMS JNVUUO, KAT), w¢ TNV TI0 “O0VOETEC”(TL.X. TPONYUEVEC
péBodol  KpumToypA@nong dedopEVWY, XPNON  PIOUETPIKWY  OTOIXEIWY, KAT),

ave€aptnta, dnAadr), amd Tov Pabuod TEXVIKAC O0@AAEIOC TTOU TIOPEXOUV.

A@etépou, (OmMO TNV KOAVOVIOTIKY TAELPA),010KPIVETOL TIOIOTIKA Miol GUYKEKPIUEVN
KATNyopio NAEKTPOVIKWV LTIOYPOPWY ATOKOAOUUEVEC OTn TPAEN oTnv TAsloPngia
TWV EVPWTOITKWY KPATWY W “OVAYVWPIOUEVEC NAEKTPOVIKEC LTIOYPAPEC” aTNV Omoia

Katnyopia amodidel TAAPN Kol AUEON VOMIKA 1000UVaMiO PE TIC “IOIOXEIPEC
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LTIOYPOPES”, OTIWG Ol TEAEUTAIEC opidovTal Kot O,TI Kal av OMOJEIKVUOUV GUHPWVO E

T0 10X00V diKOI0 TOL KABE KPATOUC PEAOUC.

2.1.2 EBvikn oyeTIKr vouoBeaia

Ztnv EANGdQ, N mPwTn VOUOBETIKA TPOPRAEWN yia ‘YnelokeC umoypaéc” (ot
OmoieC TALTICOVTOL EVVOIOAOYIKA HE TIC “TIPONYMEVEC NAEKTPOVIKEC ULTIOYPAPEC™)
yiveTon ndn amd 10 GpBpo 14 Tou v. 2672/98 OMOUL TAPEXETAL HIO OPXIKE, OAAG

TIEPIOPICHEVN AVAYVWPIOT] TOUG G€ S10dIKATIEC TOU ONPOCIOU TOEQL.

AkoAovbnoe 1o m.d. 150/2001 (PEK A7125 25-6-2001) 10 omoio evapuovioe
T0 €BVIKO pag dikalo pe Tnv mapamavew Odnyia Kol kaBdpioe tnv “EBvikr) Emitporr)
TnAemkovwviov & Tayxudpouciwv” (EETT) wg apuddia apyr yio v ENOTTEIN Twv
EYKATEOTNUEVWY 0TV EANGda TMapoxwv YTmnpeoiwv Maotomoinong nNAEKTPOVIKIAG
uTIoYPaENC, KOBWE Kal yla Tnv Asltoupyia pnxoviouwv “EBeAovTikA¢ Alamiotevong”
Twv NYM kot “Alamiotwong” ¢ CUMPOPEWONC TwV “TPOIOVIWY NAEKTPOVIKIC
umoypa@n¢”. Tov OKTWPPIo Tov 2002, ekdOONKE To T.0. 342/02 TO OTOI0 TTPOCTdIoPIlEl
TMEPAITEPW KATIOI0UC OPOUC YIO TN OlaKivnon Yn@IOKA UTIOYEYPAUUEVWY “UNVUUATWV
NAEKTPOVIKOU TOXUOPOUEIOL” OTIC EMIKOIVWVIEC TOU OnUOCIov TopEa. TEAOG, OTO
TAQIC10 AOKNONC TWV OXETIKWV OPUOSIOTHTWY TN, N EETT €xel EKOWOEL EVaV YEVIKO
“Kavoviopo Mapoxnc Ymnpeoiwv Motomoinong HAeKTpovIKAG YToypagnc”, Kabwg
Kol Tpelg Kavoviopoug(Mpokertal yia v andéeacn um’ apiBudv 295/63 pe TiTAo «
Kovoviopdg opiapol @opEwv yia Tnv damioTwaon cuppopewaonc AAAY kat AKM kat
TPOC Ta KPITAPIO TNC BEAOVTIKAC O1OTIOTEVONGY, TNV and@aacn 295/64 OXETIKA PE TOV
«EAEYXO0 OUPHOPQWONG AAAY Kat AKM» Kal Tnv amogaacn 295/63 n omoia anoteAei
Tov «Kavoviopd yia tnv €BehovTiky dlomiotevon Ttwv MYT») OXETIKA pE TNV
“EBelovTikn) Alomiotevon” twv MY, v “Alaniotwon” (TN CUPPOPEWAONC HE TIC
anaithoelg g Odnyiag) BaCIKWV “MPOIOVIWV NAEKTPOVIKIC UTIOYPOPNC” , KOl TOV
0pIoUO Twv “dopéwv” mou Ba mpoPaivouv e OXETIKOUC EAEYXOUE Kal OlOMIOTEVCEIS

yla Aoyaplacuo tng EETT.
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2.2 AvdAuon Bactkwv oniigiwv Tou EVPWTOTKOL BEGUIKOL TIAQIGioU

Medio epapuoyng tng Odnyiog

H Odnyia dev amaitei v €@apuoyn ¢ o€ “KAEI0TA cuatruata” (dnAadn
HETAED TUYKEKPIPEVOL OPIBUOD CUUUETEXOVTWY) OTO OToIa N avayvwPIon Tou KOPouC
TWV NAEKTPOVIKA LTIOYEYPOUMPEVWY dedopEvwy Baailetal e “eBeA0VCIEC CUUQWVIEC
1I0IWTIKOL OIKOioL” cUPEWVO PE TNV apx TG “eAevbepiac twv cupPacewv”, napd
HOVO OTN TOPOXN UTNPECIWV TIOTOMOINGNC NAEKTPOVIKWY UTIOYPOQPWY «TPOC TO
Koo, (mpooipto 16). Emiong dev KOAOTTEL TTUXEG TTOU OOPOULV TN alvoyn Kal Tnv
10XV Twv oLPPAcEWY, 00TE Biyel KAVOVEC & TIEPIOPICUOUE TOU €BVIKOU 1} KOIVOTIKOU

JIKQIOU OXETIKA PE TN XPron Twv yypagwv (apbpo 1).

2.2.1 Mpo0moBEaelg E£0UOIWANG NAEKTPOVIKIG LTIOYPAPNC HE IO10YELPN

Z0p@wva e NV Evpwnoikr Odnyia (4. 581) aAAG Kal TO OXETIKO EAANVIKO
m.d. (0. 381), o1 (avayvwPIOPEVEC) NAEKTPOVIKEG UTIOYPOQEC TIOU OTOKTOUV AUETH TNV
i0l0 vopikn o&io pe TIC "MOPadOCIOKES" IBIOXEIPEC UTIOYPAPEC, opilovTtal: «Ol
TIPONYHEVEC NAEKTPOVIKEC LTIOYPAPEC» TIOV, EMIMAEOY, BaagilovTal o€ “avayvwpiouévo

TIOTOTOINTIKG™ Kal dnpioupyolvTal ano “acg@alr didtaén dnuiovpyiag umoypagng”.

Elo TI¢ évvoleg aUTEG, Kal amd To 000 VOUOBETIKA Keipeva, divovtal ol €€nG

OPIOHOI:

QC  «TPONYMEVEC NAEKTPOVIKEG UTIOYpa@EG» (o1 omoie¢ oto m.d. 150/2001
QMOKOAOLUVTOL Kal «PNQIOKEC LTIOYPAPES»), 0PICovVTaL 01 NAEKTPOVIKEC UTIOYPAPEC TIOU
IKOVOTIOIOUV TIC €€NC aMOITHOEIS: ) GUVOEOVTOIL POVOCT|UAVTA [E TOV UTIOYPAPOVTQ,
B) €ival IKOVEC VO TAUTOTOIGOLY TOV UTIOYPA@OVTA, Y) dnuioupyolvTal e PETa Ta
omoia 0 UTTOYPAPWY PTOPEL VO dI1OTNPHOEL UTIO TOV ATIOKAEIOTIKO TOU €AEyX0, Kal 0)
guvdEovTal Pe To OEGOPEVO OTA OTIOIA AVAPEPOVTOL KATA TPOTO WOTE VO PTOPED Vo
EVIOTIIOTEL OmMOIadAMOTE OAAOIWON OTa &V AOyw Ogdopeéva .Ol  GUYKEKPIUEVEC
anaitioeIg Ymopolv va IKaVoTIoINBoly oruepa Yovo e TV Xprion tng texvoAoyiag
NG «OCUPUETPNG KPUTTOypa@iog» n omoio KAvel Xpron 1BI0TIKWV («OEd0UEVH
dnuiovpyiac umoypaeric») Kol Onuociwv («dedopéva  EMOANBELONC LTTOYPOPNC»)
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KPUTITOYPOQIKWY KAEIBIWVY TIOU XPNCIKOTIOIOVVTAl CUUTIANPWHOTIKA TO €va TPOG TO

GAAO yla TNV TOpaywyr| Kal Ty ENOANBEVAN TNE NAEKTPOVIKIC UTIOYPOPAC.

Q¢ “avayvwpiouévo TICTOTOINTIKG” opietal and tnv Odnyia n “nAEKTPOVIKA
BePaiwon” mou ekdideTal amd Kamolov “IMapoxo Ymnpeoiwv Maotonoinong” Kat n
omoia  ouvdEel povoonuavia Ta “Oedopeva emoAnBeuong uiog vmoypaeng” (3
“dNUOCI0 KAEIOI”) HE €va OUYKEKPIUEVO (QUOIKO TPOCWTO, TNPWVTAC KOATOIOUG

Baaikol¢ 6pouc.

TENOC, WC “o0@aAng ddtagn dnuiovpyiag uoypaPng” opietal To JIATETAYUEVO
LDAIKO N/Kal AOYIOUIKO TIOU XPNOIUOTOIEITOL YO TNV €QOPUOYH TOU “IINTIKOD
KAE10100” (] Twv “0edopévwv dnuioupyiag umoypa@nc’™) and Tov LToypAPOVTa Kal TO

omnoio diao@ailel tTnv aglomiatia TNg dnpIovpyiag TN LTOYPUPAC.

2.2.2 EAeUBepn Mapoyn Ymnpeoiwv Miogtomoinong kot EBeAovTikr Alomiotevon

H Odnyia opilel w¢ “Mapdyoug Ynnpeoiwv Matomnoinong” ox1 yévo autolg mou
€KOIO0LV «NAEKTPOVIKA TIOTOTOINTIKA dNUOCiwV KAEIIWV» (avayvwpliopéva 1 oxi),
aAAG Kol OAOUG OO0UC TTIOPEXOLY UTINPECIEC “OXETIKEC” UE TNV NAEKTPOVIKY UTIOYPOPH),
OTWC LTNPETIEC (NAEKTPOVIKIC) XPOVOCT|UAVANG , KOTOAGYOU , KOTOXWPENONG , OAAG

KOl OXETIKEC GUUPBOVAEVTIKEG LTNPEaieg (Apbpo 2, mep. 11, kat Mpooipio 9).

H Odnyia mpoBAEmel emiong, v €Ae0BePn TOPOXN UTNPECIWV TIGTOTOINONC
NAEKTPOVIKNG LUTIOYPAQPAC, OAMayopEVOVTOG OTOIOOATOTE CUCTNUO AdEI0d0TNONC TNC
AsrToupyiag twv Mapoxwv Ynnpeolwv Migtomoinong (epegng, MYQ). Mpoadiopilel,
Ouw¢ TIC TpoUToBETEIC AsiToupyiag, tnv €vBlvn (4. 6) kol TV €mTPNON Omd
€BvikoUC @opei¢ (0. 383) Twv MYT mov €kdidoLY “OVaYVWPICUEVO TICTOMOINTIKA
TPOC TO KOIVO”.

MoapdAAnAa mpoPAEmeTal (0. 382) n OLYKPOTNON MNXOVIOPWY “EBEAOVTIKIC
Alamiotevong” Twv MY, and onuociovg H/kal amd IBIWTIKOUC QOPEIC, TOoU

amooKomoUv  oTnv  Topox — “BeATiwyévou  €mIMEOOL  TOPOXNG  UTINPECIWV

motonoinonc”. Ol @opei¢ auToi TPEMEL va BETOLV AVTIKEIMEVIKOUE Kol OlOQAVEIC
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KOVOVEC -0v Omoiol 0gv 00nyolv o€ TEPIOPIOUO OTOV OPIBUG TwV dIATICTEVUEVWY
MYTT-, Kot va EAEYX0LV TNV THPNON TWV KAVOVWVY OUTWV, KaBopiovTag GUYKEKPIUEVD
JIKOIMOTO  Kal UToXpewael¢ otoug MY mou diamiotebovtal KATwW omo T

OUYKEKPIUEVO UNXAVIOHO.

2.2.3 Ymoypeaoel< Kat EuBovn twv Mapdywv Ynnpeoiwv Miotonoinong

O1 MY mou dev €KOIOOLY «AVAYVWPIOUEVA TIIOTOTIOINTIKO» (TaPd WOvo amAd
‘“TOTOTIOINTIKA dNUOCiwV KAEISIOV’ TWV UTIOYPAPOVTWY), UTOKEIVIOL OTIC <YEVIKEC
dlaTagelg mepi €vBOVNG», oTIC BIOTAEEIC TIEPT «MPOOTACIOC TOU KATOVAAWTH» KOl
«TPOCTACIOC TWV TPOCWTIKWY OEG0UEVWY» KABWC KOl € TUXOV OANEC EIOIKOTEPEC
OXETIKEC OlOTAEIC amd TO €BVIKO Odikalo TOU KPATOUC-PEAOULC TOUL  Eival
EYKOTEOTNUEVOL,. Z€ YEVIKEC YPOUMEC, Ol OLyKekpluévol MY dev umoxpeolvtal -
AUECO TOULAAXIOTOV- OTNV TAPNON KATOIWY CUYKEKPIPEVWVY TIPOJIaypaPwY OTa
TPOIOVTO KOl TIC UTINPECIEC TOUE, EKTOC OO aUTWV ToU 0 id1o¢ 0 MYTT avaAauBdvel
OLMBOTIKA EVaVTI TWV CLVOPOUNTWV-TIEAATWY Tou (Subscriber Agreement) Kai évavtl
TWV TPITWV-aNModEKTWY TWV TioTonoIinTikwv Tou (Relying Party Agreement) kot mou
TUXOV ONMOCIOTIOIEL IO TNV TEKUNPIWON TWV UTNPECIOV TOU (ME KEIPEVA OMWG

Certification Practice Statement, Certificate Policies, PKI Disclosure Statement, K.d.)

‘Ooov agopd, Opwg, Toug MYTT mov EKGIGOLY «OVAYVWPICHEVA TIIGTOTIOINTIKA,
EKTOC TNG 10XVOC TWV TAPATAVW, N Odnyia TPOPAETEl EMIMPOCHETA TNV UTIOXPEWDN
OLPMOPEWONG Pe dwdeKa Opou¢ Tou avagépovtal oto Mapaptnua Il KabBw¢ Kot
OUYKEKPIUEVEC VBUVEG TouC (A. 6) Evavtl KABe Tpitou mou PBoaciletal “ebAoya” oTo

«0VOYVWPITUEVO TIIOTOTOINTIKE» TOUC,

E1d1koTepQ, o1 opol Touv Mapaptiuatog Il avagépovtal o€ aLATNPEC OTAITITELS
OIKOVOUIKNG KOl TEXVOAOYIKNC OEIOTIOTIOC, O UTOXPEWOEIC TOPOXNC ATQOAWV
UTINPEEDIV  “KATAAGYOUL” Kal “ovAKANONG” TwV TICTOTOINTIKWY TOUG, KaBW¢ Kal
EVNUEPWONG KABE EVAIOPEPOPEVOL TPITOU Yia TOLG OKPIPEIC GpouC Kal TPOUTIOBETEIQ
XPNOIKOToINONG Twv TICTOMOINTIKWY TOU¢, OTnV €MaARBeLOn TN TAUTOTNTAC TWV
TIOTOTOIOVUEVWV UTIOKEIPEVWY TOUC KOI 0TNV O1OTHPNCN TWV OXETIKWY AMOJEIKTIKWY
OTOIXEIWV yIO “KOTOAANAN XPOVIKN) TEPiod0”, otnv THPNON OTMOPPATOL KOTA TNV
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TEPIMTWOn mapaywyng IINTIKWY KAERIWY (“dedopévwy dnuloupyiag umoypa@ng”™)
TWV “OUVOPOUNTWVY” TOUC Kal O TOAAEC OKOUN OIOXEIPIOTIKEC Kal OIOIKNTIKEC

umoxpewael¢ Tou MYT.

Mepantépw, o1 1B10HTEPEC €VBUVEC TTOL AVOAOUBAVEL K TOL vOUoL (dpBpo 6 TNC
Odnyiac) o MYM mou €KdIdEl «OVAYVWPIOUEVO TICTOTIOINTIKA TPOC TO KOIVO»

a@QopoLV:

e TNV oKpiBela OAwv TWV OTOIXEIWV TOL AVOEEPOVTOL OTO AVOYVWPIOUEVO
TIOTOMOINTIKO KATA TNV OTIyur| TN¢ €KO0ONC Tou, KOBWE Kal TNV TANPOTNTA

TOUG, CUPPWVA PE Ta optlopeva ato Mapaptnua |,

e Tnv diapePaiwon 0TI 0 LTOYPAPWY TIOU TOUTOTIOIEITAI OTO “OVAYVWPITUEVO
TOTOMOINTIKG”, ATAV KATOXOC, TOUAAXIOTOV KOTA TNV OTIydr) TN kG0N TOU
TIOTOMOINTIKOU , TWV “0edopEVWV dnuioupyiag umoypa@ng” (IBIWTIKG KAELdI)
TOU avVTIoToIXoUV oTa “dedopéva emaAanBevong umoypa@nc” (dNUoaio KAE1dI)

TIOL AVOQEPETAIL OTO TIGTOTOINTIKO, Kal

e v OlopePaiwon, €pocov mapdyel Kal TAPEXEL 0 id10¢ 0 MY 10 1IWTIKO
KAEWDI oTov “ouvdpounty” TOu, OTI QUTO MMopPei va  xpnoiugomolndei
“OUUTANPWUATIKA” HPE TO ONUOCIO KAEIDI TOUL aVOYPAPETOL OTO OXETIKO
TIOTOTOINTIKO TIOL TOU €kdidel. H Odnyia mpoBAENEl akOun Kal To dIKaiwua
Tou [MYTI-EKO0TN  «avOyVWPIOUEVWY  TIIOTOTOINTIKWY»  va  TIEPIOPILEL
“ouuBaTIKG” TNV Topandvw €uBlvn Tou amd TNV XPHorN TWV TICTOMOINTIKWY
TOU €KQIOEL, PYE TNV Oavaypa@r “Opiwv OTIC OIKOVOUIKEG GUVOAAAYEC” YIa TIC
OTOIEC AUTA EMITPEMETAL VA XPNOIKOTIOINBOLVY, f/Kal PE KABE GANO “TIEPIOPICHO
otV Xpron” Twv TICTOMOINTIKWY Tou pntwg KoaBopilel o MYIM. Emiong, o
MY onoAAdooetol and Kabs €vBlvn Tou av omodeiéel 0TI Ogv Empoce
“apEADC”.

2.2.4 TIEPIEYOUEVO TWV «AVOYVWPIGHUEVWVY TIIGTOTOINTIKWY»

H Odnyia opilel 0TI To «avayVWPICHEVA TIIOTOTOINTIKA» TPETEL VO TIEPIAAUBAVOULV

OTa OXETIKWC TPOPBAENOMEVA TEDIO TOUE TOUAGXIOTOV TO TOPOKATW OTOIXEIN:

a) €VOEIEn OTI TO TIOTOTOINTIKO EKIOETOI WC OVAYVWPIOUEVO TIIGTOTIOINTIKO,
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B) Ta gToIKEID OVAYVWPIONC TOU TTOPOXOU LTNPECIWV TIIGTOMOINONE KOl TO KPATOG OTO

omoio €ival EyKATETTNUEVOC,
y) TO Gvoua TOU LTIOYPAPOVTOC 1 WELBWVUHO TIOU aVaYVWPIZETAl Ww¢ PELDWVULO,

d) TTPOPRAEYN €101KOV XOPAKTNPIGTIKOU TOU UTIOYPAPOVTOC, oL Ba TEPIANQOET EQOTOV

gival oNUOVTIKO 0€ 0XE0N HE TOV OKOTO YIa TOV OTI0I0 TTPOOoPICETAIl TO TIOTOMOINTIKO,

€) Oedopéva eMAANBELONC LTTOYPAENC TIOU OVTIOTOIXOUV O€ O£dopEVA dnuIoupyiag

UTIOYPAPNC LTIO TOV EAEYX0 TOU UTIOYPAPOVTOC,

0T) €VOEIEN TNG EVOPENC Kal TOU TEAOUE TNG TIEPIOAOU 10XV0E TOU TIGTOMOINTIKOU,
() TOV KwJIKO TOVTOTOINGNG TOU TIOTOMOINTIKOU,

n) TNV TPoNyUEVN NAEKTPOVIKI) uttoypa@r) tou YT mou To eKdideEl,

B8) TuxOv TePIoPIoPONE ToL TEdIOL XPriaNE TOU TIGTOTOINTIKOU, KOl

1) TUXOV Opla 0TO LYPOC TWV GUVOAAOYWVY YIa TIC OTOiEC TO TIOTOMOINTIKG PTOopEi va

Xpnotpomnolneei.

2.2.5 TpoiovTa NAEKTPOVIKAC UTIOYPAQPNG KOl «A10TOTWAN» (CUPUOPPWANC)

Z0UQWVO PE TOV OpIoud Tou divetal oTo APBpPo 2812, «mPOIOV NAEKTPOVIKIC
umoypaEnG» Bewpeital KABe ULAIKO 1 AOYIOUIKO 1) cuva@n oTolxeio, Ta omoia

npoopilovTait:

» Eite y1a xprion omé tov MYT1 GXETIKA e TNV TTOPOXH TWV OXETIKWY UTNPECIWOV
TOU (TL.X. KPUTTOYPOQIKEC MOVASEC yio TNV ONUIOLPYIO KPUTITOYPOQIKWV
KAEIBIWVY),

e Eite yio ™ @\oevia Kal gvepyomoinon Twv IGIWTIKWY KAEIBIOV KOl TN
dnuiovpyia  TNG  NAEKTPOVIKNAC  umoypa@n¢  («dlatd&elg  dnuioupyiag
UTIOYPaPNC»),

e Eite, TENOC, ylo TNV ouTOUOTN €MOANBELGN HIAC NAEKTPOVIKAG LTOYPAPNC

(«Olotdéelg  emaAnfsvong umoypa@nc»). EIdIKOTEPA  yio TNV €Kdoon

«QVOYVWPIOUEVWY  TIOTOTOINTIKWY» KOl T ONUIoLpYio  «ovayvwpIouEVNgG
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NAEKTPOVIKNAG LToypaerc», n Odnyia B£tel KAMoleC PAOIKEC OMAITAOEIS
ACQOAEIOG OTO TOPAMAVW TPOIOVTO, KOl CUYKEKPIMEVO OVOQEPETOL OF
«O0@OAAEIC KPUTTOYPOQIKEG Hovadee» (Mapdptnua Il mep. oT'), KOBWE Kal o€
«00@OAEi¢ dlatdéelg dnuiovpyiag vmoypaenc» (Mapdptnua 1), eve yia TIg
«00@OAEic  dlatdéelc emaAnBevong umoypaenc» TeplopideTal  POVO  OF

“ouoTaoelc”.

Mo ™V CUPPOPEWON TWV  “TPOIOVIWV NAEKTPOVIKWV  ULTIOYPOPWY” MHE  TIC
OUYKEKPIPEVEC QMAITACEIC OOPAAEIONC PBACEL OXETIKWV “YEVIKWE OVAYVWPIOUEVWY
TPOTUTIWV”, TpoBAENETOL amo tnv Odnyia (apBpo 382) diadikaaia “Alomiotwong” ond

OXETIKOUC apuodIoug QOpEIC.

2.2.6 1d1aitepeg amaitoelIC yia “oo@oAei¢ dtatadlelg dnutovpyiag vmoypagik”

H xprjon “ac@aAoug oi1atagng onuiovpyiag uvmoypaeng” (a.0.0.V.) Bewpeital
avaykaia yio tnv dnuioupyia “avoyvwpiopévng NAEKTPOVIKIC LTTOYPaQNC”. Q¢ TETolN
npoadiopiletal (Mapdptnua I Odnyiag) n “d10tagn” n omnoia, YECW EVOEDEIYUEVWV
TEXVIKWV KOl OIOOIKACTIKWV HECWY, OIAc@OAI(El TOUAAXIOTOV OTI Ta “dedOpéEV
dnuioupyiag vmoypa@ARC” (IBINTIKA KAEISIA) TTOU XPNOCIKOTOIODVTAL YId TNV TOPOYWY)

LTIOYPOPWV :

a) «anavtolv, KOT’ ouaia, PHOvo Jio popd Kal 0TI TO aTOpPPNTO €ival dI00QAAIGUEVO»
TO OTI0I0 ONUAiVEL OTI T OXETIKA KPUTITOYPAPIKA KAEISIA TIPEMEL VA GnpIoupyoLvTal
HE TOUC KOATAAANAOLG QAYOPIBUOLC dNUIOLPYIOG TUXAIWY KWOIKWY, €iTe omeubeiag
HECO O€ OUOKEULN TOU XPNOTN, €iTe OMO KOTOAANAEC KPUTTOYPOPIKEG UOVAOEC TOU
MYM o1 omoie¢ peTa@EPOLV dAueca Ta dNUIOLPYNBEVTA IBIWTIKA KAEIOIA OF
TIPOCWTIIKEG CUOKEVEC TOU XPrOTN YIO TOV OToio TpoopidovTal, Xwpic va Ta eKBETouV

N va diatnpolv avtiypa@d Touc.

B) «dev pmopolv, pe €OAoyn BePaidotnta, va oavtAnBolv oamd OoAAOU Kal OTL n
UTIOYPOEI] TPOCTATEVETAL OMO MANCTOYPOPIC PE TO PECT TNE OUYXPOVNC TEXVOAOYIOC»
0pOC TOU, €KTOC OTO TNV OMOyopeLan TN¢ dlaTtiPNoNg HE OTMOIOVONTOTE TPOTO
avTiypd@ou Tou 1BIWTIKOD KAEIOI00, OTnv ouadia Tou EMIBAAAEL TNV Xpron Tng¢

TEXVOAOYIaC aoVOPPETPNC KPUTTOYPO@IaC.
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Y) «UMOPOLY va TPOCTOTEDOVTAI AMOTEAECUATIKA QMO TOV VOUIUO UTIOYPA@OVTO KOTA
TN XPNOIUOTOINCNG amo TPITOUC» TIOU GNUOIVEL OTI TO IBIWTIKA KAEIOIA OEV TIPETEL VO
umopoly va  e€axBolv n/Kal va  ovTlypa@olv amd TOV @OPED TOUG, OUTE VO
gvepyoroinboly  xwpic tnv  mponyolWevn  Xpron  MIoG  €mMAéoV  “peBOdOL
empePaiwong ™ TOUTOTNTOC” TOU XPRotn (mX. XPNON MULOTIKOD KWAIKOU

avayvaptang (PIN) i/kat avdyvwon BIOUETPIKWY 0£O0UEVWVY TOU dIKAI0UX0U).

MapdAAnAa, n vouoBeaia opilel 6Tt o1 “0.0.0.0.”(ao@OAEIC dlaTA&elC dnuiovpyiag
umoypa@ng) Oev TPEMEL va PETORAAAOLY T TIPOC LTOypa@r dedouéva, oUTE va
EUMOdIdouVY TNV EPEAVION TwV O£JOUEVWV OUTWV OTOV UTIOYPA@OVTA TPV OMO TN
diadikaaia vmoypa@n¢ (avayvwpiletal dnAadn n apxn What You See Is What You
Sign ; WYSIWYS).

2.2.7 Zuataoelg tng Odnyiag yia “ac@oAeic O1aTAEEIg EMAANBELONC LTIOYPOOIK™

Mo 1 dadikacia eMaARBeLaNC TNG NAEKTPOVIKAC uTtoypa@nc, n Odnyia mpofaivel
0¢ «ZUOTACEI(», OUM@WVA ME TIC OToieg, MO «acg@OANC dldtagn emaAnBeuong

uTIoYpPaENC» Ba TPEMEL va dlag@aAilel Ye eLAoyn BePatdtnta OTL:

a) To O€GOMEVA TIOV XPNCILOTOIOVVTAL TIPOC EMAARBELON TNG LTIOYPAPIC OVTIOTOIXOUV

ota dedopéva Tou epgaviovtal oTov EnaAnbevovTa,

B) n vmoypa@n emoAnBeLETAl e a&lOMIOTIO Kal OTI TO ATMOTEAECUA TNC EMAANBELONG

eu@aviletal ye opbo TpoTO,

y) 0 €noAnBebwv UTopEi EVOEXOUEVWE VO OpicEl JE BeRaAIOTNTA TA TIEPIEXOUEVA TWV

deB0EVWV TIOU UTIOYPAPOVTAL,

d) N yvnoloTnNTa KOl N €yKLPOTNTO TOU TIICTOTOINTIKOU TIOU OMAITEITAl KATA TN OTIydN

NG EMOANBELONE TNG LTIOYPAPNG EXOUV EAEYXBEL e aglomiaTia.

€) TO OTOTEAEOHO TNG EMOANBELONC OMWC KOl N TAUTOTNTO TOU UTOYPA@OVTOG

gu@avidovtal Ye Tov 0pBO TPOTO,
0T) N XpNolpomoinan YeudwvOUou SNAWVETAL EUPAVWE, KOl

{) umopolv va EVTOTIICTOUV TUXOV TPOTIOTOINCEIC AMTOUEVEC TNC ATPAAELNC.
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>XHMA 3

Anutoupyia NAEKTPOVIKIC UTIOYPOQNG

J,’ Anootoiéag Napadfntne

0 anootoiéas
Snuoupyet To
pAvUpa

Egappélovrasg tn

y hash ouvdpt To privupa pe T yngrakr
Zuvdptnan . napdyetan nmn unoypapr otéiveTal ooy
Fgraxcpu::;guw alvoyn Tou napaifnTn

e Yy ) pnvopaTos

¢ 1)

2)
el e R

Ynoypapn

Suvoyn pnvopatos  Kpuntoypdenan ouvoyne
pe B Tikd kel

AT00TOAENG

1 O omoaToAéag XPNOIUOTOIOVTAC KATOI0V OAYOPIBHO KOTAKEPUATIGHOU (one way
hash) dnuiovpyei T cbvoPn tTouv pnvopoToc (message digest) Tou BEAEL va OTEIAEL.
Avegaptnta amd 1o péyebog Tou unvopaTog, autd mou Ba mapayBei Ba eival pia

OUYKEKPIPEVOU UNKOUG OEIPA PN@icov.

2. Mg 10 101WTIKO TOU KAEIdi, 0 AMOCTOAENG KPUTITOYPOQEL TN auvoyn. AuTO Tov
TopAyeTal €ival n Pnelakn vroypa@r. H umoypa@n €ival ouc100TIKA pia oeIpa

PnNeiwv CUYKEKPIPEVOU TIANBOUC.

3. H kputtoypa@nuévn abvodn (Yn@lakn umoypagn) TPocapTATal 0TO KEIMEVO Kal

32



HAEKTPONIKEZ YMOMPA®EL KAl HAEKTPONIKA MIZTOMOIHTIKA TAYTOMOIHZHE

TO PAVLPO e TN WN@I0KE LTToYPaEr) YETAdIdOVTOL PECW TOU JIKTUOU (CNHEIOVETOL
0TI 0 OMOGTOAENC OV EMIBUMEL UTOPET VO KPUTITOYPOPHCEL TO PVUHG TOU WE TO

dNUOC10 KAEIdI TOU TAPOANTTN).

MapaAnmIng
1 O napaAqmTng amoomd omod T0 PAVLHO TNV PNeLak uToypaEn (KPUTTOYPO@NUEVN,
HE TO I0IWTIKO KAEIdi TOL OTOCGTOAEQ, alvoyn).
£
2. EQapuolovtag oto urvupa mou EAaBE Tov 610 aAyOpIBUo KOTOKEPUATIOMOU, 0

ToPOANTTNG dNUIoVPYEi T alvoyn Tou PNVOUOTOC.

3. 21N OULVEXELD, AMOKPUTTOYPOPEL Ye TO dNUOCIO KAEIdI TOU amooToAéd, TNV

KPUTITOYypa@nUEVN alvoyn Tou pnvOpaToc ( Pn@lakn vmoypaen).

4. Zuykpivovtal ol 300 GUVOYEIC Kal av Bpebouv idIEC, aLTO anuaAivel 0TI TO YVUUA
Tou €AafE 0 mapaANTTING ival akéPalo. Av TO PUVLHO €xEl JETOBANOEL, N alvoyn Tou
Ba mopayel o mopaAnTING Ba €ival dAPOPETIKA OO TV clvoyn ToU EXEl

KPUTTOypa@noEi.
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>2XHMA 4

EmaAnBguaon Yn@iokng umoypaerc

* , 2
MNoapaAnmng LlJ .
O _i_

ATtogToéag 0 MOPOANATTN OMOCTIA OTO TO
Hrivupa TNV PN@Lakr uroypagr
Q@
ATIOKPUTITOY PaQEI
™ Ynglakn
. uTIoYpOPr LE TO _

Egapudlovtac m . dnuocto kAewditov 1T 13
guvaptnon ) Tuvaptnon OTOGTON O
KOTAKEPHATIOHOO Kotakeppatiopol | 3
dnuiovpyei ™ (Onp vBy |
agbvoyn Tou

pnvopatog ()

. Mapayoépevn abvown
ZUVKPIGI’] ut HNVOHOTOC
ouvoYEwy ’

$OVOWN PNVOpAToC |1 726 8 H 0~ > >/ Elzs8Ho

2.2.8 Emitponn dpbpou 9 kat Avabewpnan Odnyiav

H Odnyio mpofAénel, T€Aog, Tnv olotaon €1dIKNC «Emtponr¢ HAEKTPOVIKIC
Ymoypaenr¢» (dpBpo 9) n omoia gival apuddia va “dIEVKPIVICEL” TIC AEMTOUEPEIEG TWV
OToIWV KPITNPIWY /Kol Twv TPOTUTWVY TIoL axeTi(ovTal Je TNV EQapuoyr Tng (dpbpo
10), koBw¢ Kol va emaveetadel v e@appoyn Tng Odnyiag Kabe tpia xpovia, e
OKOTO TNV 0&loAoynan Tn¢ «Kmbeioag eumelpiog omd v €@aApPoyn TNe» Kat v
oOvTagn OXETIKWV TPOTACEWV Of TEPIMIWON TOU TUXOV KpIBel avaykaia n
avaBewpnaon ¢ (dpbpo 12)



HAEKTPONIKEZ YTTOMPA®ESL KAl HAEKTPONIKA MIZTOMNOIHTIKA TAYTOMOIHZHX

KE®AAAIO 3

31 AIEPEYNHZH-AMNOTYNQZH YPIZTAMENHZ KATAZTAZH

Xprion NAEKTPOVIKWY LTIOYPAPWY 0 JIEBVEC eMimEdO

>€ d1EBVEC emimedO, N XPON TWV NAEKTPOVIKWY UTIOYPAPWY KOL TwV NAEKTPOVIKWV

TIOTOMOINTIKWV 10N TAAICIOVEL Kal TIOPEXEL LYNAOTEPO ETIMESD OOPAAEIAC OF

OLVAAAAYEC B1OPOPWV TUTIWV OTIWC:

TUTIOTIOINMEVEG EQAPHOYEC NAEKTPOVIKWY GUVOAAAYWV, OTWC N NAEKTPOVIKN)

avtoAlayn dedopévwvy (Electronic Data Interchange -EDI)
HAEKTPOVIKA TIHOAOYIO TIOU GUVTACGOVTAL OE Hop@n AAAN amnd EDI
HAEKTPOVIKEC dNUOCIEC TTPOURBEIEC

HAekTpOVIKA Wn@ogopia

ZUOTHUATO NAEKTPOVIKWV TANPWUWY (TLX. TIOCTWTIKEC KAPTEC EuroPay,

MasterCard & VISA péow T0U KOIVOU TTPWTOKOAAOL Toug EMV)

HAEKTPOVIKA “dloBoTrpla” Kal NAEKTPOVIKEG “TAUTOTNTES” (YEVIKNC 1 EIBIKNC
Xprong -T.X. VOUTIKEG dlebvei¢ TauTOTNTE) TOU  CLVABWC  PEPOLV
EVOWUOTWUEVO KOl KOTola “BIOPETPIKA aTolxeia” (pwToypaia, dAKTUAIKA

QMOTUTIWMATO, KATL.) TOU KOTOXOU TOUG
YTNpeaie¢ ao@aAoU¢ NAEKTPOVIKOU Taxudpopeiov (S/MIME)

JUOTAPOTO “UTtoypa@rg auBevTIKOTNTAC” SIAKIVOUUEVOU AOYIOMIKOU (TLX.
Microsoft Authenticode)

KAEI0TEC LTIOGOPEC «PKI» yio €QAPUOYEC OOPOAEINC PEYOAWY OPYOVIGHWV
(mx. NATO)

MoTtomnoinon ¢ TAUTOTNTOG «EELTNPETNTWY O1OBIKTOOL» (web servers), K.d.
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3.1.1 EupwmnaikeéE e1paplioyeg NAEKTPOVIKWY LTIOYPOPWV

‘Evo¢ TPWTOC GNUOVTIKOG TOPENC EPAPUOYNC TwV NAEKTPOVIKWY UTIOYPAQWV Eival
TO NAEKTPOVIKA TIPOAGYIO. Z0u@wva Pe Tnv Evpwmaiky Odnyia 115 ¢ 20ng
AekepBpiov 2001, n xpnoiyomoinan NAEKTPOVIKAG LUTIOYPO@NC 1) TOU TUTIOTIOINUEVOU
cuvotruato¢ EDI (Electronic Data Interchange) Kot tnv €KO00TN “NAEKTPOVIKQOV
TIHOAOYiwWV” (e-invoicing) LUTOXPEWVEL TIC OPXEC TWV KPOTWVY HEAWV va dexBolv Ta
EKOIOOUEVO NAEKTPOVIKA TILOAOYID, €V, TOPAAANAQ, GIEVKOAUVEL TNV OPXEIOBETNON

Kal TNV GUEDN avTOAAOYH TOUC.

Ol NAeKTPOVIKEC TauTOTNTEG (r)/Kat dloBatrpla), amoTeAOUY Hior GAAN TEpIMTwon
EUPEINC EQAPHOYNC TWV NAEKTPOVIKWY UTIOYPAP®VY, Kal 1on €xouv Beapobetnbei i/kal
Bpiokovtal og AeIToupyia o€ OPKETA ELPWTOIKA KPATN, OTwg T.X. BEAyio, divAavdia,
IToAia, EcBovia, k.4. H kupiopxn taon o’ autég eivarl n xprion d00 (1 Kol TPIWV)
(ELYWV KAEIOIWV KOl OXETIKWV TICTOTOINTIKWY, (Eva yla “tautonoinon” Kal &va yia
“OVayVWPIOTUEVES” NAEKTPOVIKEC ULTOYPAQEC KOl TIBOVAC Kol €va Tpito yla Tnv
Kputrtoypa@naon dedopevwy). Ta oTolxEio auTd dnuiovpyoLvtal i TomoBeTolvTaN OE
éva JIKPOETEEEPYADTN TIOL BPIOKETOI O€ €vav OCQOAN POPEN OTIWC VIO TTOPASELYMO
pia €€umvn KAPTA. ZTNV KOPTO QUTH Ovoypd@ovIol €miong Kol Ta OTOIXEiO Tou
KOTOXOUL Kal TEPIAAUBAVETOL KOL N PWTOYPAQia TOU, WOTE VA JIEUKOAUVETAL O OTTIKOC
EAeyX0C. H TOUTOTNTO OUTH XPNOIMOTIOIEITON OTwG KOBE OGAAN TOLTOTNTA OMO TO
KpATtN-péAN. Mapadeiypata amotehovyv n FINelD ¢ dvAavdiag, n elD ato BEAyio,
>oundia KA. Amo ta péAn ¢ O.E. E2 ekppdabnkav mpoBANUATIOUOi OXETIKA PE TNV
TPOOTACIO TWV TPOOWTIKWYV OEG0UEVWV TWV TOMTWY, AOYW TNC NAEKTPOVIKNAC
JlOXEIPIONC TOUC KOl PE TNV EVOEXOMEVWC UEIWUEVN JIAAEITOVPYIKOTNTA AVAUET OTIC
TEXVOAOYIEC TTOU XPNOIUOTOIOOVTOL OTA NAEKTPOVIKA OEATION TAUTOTNTAC dIOPOPETIKWV
XWPWV.

IXETIKN HE TIC TOUTOTNTEG Kou Ta dlapatipla sival n oxedladopevn (NAEKTPOVIKI)
“Evpwnaiky Kapta Yyeiac” pe v omoia 0 KATox0¢ Tn¢ Ba tautomoleital Kot Ba
umopeil va €xel mpdoPacn oTa JAQOPETIKA GUCTAMOTO UYEIOVOUIKNC TEPIBOAUNG

OAWV TWV KPOTWV-UEAWV.

2€ MOANG KpaTn-péAn ¢ E.E. avantiooovtal o €BVIKO EMMEOD APKETEC GANEC
EQUPUOYEC OXETIKEC PE TIC NAEKTPOVIKEG LTIOYPAPES. EVOEIKTIKA:
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v ItoAia, €xovtac &ekivioel Tnv BeopoBétnon ¢ Xprong Twv
NAEKTPOVIK®WV LTIOYPAPWV EIBIKA yia TNV Anudoia Aloiknon omo 1o 1997 umo
v enomteia t0te ¢ AIPA (Autorita per ' Informatica nella Publica
Amministrazione) kot mpoogata tOu CNIPA (www.cnpa.it - 'Centro
Nationale per I" Informatica nella Publica Amministrazione) £xouv Kata@epel
va €xouv euplTaTn XPrion Kot amodoxn (UTOYEYPOPMEVWY) NAEKTPOVIKWY
EYYPAQWV OTIC dNUOCIEC LTNPETiEC Toug. X' autd PorBnoe o KaBopPIoUOC
OUYKEKPIUEVOL TUTIOU NAEKTPOVIKWVY UTIOYPAQWV TIOU  XPnaipgomololvTal
QMOKAEIOTIKA YO TNV LTIOYPAPr NAEKTPOVIKWVY yypagwv (Firme Sicure) Kal
n B€0TIoN QLOTNPWVY KAVOVWVY Yia TNV OIOAEITOUPYIKOTNTA TWV OXETIKWV
TIOTOTOINTIKWY TOU €KOIO0LV 01 «eyyeypauuévol MYTM» 010 uNTPWO TOU
CNIPA , yeyovoc¢ Tou 0dr)ynoe Kal oTnv avamtuén €QapUOywvV AOYIOUIKOU
yla TV onuiovpyia Kai €MOARBELCN NAEKTPOVIKWV ULTIOYPAPWV TO OToio
AEITOLpYEl pe Ta TIOTOMOINTIKA OAwv Twv MY ¢ ItoAiag, Bacel twv

KOIVGWV Tpodlaypa@®v!

v epaavia , émou umrpxe “avotnpn” vopoBeaia yia TNV amodoxn Twv
NAEKTPOVIKWY UTIOYPAQ®Y oMo To 1997- MPoo@EPETal KOl XPNOIUOTOIEITAL
and tnv dnuocia 610iknan €vag OKOPN o “BEATIWUEVOC” OE OXEON HE TIC
“avayVWPICPEVEG NAEKTPOVIKEC UTIOYPOQEC” Tou dpBpou 581 tng Odnyiag
99/93/EK- TUTIOC NAEKTPOVIKWV LToypa@wv (o1 amokaAovueveg “enhanced
signatures” ol omoieC TOPEXOVION HOVO  aMO  TOUC  “€BEAOVTIKA
diamigtevpevoug MYM” (accredited CAs) Kal TPOPRAETOLY TNV UTIOXPEWTIKI)
xprion “xpovoaruovonc” (timestamping) oTa UTIOYEYPOAUUEVO NAEKTPOVIKA
€yypa@a, wWOTE QUTA va UTopoUlV va EEETAGOOLY yia TNV yKUPOTNTA TOUC KOl
META amd TNV AREN TOU TICTOMOINTIKOU TIOU UTIOCTHPIEE TNV NAEKTPOVIKI)
umoypa@r Touc. MAAIOTO, N apuodIa €BVIKN) apxr €XEl MPOXWPNOEL OTNV
“dlamioTwon” Kol oTnv dnuoaieuan TNC CUPHOPPWONC CUYKEKPIUEVWV
“TMIPOTOVTWY  NAEKTPOVIKWY  LUTIOYPOQWV”  (CUOKEVEC/QOPEIC  IDIWTIKWY
KAEIO1V, autdvopa N mpdabeta mpoypdaupata (plug-ins) dnuiovpyiac Kot
EMAANOELONC NAEKTPOVIKWY LTIOYPAQWVY, BIBAIOBAKES OXETIKWY “POUTIVQV”,

AVOYVQOTEC KAPTWY, K.ATL) UE AUOTNPEC TPOSIOYPAPEC.

>tnv EoBovia , oe ouvduaoud pe TNV “NAEKTPOVIKN TAUTOTNTO” TOU

EKOIOETOl UTIOXPEWTIKA TPOC OAOUC TOUC TOAITE( TNG Kol N omoia
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EVOWUOTWVEL TIOTOTOINTIKA NAEKTPOVIKIC UTIOYPAQPRG, £XOULV TIPOXWPNOEL
OT0  OXedioopd  €vOC  OAOKANPWUEVOU  GUCTHUOTOC  NAEKTPOVIKIC
TOUTOTOINONG KOl LTIoypaQnc eyypdewv (emovopalouevo “DigiDoc”), 1600
yla xprion tou petaéd twv LMOAANAWY TG Anuoaciag Aloiknong, 000 Kol
HETOEL OUTWV KOl TV TOAITWV. XAPOKTNPIOTIKA TNC EQAPUOYNC TOuE Eival n
duVOTOTNTO TAUTOXPOVNG EVOWUATWONG TANPOPOPINDY EMAARBELONC TwV
TIOTOTOINTIKWY KOl XPOVOCHHavong Tn¢ UToYpa@rg OTO UTIOYEYPOUMEVO
gyypago, (omw¢ oTig “enchanced signatures” ¢ Meppaviag), KaBwg Katl N
anédoon HIag oTabepri, OAAG  “EIKOVIKNC” O1ELBLVANG NAEKTPOVIKOD
TOXUOPOUEIOU, Yo KABE TOAITN Kot dnudato uTAAANAC. Me tnv Xprion autig
NG “€IkoviKng” diebBuvong (TnNg pop@ng Name.Sumame. XXXX@eesti.ee,
Omou XXX=tuxaio¢ apiBuoc) pmopolv vo OTEAVOLV Kal Vo AopBdvouv
UTIOYEYPOUUEVD KOl  KPUTTTOYPOA@NUEVA  pnvOpata omo TNV EKACTOTE
TpayUOTIK  d1€0Buvan  NAEKTPOVIKOD TOXUdPOUEIOL TOUC TNV  omoia

d10GUVOEOLV PE QUTH.

e X1 FoMAio , ava@epbnKe 0TI £xel OAOKANPWOEL epapuoyr PE TNV omoia ol
OIKNyopol UTopoLlY 1O VO  KOTOBETOUV NAEKTPOVIKA  KATOIOUG TUTIOUG
JIKOYPAQWV TPOC TNV UTINPECIEC CUYKEKPIPEVWY OIKOOTNPIWY, HE TNV Xprnon
TN NAEKTPOVIKIC UTIOYPAPAE TOUC.

3.2 Mdapoyot Ymnpeoiwv Migtonoinong otnv EAAGdO

H AZYK A.E., yéhoc tou Opidov E.X.A.E. kat umebBuvn yia Tnv avamtuén
KOl OAOKANPWUEVN TEXVIKI dlayEiplan, AEIToupyia Kol LTTOCTAPIEN TWV UTIOOOUWV
TANPOPOPIKNAG KOl EMKOIVWVIOV TOU Xpnuatiotnpiov Abnvav (XA) Kol Tou
Opidov EXAE yevikOTtepa, dnuiolpynoe Kal TeKUnpiwoe 01K TnN¢ YTMmodoun
Anpogiov KAed100 (PKI), mpwTtioTwg yia va KOAUWEL TI avAykeg Tou X.A. yia
AOQ@OAN Kal VOMIKA E£yKupn NAEKTPOVIKY EMIKOIVWVIA-aAANAOYpaQia  pE TIC
EIONYMEVEC 07 aUTO ETAIPIEC, OVTIKOBIOTWVTOC TO “CUMPATIKA E£yypoga” ME

avTioTolxa “nAEKTPOVIKA™, TO OTOIO OMOCTEAAOVTOL YN@IOKA UTIOYEYPAUUEVA
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HEOW TOu cuotruato¢ "EPMHX" (H.E.R.ME.S. - Hellenic Exchanges Remote
MEssaging Services). lNa Tnv uvmootpi€n NG €@apuoyng avtig n AIYK
Aertoupyei w¢ YT, ekdidovtac o€ €E0UCIOdOTNUEVO QUOIKA TIPOCWTO  ia
«Pnelaky tavtétnta» (tomov SMART-SIGN tng AZYK) n onoia mepiExel dvo
TIOTOTOINTIKA (EVO OVayVWPICHEVO Kal VO YIO TAUTOTOINGN/ auBevTIKOTNTA) Mo
avTioTolxoOv 0g OU0 JIAPOPETIKA KAEIOIA Kal To omoio mapadidovial oTov
OLVOPOUNTI) UTIOXPEWTIKA O€ pIa €EOTOUIKEVPEVN -yla OUTOV- €EuTvn KAPTO.
MapdAAnAa  €kdideEl Kol TIOTOTOINTIKA Toutomoinong & SSL emikowvwviag
(TRUST-SERVER) yia €umnpetntéc dadiktuou (web servers). O oxedloopog
NG vmodoun¢ PKI Kal n tekunpinon twv urnpectov ¢ AZYK w¢ MY Eywvav
oOP@WVA E TO OXETIKA O1EBV) Kal KUPIWC T EVPWTAIKA standards, e OKOTO TNV
000 dLVATOV PEYOAUTEPN EYKUPOTNTA Kal SIOAEITOUPYIKOTNTA TWV UTINPESIWV TN,
TPOCOOKWVTOC TNV TEPAITEPW EUTIOPIKI] EKUETAAAELON] TOULC KOL YIO OGANEC

OXETIKEC EQAPHIOYEC.

H ADACOM A.E., pélog Tou Opidouv IDEAL, mapéxel umnpeaieq Wn@IoKng
TIOTOTOINGNC KOl YEVIKOTEPO ATPAAEING TTANPOPOPIAKWY CUCTNUATWY TIOL €XOUV
w¢ PBdon TNV TEXVOAOYIK TAaT@opua tng VeriSign (leader maykooping tng
ayopdc Twv LMNPeciwv Anugociov KAediov). 'Exovtac TPAyUOTOTOINCEL TN
pEyOALTEPN o€ peyebog emevduon ota BaAkdvia yia Tn onuiovpyia Ymodounc
Anpoaiov KAediod (PKI) n ADACOM eivai Mdpoxog Ymnpeoiwv Migtonoinong
TPOC TEAIKOUC XPrOTEC, TPOC VOMUIKA TPOCWTO Ta omoia  emBupoly  va
Aettoupynoouvv w¢ Apxeg Miatonoinong, KoBwg Kal mpog eEUMNPETNTEG (Servers)
KOl OIKTUOKEC OULOKEUEC. Ol UMNPEdieC auTEC ULAOTOIOLVTOL EiTE PE TNV
xpnaotyomnoinon 1IBIWTIKAC 1epapxiac tTn¢ ADACOM, n omoia xpnolyomnoleital yia
TNV €KO00N «OVOYVWPIOUEVWY TIGTOTIOINTIKWY» CUU@WvVA HE TNV Eupwmaikn
Odnyia, eite eival evtaypéveg otn onuoacia tepapyio ¢ VeriSign n omoia
e€a0@OAIEl TN peyaAlTEPN dLVOTH OVAYVWPICILOTNTO and tou¢ web browsers
(MSIE, Netscape). MoapAdAAnAa TapeXeTal €va 0OVOAO OXETIKWY UTINPECIOV OTWC
Aaxeipion 101wTikwv KAediov Kpurtoypagnong, Xpovoaruavang, Meplaywync,
kat O.C.S.P. (On line Certificate Status Protocol). H etaipeia €xel vAomolfoel
molkiAa épya PKI 1600 otnv EANGOO 000 Kol 010 €€wTePIKO (T.X. Poupavia),
OKOAOUBWVTOC TO CNUOVTIKOTEPO OXETIKA €UPWTOIKA Kat diebvr) mpotuma. H

ADACOM ceival migtomoinuevn Kotd 1ISO 9002/94 evw Ttautdxpova BpiokeTal o
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diadikaacioa dlamiotevon¢ ¢ cUPEwva pe To mpotumo ETSI TS 101 456 (Policy
Requirements for Certification Authorities Issuing Qualified Certificates) omd

d1eBvr| EAeYKTIKO opyavioud (KPMG B.V.)

H Eurobank/EFG e-Solutions dnuioupyei Kol umoatnpilel uTnpPEaieg e- Kot m-
banking, ol omoie¢ KaAUTITOLY éva VPV PACUA TPATECIKWY LTNPECIWV, OTWC OO
AVAYKEC OMANC EVNUEPWONG VIO TIC KIVACEIC KOl TO UTIOAOITIO TWV AOYOPIOGH®Y,
€WC KOl TNV TANPWHN KOPTWv, TAYIEC 1) TEPIOJIKEC EVTOAEC TANPWHAC Kal
euBaocpata. H €kdoan MIOTOMOINTIKWY TouTomnoinong and v Eurobank mopéxel
TNV dLUVOTOTNTO Yia €EEAIYUEVO EAEYXO TNE POCGPACNC TWV XPNOTWV GTO cUCTNUA
KOl TIC NAEKTPOVIKEG uTnpeaiec Tou OpiAou (user authentication /authorization),
EVW E10AYETOL N duVaTOTNTA TNE XPHONC NAEKTPOVIKAG LTIOYPAPNC WE OMOdEIENG
¢ BoOANoNg yio v dlevépyela Kpiolwwv cuvoAhaywv (Asitoupyia  ‘non
repudiation’). H vmodoun tn¢ Eurobank, av Kot £xel TV duvototnTa, dev €KJIdEL
‘OVOYVWPIOPEVO  TIOTOMOINTIKA®, JI0G KOl N XpAon Twv  EKOIdOPEVWY
TIOTOMOINTIKWY  TPOOPICETOl TPOC TO TOAPOV  OTOKAEIOTIKA Of  ‘KAEIOTEC
EQAPUOYEC’ yIa TIC omoieC dev e@apuoletal n Odnyia 99/93/EK (n amodoxr g
XPNonNg NAEKTPOVIKWY LTIOYPOQWV OTnpileTal e cuuPBaTikol¢ 6pouc). Mopoia
autd, n €k600N TwV TICTOTOINTIKWYV CUUUOPQWVETOL -BACEL KOl €EWTEPIKWV
EAEYXWV amd TpiToug @opeic- pe to mpotumo ETSI TS 102 042 (Normalized
Certificate Policy + Secure Device), To 0moio dgv £XEl OLUCIOOTIKEC OIOPOPEC OO
TIC AMAITAOEIC ACQAAEIQC TOL aVTIoTOLXOL TTPOTUTOU Tou ETSI yia v €kdoan Twv
“avayvwplopévwy miotonointikwv” (TS 101 456 - “Qualified Certificate Policy +

Secure Signature Creation Device”).

To EBEA (Epmopiké Kait Biounxovikd EmueAntipio  Abnvav) €xel
dNUIoVPYNoEL Kat AEIToupyEi O1kr) Tou utodour) PKI pe oKomd va TOPEXEL OXETIKEC
UTNPECIEC KOl VO EKOIOEL NAEKTPOVIKA TIIGTOTIOINTIKA ONUOCiV KAEISIWY OTO PEAN
ToU. IMpo¢ TO TMOPAY, N TOPOXI) TWV LTINPEECIWV PN@IAKNC TIoToToiNoNG BPioKeTal

QKOO O€ TIAOTIKO KOl OOKIJACTIKO aTASIO.

Eniong, otnv EAAGSa dpaatnplonololvtotl w¢ MY (Kot mepiAauBavovtal oto
OXETIKO emionuo Mntpwo MYT ¢ EETT) kai ot taipie¢c SPACE HELLAS kai
Delta-Singular.

40



HAEKTPONIKEZ YMNOTPA®EL KAl HAEKTPONIKA MIZTOMOIHTIKA TAYTOMOIHZHZ

3.2.1 AAeC eTalpieg tie guva@r) dpooTNPEIOTNTA TOU cuallETéyouy atnv OE
o0

H INTRACOM dev d100¢tel dikA N umodour) PKI Kat dev mapéxel LTNPETiEg
mioTomoinong. Eival opwg mpounBeutrc €EUMVWY KAPTWVY Y10 TTIOAAEC EPAPUOYEC
(TNAEKAPTEG, KAPTEC TPOTANPWHEVWY HOVAdWY, K.A.T.), Ol OTOIEC MTOPEL va
umoatnpidouvv Tavtdxpova To “OedOPEVA dNUIOLPYIOG NAEKTPOVIKINC UTIOYPOQRS”
podi e GANEC €QOPUOYEC, OTIWG TLX. NAEKTPOVIKO TOPTOPOAL, XPNOIUOTOIWVTOG

multi application operation systems.

H MELLON Technologies acxoAeital pe OLOTAUATA QUTOUOTIOMOU Kl
ao@AAEIOC (PUOIKNC KOl TEXVOAOYIKNC) OE PEYOAEC UTINPETIEC KOl OPyavIGUOUC,
10iw¢ Tou Tpomelkol TOPEN. ZE OXEON ME TIC NAEKTPOVIKEC UTIOYPAQPEC, N
MELLON TECHNOLOGIES avtumnpoowrnelel otnv EAAGdO OXETIKA TpOTOVTa
YyVwotwv  OlEBvav  oikwv, Omwg €&unveg Kapte¢ Tn¢ SchlumbergerSema,
AVaYVWOTEC EELTIVWV KAPTWV NG Towitoko, Aoylopiké dlaxeiptong umodour¢ PKI

TN¢ Nexus/Smart-Trust, K.0.

H UNISYSTEMS, ¢ integrator pnxavoypa@ikwy AJOCEWV OE HEYOAOUC
I01WTIKOUG Kl dNUOGCIOUE OPYOVIOHOUG, EVOWHUOTWVEL dUVATOTNTEG NAEKTPOVIKIC
UTIOYPAPNC KOl TIIOTOTOINGNC OTIC QOPUOYEC TToU avantiooel. ‘Eva Tétolo €pyo,
To omoio €xel avaAdfel w¢ avadoxog, €ival kal 10 “HAEKTPOVIKO [TOIVIKO
Mntpwo” touv Ymoupyeiov AlKaloolvng To omoio TEPIAABAVEL TNV dnuioupyia
Kal xprion Ymodoung Anuoaciouv KAg1100.

H Ubizen etaipia pe £dpa ato BEAYI0, €ival TAPOXOC UTINPECIOV ACQAAEIOC ME
éupacn otoug Toueic Firewalls, intrusion detection systems, diaxeipion
TIOTOMOINTIKWV Kal GUPPOLAEUTIKEC umnpeoiec. H Ubizen mapéxel umnpeaieg
HETOEL OAAWV O€ PEYAAO apIBUO  XPNUOTOTIOTWTIKWYV KOl  KUBEPVNTIKWV
OPYOVIOUWV. ZTIC NAEKTPOVIKEG TOLTOTNTEC N Ubizen eival mdpoxog umnpeciwv
TOTONOINGNG 0TO OXE0I0 TWV NAEKTPOVIKWY JEATIWV TAUTOTNTAC 0TO BEAYIO Kal
TIPOCQEPEL LTNPEDIEC o€ OXEJID dNUOCIOV TOHEN OE XWPEC OmMw¢ n OAAavdia,

BouAyapia, Aou&euBolpyo K.A.T.
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H Expertnet mOPEXEl OUYKEKPIUEVEG ADCEIG OTIC OMAITACEIC AOQPAAEINC TWV
EQUPHOYWV WPE TN XPrion mponyuévng texvoioyiag “XML vmoypa@wv” (CUPBOTEC
HE TO eLPWMOTKO Tpotumo “XAdES” —ETSI TS 101 933) mMOU EVOWUATWVOULY
JlOXEIpION  ONUOVTIKWY  OTOIXEIWV  00@AAEIAC, OMWC XPOVOCNMAVOEIC Kal
TANPOPOPIEC aVAKANGCNG TIOTOMOINTIKWY. TMapdAANAG S10BETEL OAOKANPWHEVEC
EQPOPUOYEC OE OXETIKOUG TOMUEIC OTMWC TO NAEKTPOVIKA TIMOAOyla (e-invoices /
Odnyia 01/115/EE) kon ta “nAeKTpovikd eloitpla” (mou Ba xpnoiuomnololvtal
KLpiwg amd 10 @opNTO “TNAEPWVO” TPITNG YEVIAC). AANO OXETIKO TIPOIOV TIOU
mapexeTal omo tnv Expemet gival n autévoun epapuoyr) “File Signer” yia tnv
NAEKTPOVIKI) UTIOYPO@ KOl ETOANBEVCN TWV PNPIOKWY dedOUEVWY, HE TNV OToia

EAEYXETOL OUTOUATA 1 EYKUPOTNTA TWV XPNCIHUOTIOIOVHEVWY TIIGTOTOINTIKWY.

H OMNIS-Hellas avtinpoowmnelel v mAOTQOppa tn¢ Cryptomathic n omnoia
ouvepyadetal pe Kivntd mAé@wva 2.5G/GPRS-10 kat 3G/UMTS Tto omoia
@épouv otnv SIM card toug Yn@lokn vmoypa@r tomouv PKI kot n omoia Adn
Aeltovpyei otV mPA&n o€ e@apuoyéc m-Payments Tn¢ BeamTrust o€
ZKOovOIVaPIKEC XwpeC. MdAlota n Cryptomathic €xel avamtogel évav e&eAyuévo
KPUTITOYPOQIKO aAyopiBuo "EAeImTIKnC Kpumtoypd@nonc” o omoiog G1EVKOAUVEL
TNV enegepyaaia Twv ded0PEVWY KOl TNV Pn@IaK umoypag@r Toug PEca omod To
diKTua KIvNTr¢ tAs@wviac. MapaAnAa, n Cryptomathic €xel avamtugel pio
101K WEBOGO YIO TNV €QAPUOY TPONYHMEVWVY NAEKTPOVIKWY UTIOYPOPWY, TOV
Cryptomathic Signer, 0 omoio¢ xopoktnpiletal amd Tnv XEnolhomoinon &vog
KEVTPIKOU €EumnpetnTr (signature server) yio TNV omoBAKELON KOl EVEPYOTIOINGN

TWV IBIOTIKWV KAEIBIWOV TWV XPNOTWV

To Epeuvntikd AKadnuoiko lvotitolto Texvoloyiac Ymoloylotwv (EAITY),
gival NIMIA pn KepdOOKOTIKOU XOPAKTHPO €EMOTTEVOUEVO OmMO TO0 YT. EBVIKNAG
Modeiog & OpNOKELPATWY Kal omo 10 1995 MapEXEl UTINPETIEC TEXVIKOU Kal
EMOTNUOVIKOU cUPBOOAOL Og YTOUpyEio Kol QOpEi¢ Tou dnuociov TopEa NG
Xwpoc¢. XTa mMAaiola autd, To EAITY napéxel onuepa, PETOEL AAAWY, UTINPETIEC
TEXVIKOU GUPBOVAOL o€ BEpaTa MANPOPOPIKAE 0To YToupyeiov Alkaloolvng, oTo

omnoia mepIAapPBaveTal Kat 1o £pyo Tou “HAeKTpovIKoL Movikod Mntpwou”
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3.2.2 ZyeTIKA €BVIKA €pya KOl O-/eDIOEOUEVEE EQAPUOYEC

To Ymoupyeio Aikaioolvng ota mAaiola ¢ Mnxavopyavwaong tou Mowvikou
MnNTpwoL Kal TN dNUIoVPYiag 1o KEVIPIKNC Baong dedopevwy, TpoBaivel aTnv
EYKOTAOTOON MIa¢ ouTtovoung Ymodoung Anuociov KAediov (PKI) kat v
€KO0ON WN@IOKWY TICTOMOINTIKWY TO Omoio Ba  xpnolyomolobvTal yia Tnv
e&oualodotnuévn mpdcPaacn otnv “Kevipik Bdon Mowvikod MnTtpwou”™ Kal v
EVNUEPWOT) TN¢, OtV “auBevtikomoinon” Twv EKOIOOPEVWY NAEKTPOVIKWV
EYYPAPwWY (aTOMIKWV BEBOINOCEWV TOIVIKIC KOTAOTACNG) Kol TNV O0QOAN Kol

EUTIOTEVTIKN PETORiBaoT) TOoug PETAED TwV appodiny Popéwv (Kputtoypdenan).

To EBvikO Tumoypa@eio £xel RdN TPOKNPULEEL S1OYWVICHUO Yyia TNV avaBaduion
Kal TOV OUTOMOTIONO TNG TAPOyWYIKNC oladikaaiag Tou (€kdoon PEK Kat GAAwv
EVIUTIWV TOU Anuoociov) to omoio AdN MPOPAEMEl OTIC TPOdIAYPAPEC TOU TNV
“ouppaTOTNTA” TOU VEOU OUCTAMOTOC ME TIC NAEKTPOVIKEC ULTOYPOQEC TNG

umodour¢ dnuoaiou KAed100 (PKI) Tou Anpoagiou mou TPOBAETEL TO ZULEVEIC.

Emiong, €xouv avagepBei kot GAa €pya Tou vpuTEPOL Anuociou Touéa Tou
oxetidovtal 1 TPOPAETOUV NAEKTPOVIKEC UTIOYPOQEC, OTWC TO £PY0 Yla TO e-
Znuata tou Ymoupyeiov Avdmtuéne, to Police On Line tou Ymoupyeiov
Anuootag TaEng, n oxedlaldpevn “kapta tou MoAiTn” (NAEKTPOVIKA TAUTOTNTA)
Kal To Z0Zevéic (Ymogpyo 9) Tou YMEZAAA, K.4.

KE®AANAIO 4

4.1 AIATIIZETQZEIZ & ZYMIEPAZMATA

H yevikr) d1amioTwaon yio TI NAEKTPOVIKEG LTIOYPAPEC KOl TA NAEKTPOVIKA
TIOTOMOINTIKA, €ival 0TI, TOPA TNV PEYAAN TOUG XPNOILOTNTO Kal TNV OXETIKA
avAyKn TNG oyopdc yio G0QAAEID OTIC GUVOAAAYEC, TTAPATNPEITAL OKOUN CAUEpPa
g “duoToKia” aTnV avamTugn EVPEIac XPONEC OXETIKWV EQAPUOYWV TIOU VO TIC
xpnotdormotovy. Kai autd mapatnpeitar oxt povo otnv EANGda, oAAG Kal og
OAOKANPN Vv Eupwnn (touAdyiotov 6oov a@opd Tnv €Kd0ON “TMAVEVPWTATKWG
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AVOYVWPIOHUEVWY NAEKTPOVIKWVY LTIOYPAP®Y™), Tapd Ta 4 Kal TAEOV Xpovia Omo
v €ékdoon tN¢ Odnyio¢ Kol Tnv Tpaydatomoinbeica -£w¢ TWPA- OXETIKN

€UPWTAITKI TPOTUTOTOINGT OTa TAdicio Tou EEdDI.

‘ET01, mpoomdbnoa va eviomiow Kal Vo KoTtaypdPw avoADCEI( O EMIPEPOUC
{NTMOTa IOV ATOTEAOUV I GNUIOUPYOUV TEXVIKA, VOUIKA, r)/Kal TPAKTIKAE EUmodia
KOTA TOV OXEJIaOMA “EQPPHOYWV NAEKTPOVIKWV ULTOYPAQWY” KABWC Kal TIC
TPOTACEIG yia TBaVEC AVCEIC /KOl TPWTOROVAIEC yIO TNV LTEPTIONGT] TOUC TIOL
Non umapxouv. Ta POCIKOTEPA BEPOTA OTO OTOIO EMIKEVIPWONKA OlaKpivovTal

OTIC TTOPOKATW “BEPOTIKEG EVOTNTES”.

4.2 IAIAITEPOTHTEZ THZ TEXNOAOITKHZ MEGOAOY

AuvaToTNTO TOAAWY OIOQPOPETIKWY YPNOEWV TWV idlwv KAEIBIWV - Xprion

nediov “Key Usage”

Al0moTWONKE 0TI éva “Ce0y0C KPUTITOYPAPIKWVY KAEIOIWV” UTIOPEL TIPOKTIKA VO
xpnoiyormoinBei and Tov KATOXO0 TOU Of TOAU OlOQOPETIKEC METAED TOUC
eQappoyec. Metagu autwv mepIAauBAvovTal:

e Ol “OVOYVWPIOPEVEC NAEKTPOVIKEC UTIOYPOQPEC” UE OKOTO TN “Un OTOKNpLEN”
(non Repudiation) dnAwong i ekppacuévng BouAnanc,
e Ol “UTOypo@EC TaUTOMOINONG” vyl TNV OmAn  €midel€n TOL  OXETIKOU

TIOTOTOINTIKOU TIOU TEPIEXEL TIC TIANPOPOPIEC OXETIKA HE TNV TOUTOTNTO TOU

vmoypagovta (client i/kan server identification),

e Ol “UTIOYPO@EC AUBEVTIKOTNTOG” OIOKIVOUUEVWY OEO0UEVWY (TI.X. QOQOAEC N)-
ToXUOPOUEID),
* 1 anAf “KPUTTOYPAENGT OEO0UEVWVY” 1] GAAWY KPUTITOYPOPIKWY KAEIDIWV,
o KOBWC Kol GANEC €IOIKOTEPEC XPNOEIC (T.X. TAUTOTOINGN Server, LTOYPOPN
KWAIKQ, UTIOYPO@N) TIOTOTOINTIKWV Kal CRL, Kd)

H mnapdAAnAn, Opwg, Xprion Tou idloL  KPUTTOYPOPIKOU KAEIOIOL O€
OIOMOPETIKEG EPAPUOYEC ETIPEPEL CNUAVTIKY €UTABEI 0TV OCQAAEIO TNG KAOE
EQOPUOYNC, Kal TOAEC QOPEC TPOOKPOUVEL GE AVTIQPOTIKEC OVAYKEC OXETIKA JE TNV

“0pBn” diaxeipion tou (T.X. OTIC EQAPHOYEC NAEKTPOVIKWVY LTIOYPOPWY OEDOUEVWV

44



HAEKTPONIKEZ YMNOTPA®EL KAl HAEKTPONIKA MIZTOMOIHTIKA TAYTOMOIHZH

QMAITEITOl TO UTIOKEIPEVO VO KOTEXEL TO MOVODIKO IDIWTIKO KAEWDi, &V OTIQ
EQOPHOYEC KPUTTOYPAPNONG OMOITEITOl VO UTAPXEL OPXEIOBETNUEVO Kal Eva
TOUAOXIOTOV  OVTiypa@o TOU I1BIWTIKOU KAEWBIO0 woTe va  €Eao@aAlobei n
duVaTOTNTO TNG OTOKPUTTOYPAQPNONG CNUOVTIKWY 0edopévwy). ‘ETatl, n €kdoon
€VOC TIOTOTIOINTIKOU YIO €VO CUYKEKPIUEVO (E0YOC KPUTITOYPOAPIKWY KAEIDIWV OTo
évav YT, ouvnBwg meplopideTal 0€ OUYKEKPIYEVEG XPNOEIC, Ol OTOIEC
npoadlopidovTal Kal amd To OXETIKO medio “Xpron KAediov” (Key Usage) Twv

TOTONOINTIKWY X.509 TO 0T0i0 dEXETON GUYKEKPIPEVEG TIPOKOBOPITUEVEG TIHEC.

‘Exel  MAAIOTA, EMIKPOTIOEL, -TOUAAXIOTOV OTIC TIEPICOOTEPEC  OXETIKEC
EQOPUOYEC otnv Euvpwmn, va €ekdideTal 0 €va UTOKEIUEVO éva &EXWPIOTO
“OVayvVwWPIoPEVO” TIIGTOTIOINTIKO yia TO (e0Y0C KPUTITOYPOPIKWY KAEISIWY Tou Ba
XPNOIUOTIOIEL AMOKAEICTIKA yla ONUIOVPYIa “OvVayVWPICHEVWVY UTIOYPAQPWY” HE
EVVOUEC OUVETIEIEC OE NAEKTPOVIKA Eyypa@a (e TNV  TIPA-EVOEIEn “Mn
AToKNpLEN” N aAMKC “Non Repudiation”) kat €va deUTEPO TIOTOMOINTIKO (yiO
GAAO  (ebyoC KAEI0IWV) TO Omoio Ba  XPNOIUOTOIEITOL  YIO  ‘UTIOYPOQES
auBEVTIKOTNTOC 0£0UEVWV’ /KAl yIa “UTTOYPO@EC TauToToIiNaNg” (UE TNV €VOEIEN
“Wnolakn Yrnoypaen” r “Digital Signature™). 1o 0e0TEPO QUTO TIOTOTOINTIKO
UTOpPOLV Vo TOPOOXEBOLV Kol GLUVOTOTNTEC XPHONG TWV KAEIOIWV YIO OTAN
“kpumToypaenaon Oedouévwv” (M TV TPOCBeTn €vdelEn “Kpumtoypagnon
KAe1diov/Agdopévav” i “Key/Data Encipherment”), av Katl guvigTtatal n xpron
TpiTou EeXwPIoTOU ebyOUC KAEIBIWY Kal OVTIOTOIXOUL TICTOTMOINTIKOD YIO TIG
EQOPHOYEC KPUTITOYPAPNONC. AKOAOUBWC, Ta KAEIDIA TIOU XPNalhoTololy ol idiol
ol Ekd41eC yio TV Yn@Ilakr LToypa@r TWV TICTOMOINTIKWV TWV UTOKEIPEVWV
(TEMK@V OVTOTATWVY) Kal Twv “AloTwv AvokAnBéviwv Migtomointikwv” (CRLs)
Tou €KOIdoLY, TEPIOPICOVTal OMOKAEIOTIKA G authv TNV Xpron Toug HPE TNV
avaypa@ Twv ovtiotolxwv evdeiéewv (“KeyCertSign” f/kat “CRLSign”) oto

T[lO'TOT[Olr]TlKé TOuC.

Emionuavenke, pdAlota, OT1 0 ouvdLOOPOC KOl TwWV 000  TIHWV
(“NonRepudiation” kat “DigitalSignature”) oto 610 mioTomointiké AEN eival
amodeKTOC Omo Ta EVPWMOIKA mpoTuTa (CUPEWVO pE Tov 6po K.M. 3.4 Tou
npotunov CEN CWA 14167-1 mou dnuoalelbnke Kot atnv Eenuepida twv E.K.)
KOl 0 EMITPEMETANL KATI TETOIO OmO TO O1EBvEC “oX€d10” (Request For Comments)

npotumouv “RFC 3280” tou IETF (0.0.: OUTO OMOYOPELOTAV Kal OTO TAAIOTEPO
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“d1ebveg mpdTumo” “RFC 24597, OpwC, N OmOyopeuan oauth “apbnke” otnv véa
€kdoan Ttou mpotunmov RFC “3280” peTd amd EMIPOVA KUPIWC TWV EKMPOCWTIWV

ToL “AyyAocaovikoL dikaiov” (common law).

Map’ 6Aa autd, POvo n xperion tou mediov “Xprjon KAediod” (Key Usage) ota
€KOIO0MEVA TIIOTOTOINTIKA (TUTIOL X.509) AEN apKei yia va Tpoadlopicel TARPwC
TOUC OKPIBEIC BPOLE KOl TOUC TEPIOPICUOUC TIoL BETEl 0 EKOOTNC TOUC yia TNV
XPNoN TWV OXETIKWVY KPUTTOYPAQPIKWY KAEOIWV. 'ETal Bewpeital emiBeBAnuevn
(10iw¢ ota “avoyvwplopéva  TIOTOTOINTIKA™) n olviaén (i n uvioBetnon)
OUYKEKPIYEVNG  Kal  avaAuTIKAG  «lMoAtikig  (ékdoonc)  MigTtomoinTikou»
(Certificate Policy) kal n avoypa@r] 0To OXETIKO TEdI0 TOU TIOTOTMOINTIKOU TOU
povadikol “KwoikoL apiBuol tavtomoinong” (Object Identification number 1
OID) tn¢, WoTe VO UMOPEl va evnUEPWBEl TOOO TO UTOKEIUEVO TIOTOMOINONG
(ouvdpountig Tou MYTI/EKdOTN), 000 Kal KABE TPITOC-OMOOEKTNG, VIO TOUC

akpIBeic 6poug mou dIEMOLY TNV XPHON TOL CUYKEKPIUEVOUL TIIGTOTOINTIKOD.

4.3 EumdBeia oAyopiopwy & d1aypoviKOTNTa TwV HAEKTPOVIKWY Y TIOypaPwV

H eumdbela twv XPNOILOTOIOVUEVWY OAYOPIBUWY KPUTTOYPAQnong ME TO
TMEPOOHPO TOU XPOvou Kal TNV €€ENIEN TNG TEXVOAoyiag, Kal n -oxeti(ouevn W’
QUTAV- TIEPIOPICHEVN BIAPKELD 10XV0C TWV «TIOTOMOINTIKWY ONUOCIoU KAEISI0U»
(Public Key Certificates), onuioupyei TOAG TPOPANUOTO OTNV HAKPOXPOVIA
ENAANBeLON TNC €YKUPOTNTOC MIOC NAEKTPOVIKAC ULToypa@nc. TMoapdAAnAa, n
mlavotnTa  avakAnong Tn¢ 1ox0oC €vo¢ TICTOMOINTIKOU TPV amd TV
npokaBopiopévn AREN Tou (LY. AOyw €KBEONC TV OXETIKWY KPUTITOYPAPIKWV
KAEDIWV 0€ TPITOUC), ONUIOLPYEL EMTMPOCOET TPOPBAAMATA YIa TOV EAEYXO TNG
EYKLPOTNTOC MIOG NAEKTPOVIKIC UTIOYPOQNG OE HETAYEVETTEPO XPOVIKO CnUEio.

Mia Abon yio TV pokpoxpovn €MOANBELON TNE EYKUPOTNTOG MIOC LTIOYPOPHC
KOTA TOV XpOvo evamdBeong tng, €ival n (mpocbetn) xprion «Xpovooruovanc»
(time-stamping r/kot time-marking) oTo LTOYEYPAUMEVA NAEKTPOVIKA Eyypa@a
(WOTE VO AMOOEIKVOETAL €TC0L EUKOAOTEPO N OUVOEON WIOG OUYKEKPIPEVNG
UTIOYPOQPNC 0E €va £yypa@o TPV T AREN 1 avakAnon Tng 10XV0G TOU OXETIKOU

TIOTOMOINTIKOD.
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H xpovoorjuavon Oev OTOTEAED UTIOXPEWTIKO OTOIXEIDO TNG OOUAG TNC
NAEKTPOVIKAG UTIOYPOPNC, OAAG  ema@ietal otnv  e@apuolopevn  «lMOMTIKN
YToypa@rc» va KaBopicel -avaAoya HE TO €i00C TV OXETIKWY GUVOAAAY®WV- TNV
eMPBOAN NG N OX1 Kal yla To Tolog anod To U0 PEPN (LTTOYPAPWY Kol AMOSEKTNC)

Ba @épel TV €uBLVN TNE AMOKTNONG TNG.

EVaAAGKTIKG, OVTi yla Xpovoorjuovon Jmopei va yivel xprion “Tpitwv
Epmiotwov  Ovtottwv’YTIYTT  (“nAekTpovikd  cupBoAaloypageia™)  mou
avoAapBdvouv TV oo@oAr] da@UAEN (apXEIOBETNON) TwV UTIOYEYPOUUEVWY
NAEKTPOVIKWV EYYPAQWVY Kol TNV emIBeBainan ¢ pn aAAoiwaong Kol Tou Xpovou
KATABEONC TV EYYPAPWY OUTWV PETA AMO PEYAAO XPOVIKO dIACTNHO.

Mia GAAN OXETIKN TOpaATAPNON €ival 0TI N €UTABEI TWV XPNOIUOTOIOVUEVWV
KPUTITOYPO@IKWV PEBOOWY, EUMEPIEXEL KOl TOV KiVOUVO TNC OTOKPUTTOYPA@nang
“EUTIIOTEVTIKWV” O€dOUEVWV TIOU GCULAAEXBNOQaV “Kpumrtoypa@nuéva”, apécwg
HOAIC N TpEXOLOO TeEXVOAOYIO “OMOSUVAUWAEL” TOU OXETIKOUG OAyOpIBUOoUC Tov

XPNoiJomolonKav.

4.4 AOO O10QOPETIKEC @IAoco@iec (PKI - PGP) pe d1a@opeTikG media
EQOPHOYNG

H 1€papxIKf TIOTOMOINGN SNUOCINV KAEIBIWY TWV CUVOAANCCOUEVWV-TEAIKWV
OVTOTATWVY OTo pIa TeKUNpiwpévn umodour] “PKI”(Public Key infrastructure) evog
(N meplocotepwv) MY, omOTEAEL TO OVTIKEIPEVO TWV TEPICCOTEPWVY TTPOCTIABEIWV
TpoTUTOTIOINONC, MIO¢ Kol Bewpeital 10 “IO0VIKO HOVTEAO” yia TNV €KO00N
“avayVwPIGHEVWY TIICTOTOINTIKWY”, TIOU TIOPEXOUY IKAVOTIOINTIKEG EYYUNOEIC OTIC

OULVOAAQYEC -OKOUN KOl YETOEL ayVAOOTWY.

O, Yo eVIEAWG OIOMOPETIKI QIAOCOGIa amo TNV “IEPOPXIKA TIoTomoinon”
Tou PKI, mpoPaMAel n eupeiag xprionC €VOANOKTIKN HEBOOOC TIOTOMOINONC

(TPOCWTIKWV) dNUociny KAEIOIWV oL anoKoAgital “Pretty Good Privacy” (PGP).

To PGP dnuioupynénke yia va mpoo@épel eumioTevTikotnta (confidentially)
Kal miotonoinon tautotntac (authentication) kai pmopei va xpnotyomnoindei 1éoo

yla TNV OMOCTOAR UNVUUATWY -PECW NAEKTPOVIKOU Taxudpoueiov- 600 Kat yio
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TNV OmOBNKELON apPXEIWV OE KPUTTOYPO@NUEVN MOP®r). AC TOPABECOUUE &V

OLVTOHia TouG BOCIKOTEPOUC AGYOUE TIOU OQEIAETOL N ANUOTIKOTNTA TOU:

e Xpnolgomolei Toug TAEGV dNUOPIAEIC KOl OMOTEAEGUATIKOUC KPUTITOYPOPIKOUG
aAyopiBuoug (RSA, DSS, IDEA, 3-DES KAM.)

e Evomolei TOu¢ TOPOTAVE aAYOPIBUOUC O UIO EQOPUOYH YEVIKOU OKOTOU, N
omnoia pnopei va xpnoiyomnoindei téoo o€ cuotrjuata Windows, 000 Kal €
ouvotAuata Unix(Kai Linux)

e Eival ave€aptnto omo 1o hardware Kal Tnv UTOAOYIGTIKI] TAATQOPHO 0TV
omoia eykoBioTatal

e Eival dwpedv diaBéaiya T000 0 nyaiog KwOIKOE TOL TTPOYPAUUOTOC (Source
code), n Tekunpiwan tTou (documentation) 600 Kot N vmoaThPIEN Tov (support,
updates KAT..)

To PGP xpnaoiyomnolei T600 GUPPETPIKOUC aAYOPIBUOUC 600 Kal OAyOpIBouC
dnuoaiou KAEIS100. Ot GUPUETPIKOI OAYOPIBHIOL XPNCIKOTIOIOVVTAL VIO TNV
KPUTITOYPA@NaN Kal TNV OMOKPUTITOYPAPNaN TwV apxEiwv Tov emBuEi 0 Xprotng
, EVQ Ol OOVUUETPOL OAYOPIBUOL XPNCIUOTOIOVVTAL VIO TNV KPUTTOYPA@nan Kal
QMOKPUTITOYPAPNCN TWV CUMMETPIKWVY KAEISIWV OAAG Kal T dnuioupyia Kol Ty

TOTONOoINGN TN YVNOIOTNTAC MIOC PN@IAKIC UTIOYPAPNC.

H pébodog auth, mapdyel €00V “TIPONYUEVEC NAEKTPOVIKECG UTIOYPAPES”, OAAG
Bagoiletal og “auTo-0moypa@OPeVa” TICTOMOINTIKA ToU €Kdidovtal anod 1o idlo Tov
(TEAIKO) XPOTN-KATOXO {EVYOULC KPUTITOYPAPIKWV KAEIOIWV KOl TO OTmoia To
ONUOCIEVEL O €vav N MEPIOCOTEPOULE ONUOCIOLE “EEUTNPETNTEC KAEIBIWV” (key
servers). Ta mIOTOTMOINTIKA oUTA agloAoyolvTol omO GAAOUC XPNOTEC ME TOUC
omoiou¢ avamt0ooEl OIOMPOCWTIIKI] EMKOIVWVIA TO UTIOKEIMEVO-KATOXOC TwWV
KAEID1QV, Ol OToiol, oL TPWTH EMIBERAIWOOLY TNV 1I0XLPILOUEVN TAUTOTNTA TOU
UTTIOKEIEVOU, TIIOTOTIOIOUV TNV CUYKEKPIUEVN CUOXETION LTIOYPAQPOVTAC KOl OUTOi
TO OUYKEKPIYEVO TIOTOMOINTIKO. AuT n MEBOdOC mioTomoinong Onpogiwv
KAEBIOV €ival non TOAL diadedopévn OIEBVAC -10iwC 0 KAEIOTEC OUAOEC
TPOYPAUMOTIOT®WY H/Y Kal YEVIKOTEPA OE KOIVOTNTEC LE KOIVEC OPACTNPIOTNTEC,
TX. Oowpateio, oUOAoyol K.AT.- Kot Bacidetal oty  dnuiovpyia  €voc
(omOKEVTPWHEVOL) “OIKTUOUL eumigToolvng” (web of trust) mou avamtuooeTal P

TNV petaifaon ¢ eumioToolvng PETAED TWV XPNOTWV TNG.
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H pébodoc PGP kot o1 mapaAiayéc e (GPG, OpenPGP, K,A.T.) dnutoupyolv
HEV “UNOIOKEC LTTIOYPAPEC” (dNAQSK LTIOYPAPEC TIOU IKAVOTIOIOUY TOUC OPOUC TNG
vopoBeaiag yia “mponyuéVE]” NAEKTPOVIKEC LUTIOYPOQEC), OPWE OEV PMOPOLV Vo
TOPAEoUY  “avOyVWPIOPEVES”  NAEKTPOVIKEC  UTIOYPOQEC  €QOCOV  dgv
umooTnpidovtal omd £va aVOYVWPICUEVO TIIOTOTOINTIKO. EMe1dn kavevag amd Toug
TIOTOTOIOUVTEC dev avaAapBAver 181aiTEPN €VBOVN Kal UTIOXPEWTEIS EVOVTI TWV
Tpitwv, TO POVTEAO autd Oev TANPOI TMPOUTOBECEI( OOPAAEIOC Yia dlEVEPYELD
«ONUOVTIKWV GUVOANAYWV» PETOED OyVWOTWY, EQOC0V deV EENTQAAILEL «EMAPKEIC
amodei&eIc» Kol Oev TOPEXEL EYYUNOEIC WC TPOC TNV TPOYMATIKY TOUTOTNTA TV

OUVOAAOGOOUEVWV.

MoapoAa autd, T0 JovtéAo PGP e€aa@ailel meplocoTePO TNV APEDN dlayeipion
TWV TIPOCWTIIKWV dEG0UEVWVY OO TOV 010 TO UTIOKEIEVO TOUG, Kal Ogv Ba TPEMEL
VO TIOPOYVWPIOTEL N XPNOIYOTNTA TOu, 13iG YIO TIC TPOCWTIKEC-KOIVWVIKEC
(NAEKTPOVIKEC) EMIKOIVWVIEC TV XPNOTWV Tou. Na Tov Adyo auto Ba mpEmel va
An@Bei v’ OYIV OTOUC OXEJIOOUOUC UTINPECIWV TOL OEV OTOITOOV «auaTNpPn

TOTOTOINGN» TWV TMPOCWTIKWVY OTOIXEIWV TV OTOGEKTWY TOUC.

4.5 TMotomoinon 1810TATWV Kot POAWV Twv UTIOKEIYEVWY  (attribute

certificates)

H Omopén Kot n €mMKANON MIOC GUYKEKPIUEVNC «IdIOTNTAC» 1 «pOAoL» (A
«€EOLO1000TNTNONG») TOU UTIOYPAQOVTO, O TAPA TOAANEC TEPIMTWOEIS, TOIlEl
1010iTEPO POAO OTO KUPOG 1 0TV O&IOTIOTIO OUTAG KaB’ auTAC TNG UTIOYPAPNC.
‘ETO1 Kal 0TIC NAEKTPOVIKEC LTIOYPAPEC UTIAPXEL GUXVA AVAYKN Y10 EMIKANGN MI0G
OUYKEKPIYEVNG  1010TNTAC  TOU  UTIOYPAQOVTA  KOTA TV  evamobeon  piog
OUYKEKPIPEVNG NAEKTPOVIKNC LTOYPAPNC Tou. H «1d10TNTO» OUTr WmopEi va gival
€iTe MIOTOMOINUEVN OMO KOTOIOV apPPOdIo (OpEN, EiTe KOTA OmMAr] ONAwaCN TOU

umoypd@ovra.

‘Evag Tpomo¢ va yivel auto, €ival n povipn avo@opd JIOG CUYKEKPIPEVNG
1010TNTOC TOL LTIoYpdovTa (T.X. OTolXEia TNC ETaIpiac mov epyddletal, 1 avaeopd
TOU €AeVBEPOL EMAYYEAUNTOC TOU) OTO 010 TO “BOCIKO” TICTOMOINTIKO OnUoaiovu
KAEO100, padi dnAadr, Pe Ta GAAO oTolxeio Tautomoinorg tou. Opwg, outd

TEPIOPICel TNV OUVOTOTNTA VO OIOKPIVOUHE OF TIOIEC LTOYPOQPEC EMIKAAEITAL O
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UTIOYPAQPWY TNV CUYKEKPIUEVN 1010TNTA TOU Kol of Toleg Oxl. To TMPORANua
AOVETOL GV BewpriooLpE OTI TO TICTOTOINTIKO OUTO (KOI TO OXETIKA KAE1810) Oa
TPEMEL VO XPNOIUOTOIEITal TTAVTA KOl HOVO IO UTIOYPOQEC OXETIKEC ME TNV
OLYKEKPIPEVN 1D10TNTO Tou umoypagovta (“dedicated certificate”). Emiong, o’
autrv TNV mepinTwon Ba mpénel va umapéel Kamolog ‘standard’ d10KPITOC TPOTOC
ylo va EVNUEPWVETAL O OMOJEKTNC YIO TO €OV N CUYKEKPIYEVN 1810TNTA Eival
ToTOMOINUEVN 1) OX1, KOl av val, omo Toldv @opea (-tov idto Tov MY, v etaipia

Tov epyadetal, Tov EmayyeAPaTiko 1} GAAO ZUAAOYO TOU).

H miotonoinon piog 1010TNTO¢ ToU LTOYPAPOVTA UTIOPEL va Yivel OJwG Kol JE
TNV XpAon EEXWPIOTWV “TICTOMOINTIKWY 1810TTwV i €€ovalodotnong” (“attribute
certificates” - IETF RFC 3281) ta omoio 6o cuvdéovtar pe 10 Paoikd
ToTonoINTIKG ~ (dnuociou  KAEWBI00)  TNC  LTOyPaPNC €vog xpnotn). Ta
TIOTOTOINTIKA  outd  Ba  ekdidovtol amd  TOug OpPUOdIoLE  @Qopeic (Y.
EMAYYEAUATIKOI GUAAOYOL YylO TNV TICTOTOINGN TOU EMOYYEAUOTOC) KOl WE TNV
EMAEKTIKA) Xpnoldomoinor) Toug omé Tov “IBIOKTNATN” Toug, Ba Pmopolv va
Bonbrioouv atnv “dla@oponoinan” Tng EKACTOTE LTIOYPAPHC TOU, OTIOU Ol AVAYKEC
HI0C OUYKEKPIPEVNC €QOPUOYNC TO amaltodv (TL.X. umoypaen w¢ “IvIwtng” 1 ¢

EKTIPOOWTIOC ETAIPIOC, W dIKNYOPOC, K.A.TL).

H deltepn pEBODOC TPOCEPEPEL TNV OLUVOTOTNTA VIO TAPOXH JIKOIWHATWY 1
andédoan IGI0THTWY OE €va UTIOKEIPEVO TO OTIOIA PTTOPOUV Va €XOUV TIEPIOPICHEVN
JIdpKEID 1) VO avaKANBoLV duead, Xwpic va emnpedoouy To Bacikd TIGTOMOINTIKO
TOUTOTOINGNC TOU UTIOYPAQPOVTA TIOU Tapapével ag 1oxV. Emiong, n péBodoc autr)
uTopEl va  xpnotyomoinBei yio  EMAEKTIKI] TOPOXH TPOYUOTIKWY OTOIXEIWV
TOUTOTOINONG TOU UTOYPAQ@OVIO Of TEPIMIWON TOU QUTOC XPNOIMOTOLE

PELOWVLHO BOCIKG TIIGTOMOINTIKO NAEKTPOVIKI|C UTIOYPOQNC.

4.6 ZnTrPoTa OYETIKA PE TNV EMTELEN OAOKANPWUEVWVY KOl IOAEITOUPYIKWY
EQOPUOYWV

MoAUL onuavtika ntruota JIOAEITOUPYIKOTNTOC oxeTidovTal pe T PEB0dO
dnuoaiguong Twv avakANoewy Twv TioTomoinTikwyv (OKES, OES8Ps),

TOV TPOTIO TAUTOTOINGNG TWV UTIOKEIHEVWY (XPoN WELBWVLHWY, AVOYPaQOUEVa

OTOIXEI0 UTIOKEIPEVOL, KAL), KABWC Kal PE TNV OVAyvVWPION Twv EIOIKOTEPWY
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OpwWV TOU OJIEMOLV TNV XPNON TwV €KAIOOPEVWY TICTOTOINTIKWY (TIOAITIKN
TIOTOTOINTIKOU, Opla aTnV a&ia TV CUVOAAAYWY, TIEPIOPICHOI TNV XPAON TOUC,
KATL).

O1 TOANOTIAEG UTIOYPAQEC OE €Va NAEKTPOVIKO £yypO@o, AMOTEAOUV €va GANO
ONUAVTIKO {NTNUO TIOU TIEPITAEKEL OIKOWN TEPICCOTEPO TNV EQPAPMOYH Kal TOV
EAEYXO0 TWV NAEKTPOVIKWV LTIOYPa@wV. IMa TNV €yKupn Katdption uiag cOuBaaonc,
Ol LTIOYPOPEC TV GUUBOAANOUEVWY TiBEVTal OTO WA TOU EYYPAPOU, OAAG TIPETEL
Vo ouvdEBOUV pE MIO AOYIKN) O€lpd PE autd. Mo pia TETOIO NAEKTPOVIKA
Katapti{dpevn aLuPBaon TPEMEL Vo Pmopei va omodelxBei 0 oOVIETUOG aVAPETT
OTIC NAEKTPOVIKEC UTIOYPOQPEC TWV CUUBOAAOPEVWVY KOl TO TEPIEXOUEVO TNC
OUPBACEWG. ZTIC ATUTIEC CUPPACEIC éva {ATNUA UTIOPET va TTPOKOWEL OO TN aXEaN
TwV OUUPBOAOUEVWY PETAED Toug. Evdexopévwe to oupBaAAOpeva pépn va
XPEIOOTEL VO CUPPWVACOLY PETOED TOUC TNV CEIPd PE TNV omoio Ba TPEMEL va
umoypa@ei n oVpBacn. Ma mapddElypa, av yia PIo CUVOAAOYH amalteital n
€YKPION, N OXETIKN LTOYPOQr) TIOU UTIOOEIKVUEL EyKpion Ba mpEmel va Tebei peta
TNV umoypa@n mou OnAwvel amodoxr. ZTIC TUTIKEC cupPacell Ba mpEMEL va
avoAuBolv og KABE TEPITTWAT XWPIOTA Ol ETMTWOEIC TTIOUL PTIOPEL va EXEL N XProN
NAEKTPOVIKWY UTIOYPO@WV OFE AEITOUPYiEC OMWC N amodoxy Twv Opwv TNG
OULMBACEWG, N EYKPIOT, 0 EAEYXOC K.A,TI. H Xprjon TOAITIKWVY UTIOYPAPHC UTOPET VO
eival pia d1E€000¢ yla TN XPrion TOAAATAWY UTIOYPAP®Y, KABWE Kal o€ BEuata mou

AMTOVTOI GUYKEKPIUEVWY TUTIIKWY GUVAAAQY WV

Idoitepa oe  digBvei¢  ouvaAayéc, T TOPOTIOVW  TPORANuOTO
JIOAEITOLPYIKOTNTAC YivovTal EVTOVOTEPQ, KABWC TTPOCOETOVTOL AVAYKES EYKLPNC
TANpo@opnong yia v alomaotia tou (aAAodamol) MYTl, Kot to {NTnua ¢
YAWOOOG 0TNV OToi0 TTAPEXOVTAL Ol OXETIKEC TANPOPOPIEC.

SXETIKNA €ival n avaykn yia TexvoAoyikn peBodo apoifaiac avayvwplong (otoee-
oetliiying) peta&L twv MY Kal Kupiw YETOEL TWV EBVIKWY PUBUICTIKWY OpXWV

TIOV EMOTITEVOLV TNV AEITOUPYIO TOUC.
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4.7 YUYnAéC mpodlaypa@éC TOU  KOTAAANAOU  AoyiopikoO  onuiovpyiag &
EMOANBELONG NAEKTPOVIKWVY UTIOYPAPWV

Me Bdaaon TIC TOPOTAVE TOPATNPACELS, OIOTIOTWVETOL OTI £V0 TANPEC AOYIOUIKO
dnuiovpyiag Kal ENOARBELANG NAEKTPOVIKWY LTIOYPAP®Y, Ba TIPETEL va KOAUTITEL
IKAVOTIOINTIKG TIOPO TIOAAEC -Kal QUOKOAEC OO TEXVIKN AmOWn- TPOdIaYPOQES,

HETOEL TWV OTOoIWV:

» Alokpion MoAmikng/Eidoug tng vmoypaerc (Non Repudiation, Authentication,

KA. / “Commitment type”)

* XEIPIOPO POCBETWY TICTOMOINTIKWY 1810THTWV/POAWY, TTOAAATIAWY UTIOYPOQPWV,
K.A.TL)

o OMNOKANPWUEVO €EAeyX0 Kol Olaxeipion TMPOCOETWY GTOIXEIWV/TANPOPOPIKV

EYKLPOTNTOC (XpOvoonuAavaelg, Aiotec avakAnang, OCSP, K.AT.)

o KatdAANAN Kol €MOPKA TANPOEOPNCN TOU XPrOTN Yyio TOu¢ OPOULC Kal ThV
TMOAITIK)  Tiotomoinong  (avdadel€n  Kewpévou  “ToAITtiki¢  MoTomoinTikou”,
ouuBototnta  pe mpocBeta medio tou ETSI TS 101862, mMOAUYAWOOIKA
TANPOPOPNAN, K.ATL.)

o Texvoloyikr) 00@AAEl0, TIOTA TPOBOAN TOU TARPOUG €yypd@ou TPV TNV
umoypa@r Tov (WYSIWYS), (amodedelyuévn) ouvepyaaia pe “a.0.9.0.”, K.0.

4.8 Y®PIZTAMENO GEZMIKO MNMAAIZIO & E®PAPMOIH TOY

Apyr] ovdetepotnTac/icoppomiag - AcA@ele¢/eEAeiPEIC BeaUIKOL TAQITIOU

H avaykn yia d10Tr)pnon OLOETEPOTNTOG TIPOC TNV LTAPXOLCO ayopPa KOl TIG
OXETIKEG TEXVOAOYIEC, O€ OLVOLACMO PE TNV AMOPUYN NG EMEUPBaCNC o€ 1on
VQIOTAPEVEC OXETIKEC EQAPHOYEC Kal EBVIKEC ETIAOYEC TWV KPATWV-HEAWY, OANG
Kal TO yeyovoc otl n Odnyia dev atdxeve otnv pUBUICN BEUATWY «TTOL APOPOUV
TNV olvan Kat TNV 10XV TV CUPPBACEWY 1 GAAWY VOUIKWV UTIOXPEWCEWY TIOU
dIEmovTal anod anaItioglg W TPOE ToV TUTO dUVAMEL TOU €BVIKOU 1} TOU KOIVOTIKOU

dIKaiou», €ixe w¢ OmMOTEAEOUA TNV UMAPEN TOAAWY OCOPEIWV Kal TIAPOAEIPEWY
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OTO LQIOTAPEVO EVLPWTAIKO BECUIKG TAQICI0, YEYOVOC TTOU 00NYEL O€ AVTIPETWTION
OPKETWV TIPOPRANUATWY KOTA TNV €PUNVEIO TOU Kal TV TPOCTIABEIN EQOPUOYNAG
TOU.

S UYKEKPIUEVQ, n Odnyia:

e Agv amooca@nvilel v o1 “avayvwPIoUEVEC NAEKTPOVIKEC LTIOYPAPEC” (TOU .
581) pmopoulv va xpnaotponolnBouy €€ioou yia «amAr yvnolotnTa 6£d0UEVWV»
KOl yio TNV OmAN «EMIdEIEN TOLTOTNTOC» (NAEKTPOVIKEC TAUTOTNTEC) TOU

UTIOYPAPOVTQ.

o Agv OVOQEPETAL KABOAOL OTO CTOIXEIO TTOL ATAITOUVTAL YIa TNV “dIOXPOVIKN
10X0” TwV NAEKTPOVIKWV LTOYpa@wv (Xpovoaoruavan, ApxelobETnaon), oute
avo@épeTal dIEE0OIKOTEPO OTNV TAPOXN TWV OXETIKWV UTNPECIOV amd TOUC
Myri.

 Aev amoca@nvidel 1OV  POAO  Twv  TIPOPAETOMEVWV  “EBEAOVTIKQOV
Alamiotevoswy”  twv  MYM  (eqv Ba  eivat o €BvikdO 1 o¢

TIOVEUPWTIOITKO/KAABIKO ETIMEDOD)

e Kdvel povo “omAEC CLUOTACEIC” YIO TNV OOQOAN EMOANBELON TWV LTIOYPAPWV.
Ta {nmuoto autd amoTeAOUV  OKOUN  OVTIKEIEVO oulNTNOEWV KOl
QVTITOPOBECEWY OTO TAQICIO TWV OXETIKWV JIEPYOCIOV TPOTUTIOTOINGNG, e

TIEPIOPIOUEVA EWC TWPO AMOTEAETHOTAL.

4.9 PuBuIoTIKO TIAQICIO KOl €BVIKEC OlOQOPOTIOINTEI( OTNV EVOWMHATWON TNC
Oodnyia€

Me dedopévn Tnv aopiatia Tng Odnyiag o€ OPKETA {NTAUOTA, Ol OPUOSIEC EBVIKEC
apxéc KaBe kpdtoug péAoUG, ekdidovTag OXETIKOUC “Kavoviauolc”, Tpoxwpnoav o
JIAPOPPWAN AETTOPEPECTEPWY EBVIKWV PUBUIOTIKWV TAOICIWY, TO OTMOI0 OPWG
EUQOVICOVY OPKETEC OlAPOPOTOINCEIC HETAED TOUC, YEYOVOC TIOU EVTEIVEL OKOUN
TEPIOCOTEPO TO TPOPANUA TNG OIAAEITOUPYIKOTNTOG Kal TNG €Ae0BePNC dlakivnong

TWV OXETIKWVY TIPOTOVTWV KOl UTINPECIWV OTNV ECWTEPIKN aYOPa.

Mia XOPOKTNPIOTIKY TEPIMTWAN d10¢Qopomoinang, a@opd TOV TPOTO EMOTTEING
/Ko eBeAovTIKAC dlamiotevang twv MY omd Toug appodioug €BVIKOUE QOopEig, Kal

10iWC TIC OIOPOPETIKEC TEXVOAOYIKEC UTTOOOUEC TIOU XPNCIUOTIOIO0Y Ol OPHOJIEC OPXEC
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yla TV dnpoacionoinan Twv OMOTEAECUATWY TwV OXETIKWV EAEyXwv Toug (Root CA,
Ynoyeypaupeveg Aioteg, Bridge CA, K.ATL).

AvTioTolXa, TopOoTnPEEiTal pio PeYGAn dla@opd Kot o€ 0TI a@opd Tov Bobuo
€€E10IKELONG TWV OUYKEKPIPEVWY Kavovwy. ‘ETal, Kamolo Kpdtn-péAn (m.x. Mepuavia)
€XOUV TIPOXWPNCEL G PUBUICN TIOAD EEEIBIKEVPEVWV UNXOVIOP®WY dOMIoTWwoNg Kal
a&loAdynaNg ¢ aO0QAAEING TWV “TPOIOVTWY NAEKTPOVIKIC UTOYPAPNC”, €V GAAN
(m.x. M. Bpetavia), yla T0 GUYKEKPIYEVO BEWQ, EMAPIEVTAL GTNV OXETIKNA TPWTOROLAIN

NG IOIWTIKIC ayopdc.

H olOvtoun 0AOKANpwan &vog «KOIVWE amodeKTOU (0md OAa Ta KPATN-UEAN TNC
E.E.) oLOTAPATOG TPOTUTOTOINGNG TWV NAEKTPOVIKWY UTIOYPO@WVY», OTO OToio Ba
UTOpPOOV va  avo@EPOVTOL HE OOQOAEID OAEC Ol €BVIKEC PUBUICTIKEG OPXEC,
JIOMIOTWVETOL ¢ amapaiTnNTn TPOUNOBEDN Yo TNV UEAAOVTIKY GUUBATOTNTO TWV

€BVIKWV PLBUICTIKWV TAQIGiIWV PETA&D TOUC.

KE®AAAIO 5

51 ZHTHMATA ZXETIKA ME THN TIAPOXH YTHPEZIQN
MZTOMNOIHZHZ

MeydAo KOaTOG UTTOdOUNC - EAAEIPN «KPIGIUNG HAlogy»

Oewpeital OTI TO PeyGAO KOOTOC ylo TNV OVATTLEN KOl TNV CLVTHPNCN HIOG
UTOJOMNAG YIO TNV UTOOTAPIEN E€QPOPUOYWV NAEKTPOVIKWV ULTOYPOPWY, KaBioTouv
acVP@EOPN CNUEPO TOLAAXIOTOV TNV EMEVOLON G’ OUTOV TO TOMEN, KABWC Ol OXETIKEG
EQPOPUOYEC Eival TIEPIOPITUEVEC KOl 0 KUKAOC TWV OMOOEKTWVY TIOAU MIKPOC. Mia Avon
0To B€pa TNC €ELMNPETNONC TOU KOGTOUC TNC TMOPOXNC TWV UTINPECIWV TIIGTOTOINGNG
gival n e€amAwan NG XPNong TwWV NAEKTPOVIKWY TICTOTOINTIKWY O TEPIOTOTEPEC
eQapUOYEC (KOl Gpo PE TEPICOOTEPOUG OLVNTIKOUC OTOOEKTEC), WOTE VO KOTOOTEL

avayKaio Kol Xpriotun n omoKTnar Toug amo EVPUTEPO KOIVO.

Ol OTMOCTIOCHOTIKEC TIPWTOBOLAIEC amO QOPEIC TNG ayopdg deV UTOPOUV VO PEPOLY
IKAVOTIOINTIKA OTOTEAEOUATA OXETIKA PE TNV ALENON TNC XPNONC TwV NAEKTPOVIKWY
UTIOYPOP®V Kal TN dnuioupyia TN¢ amapaitnTng «KPiolung MAdoc» OTouG OMOOEKTES

TWV EQOPUOYWV TouC. O KUPIOTEPOC AGYOC YIO AUTO Eival TO PIKPO PEYEBOC OUTWY TWV
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EQOPUOYWV Kal 1 EMEIPN JIOAEITOUPYIKOTNTAC TWV OXEAOLOPEVWV TIPOTOVTIWV Kal

UTINPECIWV, TTIOU AmMeLBUVOVTAIL TIPOC TOUG TEAIKOUC XPHOTEC.

5.1.1 Ala@opeTIkEE poaeyyioelg Twv MYTT otig MoAitikég Miotomoinong

H Ttunomnoinon Kot anodoxr) GUYKEKPIPEVWY “TTOAITIKOV (EkO0ONC) MIOTOTOINTIKOL”
(Certificate Policies) 6mou 6a mpocdlopilovial CUYKEKPIPEVOL Opol €KOOONC Kal
XPNoN¢ TwV NAEKTPOVIKWV TIOTOMOINTIKWY  (T.X. TPOTOl TALTOTOINGNG TOL
umokelpévou, profile (dour)) TOU TIOTOMOINTIKOU, EMITPEMOUEVEC XPNOEIC KOl
UTIOXPEWCEIC TOL GUVOPOUNTA KoL TOU OMOJEKTN TOU TICTOMOINTIKOU, €YYUROEIC KOl
opla  €uBbvng Ttou MYT, KAT) ONOTEAEL ONUOVIIKO COTOIXEID ylO TNV
JIOAEITOVPYIKOTNTA PETAED TWV TIOTOMOINTIKWY TOUL €KJIdovTal OTO SIAPOPETIKOUC
MYTI.

210 mAaiolo autd e€etaotnkav ol «MoAimiké Motonointikwv»  (Certificate
Policies) mou e@apuolouv ol veiatapevol MY otnv EANGdQ Tou £xouv KoTtoxwpnoei
otV EETT w¢ “eKOOTEC AVOyVWPITUEVWY TIIOTOTOINTIKWVY”. Kat ot 6o Mapoxot Y.I1.
ONAWVOULV TNV CUPHPOPPWAT) TOuC e To Tpdtuno ETSI TS 101 456 1o omoio kabopilel
TIC BOCIKEG AMAITACEIC yio TIC dVO TuTOTIOINMEVEG “TTONITIKEC AvayVWPITHEVWY
MoTtononNTIKWv” TI¢ omoieg mpoteivel (v “QCP public” qualified-certificate-policies
Y10 ovayvwplopéva ToTomoINTIKA Kat tv “QCP public+SSCD” yia avayvwplopéva
TIOTOTOINTIKA PE UTIOXPEWTIKNA XPr)on “ac@aAolc didtagng dnuiovpyiac umoypa@nc”).
Q¢ mpoC TOV TPOMO TPOCEYYIONC, OPWC, Twv d0o TMYTT otnv uvAomoinon Tou

OLYKEKPIUEVOUL TIPOTUTOL, TTOPOTNPERBNKaAY o1 EENRC dIAPOPEC:

H pev ADACOM ota avayvwplopéva TIGTOTIOINTIKA oL €KOIOEL avaypd@el TOV
KwOlkd OID (Object Identification’) tng mpotunng moAITikng “QCP+SSCD” tou
ETSI (European Telecommunications Standards Ineiiitiieiavayvwpiletal w¢ emnionuo
Evpwmalkd Opyaviopd [MMpotinwv and tnv Euvpwmaik 'Evworn, Tou EMITPENEL
TOAOTIUN TPOOPACN OTIC EVPWTATKEG OyopEC), ONAWVOVTOC HE autd ToV TPOTO TNV
OUMHOPEWOT) TNC UE TIC YEVIKEG OTAITHOEIC auThE TNG MOAITIKAC. MoapdAAnAa dNA®WVEL
OLPMOPEWON ME To potuno ETSI TS 101 862 oto omoio opiletal, YeTa&d AAAwV, 0
TPOTOC EVOWHATWONG TWV ‘ONAWCEWV Tou EKAOTN’ W TPOC TO «EMITPEMOMUEVA OpIa

otV a&io Twv cUVOANOYWVY» TIOU Ba XPNOIUOTOIEITAL TO TICTOTOINTIKO, divovtag TNV
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duvatotnta oty ADACOM va opilel Kotd TepImTwaon To embuuntd opla g€ KAOE
€KOIOOPEVO  TIOTOMOINTIKO. XtV «Aloknpuén Mpaktikig (7 Kavoviouo)
Motonoinong» (Certification Practice Statement) mou onuooiebel n ADACOM
umopolv va Bpebolv o1 eEEIBIKEVTEIC YO TNV EQAPUOYH TNC Tapamdvw MOAITIKAC
MotomoinTikoL, Kabwg kot To Avwtato Opio (ouvoAiknc) Eubovng tng yia kabe .0
TPOTOC EMIPOAAG-EAEYXOU TNC AMAITOVPEVNE XPONC «Oa@AA0LG d1ATagng dnuioupyiog
LTIOYPAENC» OIEVEPYEITAL PE TNV dNUIOLPYIO PECW EIBIKNC EPAPHOYAG TWV KAEIOIWV
and Ttov idl0 TOov Xprotn péoa ot pio “€€umvn Kapta” (v omoio Tov €Xel
nmpounBevoel n “Ymnpeosia Eyypoaenc” ¢ ADACOM katd Tov €Aeyxo TG
TOUTOTNTAC TOU) KOl TNV E€makoAoubn “on-line” eyKOTAOTOON TWV OXETIKWV
TIOTOMOINTIKWV 0TNV KAPTO QUTH.

H de AZYK(AvamTtuén Zuotnuatwyv Ynootpieng Kegaiaiayopdc-Avavupn
Etaupia) €xel mpoxwpraet atnv aOvtagn SIKoO NG KEIEVOU “TTOAITIKAG
MaotomnoINTikoy”, TO OT0i0 dNAWVEL TARPN GUUKOPEWAN HE TN YEVIKA TIOAITIKA
avoyvVwpIoUEVWY TioTomoINTIKwY “QCP+SSCD” tou mpotumou TS 101 456 tou ETSI,
OAAG TPOXWPG Kal 0€ TEPAITEPW €EEIBIKELDN TNC. 1O1AITEPO XOPAKTNPIOTIKO TOU
KEIPEVOL auToD €ival OTI TIEPIEXEL KAl GUVOLALEL TOLTOXPOVA Kal GAAN ia TOAITIKA
TIOTOMOINTIKOU Y1 “Un avayvwpIoUEVA TIIGTOTIOINTIKA™ TiPoBAETOVTAC TV
OLVEKDOGT Kol guvOTapén 00 SIOPOPETIKWY KAEIDIWV Kal TIICTOTOINTIKWY OE Wia
Tpoowmnomnoinuevn Eumvn KApta (smart-card) TOU UTIOKEIUEVOU, TIOU JIETOVTOIL AMO TIC
d00 aUTEC BIOKPITEC MOAITIKEC. MAAIoTa, N AZYK mpoxwpnoe Pe MPWTOBOLAIa TG
KQl 0TNV TUTIOTIOINGN TPIWV CUYKEKPILEVWY KAAGEWY TIOU OXETICOVTOL E TOUC
TEPIOPIOUOUC OTNV XPHON Kal Ta EMTPENOUEVA Opla auvaAAaywv (0=Demo, 1=yia
OULVOAAQYEC XWPIC OIKOVOUIKO OVTIKEIPEVO, KOt 2=y1a GLUVaAAayEC €w¢ 10,000 €). Kal
0l 6 J10POPETIKEC TOPOAAAYEC TNE BACIKAC TOAITIKNC TNC (2 TOAITIKEG X 3 KAJOEIC)
TEKUNPIOVOVTAL OTO KOIVO KEIUEVO, aAAG SloKpivovTal amd EEXWPIOTO KWAIKO
Tautonoinang (OID) mou €xel avtiotolxioel n AZYK og KaBe pia mapoaAiayr T
TIOAITIKNC, 0 OToio¢ avaypd@eTal TAVTA 0TO OXETIKO medio “Certificate Policy” tou
TOTOMOINTIKOV TIoU TNV €Qappolel. H d¢ xprion “0.d.6.0.” (ao@aArC S1atagn
dnuioupyiag umoypaErg ) omod To UTIOKEIEVD, eE0a@aAIeETal YE TNV OOQOAN
TIPOETOIPOCIO KOl AMOCTOAN TNE TPOCWTOTOINKEVNC KAPTAC OTOV dIKAIOUXO XProTtn

anevBeiag omo ) oXeTIKA unnpeaia Tng AZYK.
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5.1.2 AvakAnon MaoTtonoinTikwy -Aladikoaia

H avakAnaon eivai n diadikaagia akOpwang evoc Migtomointikol. Auto
TPAYUATOTOIEITOL GLVNBWC UE TNV LTIOYPAP) EVOC OPYAVOU TIOU LTIOJEIKVUEL TIOIO
MoTomoINTIKO £XEl AVAKANBEL. AUTH) ) LTIOYPOPH) UTIOPEL VO YiVEL PE TO (810 KAELDI e
TO OTIOIO XPNOIKOTIOINBNKE y1a TNV LTIOYPAQY) TOU OUBEVTIKOU MOTOMOINTIKOV 1) HE
éva O10QOPETIKO KAEWdI. H Baaikn 16€a Tiow amod v avakAnaon €ival 0Tt Epoaov Eva
TIOTOTOINTIKO £XEl AVOKANDBEI, Kavévag dev Ba TpEmel va Paagiletal o€ auTo.

To mPOPRANUA PE TNV avAKANGN €ival 0TI N avAyKn EAEYX0U TNC KOTAOTOONC EVOC
MoTtomnoinTikov, dnAadr) Tou av ival v 10XV 1) EXel avakAnBei N An&et, e€aAeipel
KOTA PEYOAO TOOOOTO TO TAEOVEKTNMA XPr)ong Twv MioTonoinTikwy. To YeyaAlTEPO
EMKEIPNMO yIa TN TTapaATave dmodn gival 0TI avti Tou EAEYXOU TNC KATAGTOONC TOU
MaoTomoINTIKOU YIa TOV OTOKAEIOHO TNG TIBAVOTNTOC OUTO VO £XEl OVOKANBEI, Ba
UTopouaE va TpocAapBAveTal amevBeiag n omoladNmoTE TANPOPOPIa TEPIEXETAL OTO
MOTOMOINTIKO Omd TNV OpPOdIa apxr) OTN CLYKEKPIPEVN XPOVIKI OTIyUN.

5.1.3 Idwaitepeg avAyKeC Twv E@OpPoywv - Tumomoinon Twv YTNPESIWV

MoTomoinong

To ETSI ESI (ota mAaiola Tou EESSI) €xel ekdoael dvo mpotuma (ta TS 101 456
Kal TS 101042) ota onoia opidovtol mévte Baoikeg “MoAitikég MiotonoinTikoL”, -0l
“QCP” kat “QCP+SSCD” yia avayvwplouéva TIGTOTOINTIKG Kal ot “LCP”, “NCP” &
“NCP+” yia GAAOU €i00UC TIOTOTOINTIKA PE OTOX0 TNV KaBodNynan Twv TopoXwv
aVOYVWPIoUEVWY TIOTOTIOINTIKWY KOl YEVIKWV KAACEWV TICTOMOINTIKWY KATA TN
obvtagn Kol EQapuoyn Twv KWV TOUC “MOAMTIKWV TICTOTOINTIKWY” 01 omoie¢ Ba
€€E10IKELOVTOI TIEPAITEPW, OVAAOYO HE TIC IDINITEPEC AVAYKEC TWV EQPOPHOYWV OTIG
onoie¢ Ba omevBuvovtal. Ta TPOTUTO aUTA, MAAIOTO, OTOTEAOLV Kal T Pdaon
a&loAOyNoNG CUPHOPPWANC TWV TIOPOXWV HUE T KPITHPIO OXNUATWVY TIICTONOoINoNG o€

XWPEC OMWC T0 Hvwuevo Baailelo, OMavdia Kot 0AA0D.

210 mAaiolo Twv O1oBovAeboewy TN opddag O.E. “E2”, 1€BnKe 0 TPOBANUOTIOUOC
KaTd méoov pia mpoomdbela yia tumonoinon (BAcel Twv mopandve TPOTUTIwY) Kal
‘CUVTOVIOUO’ TWV TIOPEXOUEVWV UTNPECIwV amd tou¢ MY mou Asitoupyolv oTnv

EANGOQ (uE OKOTO va Omo@eLXB00vV TPORAAUOTA OIOAEITOUPYIKOTNTAC PETAED TOUC)
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Ba gixe vonua kav omoTEAETUA. XOPOKTNPIOTIKA, ava@ePONKe 0TI n puBuIoN BePdTwY
onw¢ to “profile” (doun Kol TEPIEXOPEVO) TV EKOIOOPEVWV TIIOTOTOINTIKWY KAl N
TuTonoinan “moAITIkwv (€kdoaonc) motomoinTikwy” (Certificate Policies), amo v pia
TAEUPA ATOTEAOLV QVTIKEIUEVO TPOTUTIONOINGNC O OIEBVEC KOl EVPWTOIKO EMIMESOD
(ko dpa Ba ATav avw@eA0 va cu{NTHOOLKE KATI TETOIO OE €BVIKO EMimMed0), ano TV
GAAN 0TI -miBavétata i “tumomoinuévn AUon” Ba epXOTav OE avTiBeon pE TIC
I010HTEPEC OVAYKEC Kal TIC EEEIBIKEVPEVEC OMAITIOEIC TWV EMOUVUNTWY EQAPHOYWV

(m.X. otnv e@apuoyr) e-banking piag tpdmnelac).
2 TOUC TAPATAVE TPORANUATIOUOUE, avaTaxBnkav Ta €&nc:

a) 6a n umdpxovoa (dEBVAG Kol ELPWTAIKY) TPOTUTIOTOINGN TOPEXEL NON Hia
TANBWPO KAVOVWY YIa TNV EMTELEN MG “EAAXIOTNG” SIOAEITOUPYIKOTNTOC, -OnNAad),
eVOC “mupriva” (core) omo OMOPAITNTEC KOIVEC TPOSIOYPAPEC- KOl OO, OUCTUXWC,
TMOAOI oMo autolg (AMdyw TNG TPOCPOTNC OXEAKA €KOOONG TOUC, OAAG Kal TNC
OLVBETOTNTAC TOUC) ayvoouvTal 1) TOPEPUNVEDOVTOL amo TNV ayopd, OMOTE HIa KOIVN)
“avaPnAdenon” Twv OKOAOLBOUMEVWY TPOKOKWV 6o Pmopoloe va QEPEL OTnV
EM@AVELQ TETOLO {NTAPOTO KO VO EVEPYOTIOINTEL dIASIKATIEC OAANAO-EVNUEPWANC Kal
ouvepyaoiog Twv eANVIKwvV YT yia TV CUPPOP@WAT] TOUC ME OUTOUC TOUC

KOVOVEC,

B) 6T n 0l auTr N TPOTUTIOTOINGN AErVEL CKOTIPA TIOAAG “aVOIKTA Kal adplota”
onueia, pe mMoAAEC “duvatég emAoyEC” (options), akpiBw¢ O10TI avTIAapBdavetal ot
autd Ba TPEMEL va OMOTEAOCOUV QVTIKEIUEVO oULINTNONG KOl CUUQWVIOC HETAED
OMOEIBWV OPAdWY 1 GUVOANAKTIKOV KOKAWV G€ TOTIIKO /KOl KAOSIKO €Timedo (TLY.
otov TPame(lkO TOPED). XAPAKTINPIOTIKA ova@eépOnke 0TI, evw KoBopiletal
ouyKekplpevoe tpomo¢ (ETSI TS 101862) avaypa@rc Twv “opiwv oTnv o&ia twv
OLVOAAOYWV” TIOUL Ba EMITPEMOVTOL OMO TOV EKOOTHN Y10 TNV XPr)ON EVOC GUYKEKPIUEVOU
TIOTOTOINTIKOU ~ NAEKTPOVIKIG  LMOypa@ng, €v  ToUTolC dev  £XOuv  OPIOTEI
TUTIOTIOINUEVEG “KAACEIC” TIOTOMOINTIKWY YIO TO Oplo outd (). pia KAdon yia
ouvoAAayeC €w¢ 1.000€, pia GAAN ylo TEEPICTOTEPO OPIO, Hict GAAN Y10 CUVOAAAYEC
XWPIC 01KOVOUIKN 0&ia, K.0.K) KOTI TTIOU PTMOPEL, OUWC va opicel and Kovol pia opdda
MY (o€ TOMIKO €MiMEdD), APOL EEETATEL TIC AVAYKEC TWV OTOOEKTWVY GTOUG OTOIoUG

omeLBVVETAL.
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y) OTl €10IKOTEPO oTnv EANGdQ, AGyw Kol TOU OIOQOPETIKOL OAQOBATOL TIOU
XPNolpoTmolovpE, BETOVTON TTOAAG {nNTAMOTO Ta oToia Ba TPETEL VA AVTIPETWTIIGTOUY
opotopop@a omo Toug YT, Omwg m.X. N XPAoON EAANVIKWV 1)/Kol AATIVIKWV
XOPOKTAPWY GTNV TEPIYPAPN] TWV UTIOKEIYEVQWY, TO XPNOIKOTIOI00KEVa TipoTuTa (T.X.
EAOT 743) Kat 0l TPAKTIKEC JETATPOTIC TwV EAANVIKWVY XAPAKTHPWY G AATIVIKOUC,
N Kwdikomoinon toug (. 1SO 8859-7 1} UTF-8), Kabw¢ Kot GAAa BEpata Omwe N
xpnotyomnololpevn opoAoyia (yio mopddelyua: Subject = Oua 1 YTOKEIPEVO .M

petagpadoupe 1o “Certificate Practice Statement”? K.d.),

d) 0TI 0€ KAOE MEPIMTWON, AKOWN Kal yla Xprjon Toug 0€ “KAEIOTEC EQAPUOYES” (0.0.:
Omou Ogv EMIBAANETOL KOMPIO CUUMOPQWON HE CUYKEKPIUEVEC TIPOdIOyPaPEC), Ba
TIOPEIXE OPKETA OQEAN MIO €VBLYPAUUION TWV EKOIOOUEVWVY TICTOMOINTIKWY OF
“KOIVWG OmodeKToUC Kavoveg” (. €av Ba xpnoldomoleital to medio “Common
Name” 1 ta media “Surname” kot “Given Name” vyia TV avaypo@ry Tou
OVOUOTETWVULOU TOU UTIOKEIMEVOU) Ol OToiol, aKOUN Ki av 0gv KaBopiovTal oagg
and TNV UEICTAYEVN TPOTuToToinan, Ba pmopoloav va  vloBeTnBolv  amo
eQopuoopéveg “best practices” (twv omoiwv, BERata, n avadel€r] TOuC OMOTEAEI
QVTIKEIUEVO OXETIKNC OIEPELYNANC -0€ €BVIKO KOl EVPWTOTKO EMITEOO- KAl TEPAITEPW

ougnang).

€) 0T, €€dANOU, KOl N €wC Twpa emtevybeioa O1EBVAC (Kat 1Biw¢ N ELPWMATKN)
TPOTUTIOTIOINGN TWV NAEKTPOVIKWV ULTIOYPOPwY, Paciobnke Kupiwg mavw o€
nponyolueveg “de facto” ka, -eAAeiPel TPOTOTWV-, “aubaipeTec” EMAOYEC TTOU EyIVaV
0€ TOTIKO 1) KAODIKO €mimedo ae dla@opa Kpatn-uéAn e E.E. (0nwg n Meppavia,
IToAio, PiAavdia KAL) Kol OTl OUTEC Ol TPWTOPOUAIEC €ixav onNUAVTIKA
QMOTEAECHOTO  OTNV  AVOTTUEN TWV OXETIKWV EQAPUOYWV OTIC XWPEC OUTEC.
Ava@QEpONKe, POAIOTA, Kal TO TOPAdEIYHO TWV OKAVAIVABIKWY XWPWV, OOV TOAAEG
Tpdmnele¢ Kot TnAemKowvwviakoi Popei¢ ouvepydoTnkav otnv LI0BETNON Kol TNV
TUTIOTIOINGT) GUYKEKPIPEVOU CUCTHUOTOC NAEKTPOVIK®WY UTIOYPAPWVY Kal NAEKTPOVIKWY
mANPwWHWY (yio mobile & home banking) 10 omoio cuppop@wvetal pe (Kal
TOPAAANAG €EEIDIKEVEL) TIC ATAITIOEIC TNE LPIOTAPEVNG EVPWTIOTKAG VopoBeaiag, Kal

TO OTIOI0 AEITOUPYEL OPKETO KIPO ME 1d1aiTEPN EMITUXIO.
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5.1.4 Motonoinon (Alamiotwon Kat AlamioTevaon) mPOIGVTWY & UTINPECIWV

YTmdpxel n mpocdokia 0Tl n dnuocicvuon Tou TAOIGIOU yia TNV dlOmioTwaon
OUMUOPPWONG TwV TPOIOVTWY NAEKTPOVIKIC UTOYPO@NC Kol TNV  €BEAOVTIKN
dlamiotevon Twv MY and v apuddia €bvikr pubuioTik apxr) (EETT) 6a
OUMBAAEL BETIKA OTN OlAUOPPWAON TOU EMIXEIPNUOTIKOU TAdIgiov. Mapotnpribnke
OMWC OXETIKA, OTI umnpPéav AGANEC XWPeC-UEAn ¢ EE, omou o1 umnpeaoieq
NAEKTPOVIKIG UTIOYPAENC avomTUXOnKov EMITUXWCG TOALD TPIV LAOTIOINBOUV Ol OXETIKOI
pnxaviopoi dlomiotwaong Kot (eBeAovtikic) dlamiotevon mou TPOPAEMOVTAL OTa
mAaiola ¢ Odnyiag 1999/93/EK. Zto BEAYIO, yio TAPAdELyUa, N TIAPOX UTINPETIWY
mioTonoinong dpxioe RdN amnd 1o 1996 (m.x GlobalSign, lsabel), evd 10 OYNua
diamiotevong twv MY eppaviobnke poAig To 2003 (BE.SIGN). Avtiotoixa €ival ta
TOPAdEIyHOTO KOl 0€ GANEC XWPEG OMWC N Mepuavia, ItaAia, Zoundia, Piavdia K.4.,
XWPEC OUWC TOU XopakTnpidovtal omd To0 yeyovog OTl €ixav avamtOEEl amd vwpic
1010itepn €BVIKA vopoBeaia yla TIC NAEKTPOVIKEC ULTIOYPAQEC N eixov Beomioel
OXETIKOUG KOVOVEC OIOAEITOUPYIKOTNTOC KOl TEXVIKA TIPOTUTIO OOQPAAEIOG T OTOid

ioxuav OMOKAEIOTIKA O€ €BVIKO €Timedo.

E1dikotepa yia Tnv «EBeAovtikn Alamiotevon» twv MY, pe a@opun Kai tnv
€kd0an Tou VEOU OXeTIKOU Kavoviopol omd tnv EETT, umevBupdiotnke 0TI N PeyaAn
“VOUIKO-EUTIOPIKN” pEAETN (“Legal and Market aspects of electronic signatures in
EU”) mou €yive mpoo@ata yia Aoyoplacud t¢ Commission, TPOTPEMEL GTNV EPUNVEIa
TWV OXETIKWV TIPOPRAEYewV TNn¢ Odnyiag, Oxt mpog «tn Onuiovpyia CLUOTNHATWY
€0eAOVTIKAC OlomioTeuong oe “eBvikr) Bdon” o€ KABe éva KpATOoC-pEAOC, Ta omoia Ba
e€uUMNPETOLY Povdxa Tnv OlOMoTwon TNC CUMMOPEWONG ME TIC OMOITACEI TNG
vopoBeaiac- mpotumonoinong» (KATI Tov, 0UTWE | GAAWC, UTIOKEITAL AN OTOV EAEYXO
TWV apuOdIv €BVIKOV @opéwv yia 0Aoug Toug MYTT mov dnAWVouY OTI €KGidoLV
“aVOyVWPIoUEVO TIIGTOTIOINTIKA™). AVTIOETWE, KOl GUP@WVO PE TNV MEAETN OUTH, N
0pyavwon CLOTNUATWY €BEAOVTIKAG SI0MIoTELONC Ba TPETEL VA YiVEL OMO PEYAAOUG
“KAOOIKOUC” TOVELPWTATKOUC 1} TOAUEBVIKOUG @opeic mou Ba mpocoavatoAilovtal
KUPiw¢ atnv d10MioTWaN TNE CLUMPOPPWANC E EIBIKOTEPEC OMAITAOEI O0QPAAELOG KOl

“gpyovopiacg”,Tig omoieg Ba £xouv BEael w¢ “amapaitntec” yia v OI0TMIoTEVTN OUTH
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Ol EKTPOOWTOl TOU OUYKEKPIPEVOL “KAGdoL” (m.X. Tpamelec, Anuoaio, Telecoms,
KATL).

5.2 EIAIKOTEPEZ AIAMIZTQZEIX 2E YT KEKPIMENOYZ TOMEIZ

XpAon NAEKTPOVIKWY LTIOYPAPWV 0T0 Anuocio Topéa Kal €pappoyry Tou T.o.
342/02

Ot pubBpicelg Tou md. 342/02 «yia TV dlaKivnon eyypa@wv HE NAEKTPOVIKO
TOXLOPOUEID PETOEL TWV dNuOCTiwv utnpeatwy, NITAA kat OTA 1 Yetaéd avtwv Kal
TWV QUOIKWV I TIPOCWOTIWV IBIWTIKOV OIKAIOU KOl EVWOEWY QUTIKWY TIPOCWTIWV» (TIOU
€kd0BN ota MAdiolo Twv TPORAEYEwWY Twv Tapaypdewyv 19 kot 20 tou ap. 14 Tou v.
2672/98) Kpibnke OTI €ival TOAL aca@nC Kal OTL SNUIOVPYED TTOAAG EPWTNHOTIKA wC

TPOC TOV TPOTIO EQPAPHIOYAE TOU.

Mapatnprbnke emiong 0TI T0 MAPATAVK T.O.(TPOESPIKO dIdTayua) amaltei yia v
NAEKTPOVIKI] O10KIVNGT TWV aVAPEPOPEVWY OE AUTO dNUOCIWV eyypa@wv (amoQATEIC,
TIOTOTOINTIKA, PBEPAIWOEIC, YVWUOOOTHOEI(, TPAKTIKA, ElONYNOEl;, & €KBETEIC) va
@EPOLY  «PN@IaKN LTIOyPO@r», N omoia Tautidetal -BAgEl TwV OPIOPWY TOU TLO.
150/01 kon Tou G. 14 TOU V. 2672/98- pe TNV “MPONYMEVN NAEKTPOVIKI LTOYPAPH”.
AUTO onuaivel ot1, ‘dgv OMAITEITAL’ N LTTIOYPAPN] OUTH va OTNPI(ETOl UTTOXPEWTIKA OF
«OVOYVWPIOPEVO TIOTOTOINTIKO», OUTE VO ONUIOLPYEITAL PE XPRON «ao@OAOUG
didtagng dnuiovpyiag umoypagn¢» To omoia, cOP@wva Pe To dp. 381 Tou T.O.
150/2001, omoteholv PooikeC MPOUMOBETEI( WOTE HIa «YN@PIOKK UTIOYPO@r» va

Bewpeital “ex lege” 100d0vaun Ye v 1316XEIPN TOPODOCIOKI) LTIOYPAT),

EKTIuNBnKe 0TI N CUYKEKPIUEVN TIPOaEyyion (01 XPAoN “avayvwploPEVWY” aAAd
XPrion “omAwv PnelaKwv” UTIOYPaP®Y), ETMAEXBNKE TOUAAXIOTOV TIPOC TO TIAPOV AOYW
TOUL XOuNnAoU TOoooTOU O108E0NC AVOAOYWV TIPOTOVIWV/UTINPESIOV OTNV EAANVIKN
ayopd, Kol TNV EAAEIPn €Kd0ONC KATA TNV €KO0ON TOu T.O.- OXETIKOU Kavoviouou
“dlomiotevong” Kal “domicTwong” Twv OXETIKWV UTINPECIWV KAl TPOTOVIWY amod TNV
EETT. MoBavotata, n mpooeyyion autr) Ba tpomomoindei aTto pEANOV, PO Kal ol
TPOJIOYPOPEC TOL €EEAIOOOMEVOL €pyou “Z0LeL&IC” (YToEpyo 9) ava@épovial o€
xprion “€&umvnc Kaptac” (= YEPOC ‘ao@aAolg didtaéng dnulovpyiag uToypaEnc’) Kal
€KO0ON “OaVOyVWPIoUEVWY” NAEKTPOVIKWY TICTOTOINTIKWY Omo Tov avadoxo MY

TPOC TOUG ONUOCIOUC LTIOAAAAOUC.
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Emiong avagépbnke Ot n “ékdoon” €vog Onupoaiouv eyypd@ou, CUPEWVO UE TNV
v@IoTApeVn vopoBeaia Kol TPOKTIKY, (X, KEAY, 0AMA Kol GANEC EIBIKOTEPEC
TPOPAEPEIC & €YKUKAIOUC OVOAOYWC TO €id0C TOU EKOIOOUEVOL EYYPAPOL),
TPOUTIOBETEL OUXVA IO CUYKEKPIYEVN “por” n omoia amaitei i aAAnAouxia
uToypPaPWV amd OIOPOPETIKA TPOCWTO (T.X. EIONYNTNC, TPOIOTAPEVOC, OPUOAIOC
UTGAANAOG, KATL). TAvTwg, O10mOTWwONKe OTL OTO TEAIKO ONUOCIO €yypa@o TOU
XPNOIUOTOIEITAl 0TV  GUVAAAQYr) ME TOV TOAITN apkei n Omopén MOvVO  MIog
UTIOYPOPNC, OUTAC TOU TEAEUTOIOL CAPHPOSIOL UTIOAANAOU-OTIOOTOAEN, O OT0IOG
EYyuaTal TNV TPNON TV TPOUTOBETEWY €KOOONE TOUL €YyPAPOL N, GAAWCG, OTI TO
NAEKTPOVIKO dNUOCIO Eyypa@o TOU UTIOYPAQPEL KOl OTEAVEL GTOV TIOATN 0 GNPOGIOG
UTIGAANAOG (UE QUTAV TOU 1310TNTO, N OTOi0 TIPETEL VO OVAYPAPETOL OTO OXETIKO
ToTOTMOoINTIKO!) pmopei va BswpnBei 0TI amoTteAel “akpIBEC avtiypa@o” Tou EMCTUOU

avtioTolxou gyypd@ou Tou dlaTiBeTal aTo apxeio TNE LUTNPETIaC.

Emedr), Ouwg, n ULQIOTAYEVN EUVPWTOIKI TPOTUTOTOINGN TWV NAEKTPOVIKWOV
UTIOYPOPWV deV TIPOBAETEL KATOIO GAANO TPOTO yla TOV TPOGOIOPICUO TG TPOBEaNC
TOUL UTIOYPA@OVTO KOTO TNV €VOMOBeon TNC LTOYPAPNC TOU OE &€va (NAEKTPOVIKO)
gyypa@o, (T.x. yia “diAwaon BouAioew”, yia “emKOpwan akpifolg aviypdeou”™, yia
“emiBefainon ¢ mopoAaBAYANYNG yvwonc”, KAL) Ba TPEMEL 0 POAOG KOl n
onuagcia piag (Un amOKNPUOGOPEVNC) LUTIOYPAPNC VO TTPOGdIOPILETAl COPETTATA EITE
Qamo TO TEPIEXOPEVO TOU iBI0V TOL EYYPAPOU (UE OXETIKEC PPATEIC OTO TEAOG TOU, OTWG
mX. “O onAwv”, “O BePalwv”, Bewpeital wg “AKpIBEC AvTiypa@o”, KAL), €iTe Ye TV
XPrioN MI0G CUYKEKPIUEVNC Kal yvwaTn¢ “MoArtikiAg Ymoypagnc” (“Signature Policy™)
N omoio Ba GUVOEETOI PE TO CUYKEKPIUEVO Eyypa@o Kal Ba kabopilel GAoug Toug
KOVOVEC TIOU Ba JIETOVY TNV GUYKEKPIUEVN uttoypaer), (.X. 1o EBvikd Tumoypageio
uTopel va kaBopioel Kat va dnuoaievael pia “IMoAITikr Yroypagnc twv ®EK” mou
ONUOCIEVEL NAEKTPOVIKA, N omoia va mpoadlopilel OTI n LToyPOPr) TWV UTOAAAAWY
NG OTa “€yypo@a” autd €xel To vonua tn¢g emipepaiwong tng “yvnoldtntoag” Tou
(nAekTpovikol) PEK, w¢ “mioTol avtlypa@ou” Tou emionuou evtunou PEK mou €xel

€KOO0EI)

Mopatnpnbnke, akoun, OTl Ta  TPOYPAMMOTA  OlOXEIPIONC  NAEKTPOVIKOD
TOXUOPOUEIOL TOL UTIAPXOUV CONUEPA OTNV ayopd, divouv TNV duvatoTNTO Vva
“umoypagel” kaveic, MONO OAOKAHPO TO MHNYMA (dnAadn) ¢ éva

“g0OvVoA0”, padi e ta dmola guvnNUUEVa 07 aUTO apxeia) Kat OXI KATIOIO CUYKEKPIUEVO
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OUVNUMEVO NAEKTPOVIKO £yYPa@Oo XwplaTtd. MAAIoTa, TO vonua auti¢ TS “WUneLaKng
umoypa@nc” (Digital Signature) Tou punvVOPATOG, GUUEWVA PE TO OXETIKO TPWTOKOAAO
S/IMIME (Secure/Multipurpose Internet Mail Extensions) mou tnv mpoPAETEL, €ival
auto ¢ “smipePainang ¢ mpoéreuonc” (“authentication” r)/kan “identification™) kai
¢ “akepatotnrag” (“integrity”) Tou pnvopotog, Kat OXI autd ¢ anddoong
“VoUIKAG déapeuanc” (“pn amokrpuén’/no repudiation) Tou LTOYPAPOVTO-ATIOCTOAED
0g OXéon ME TO TEPIEXOMEVO TOUL MPnvOpaToC. Me TOV TPOTO OULTO OPWC, €va
“NAEKTPOVIKO  dnudolo  €yypa@o” (Y. €va  “TIOTOMOINTIKO  Yewnoewc”, N
“@OPOAOYIKNC EvNUEPOTNTOC”) dev UTOPEL va OTOAEL LTTOYEYPAUUEVO EEXWPIOTA AMO
T0 “€l0aywyIKO prvupa” (autd mouv mbavag Ba ypdeesl Kople Tade, Ze anavinon tng
U’ apiBp. XX aitnong oog, 00¢ €0wKAEiw ouvvnuévo 10 LT’ apid. NNN
€YYPa@O...K.A.T.) TIOU TOU ECTEINE O OXETIKOC LMTAAANAOC KOl OTO OToio Ba TPEMEL
@QUOI0AOYIKG VO BpiokeTal auvnuuévo. ‘ETal OUWE, 0 TOAITNG TOL TUXOV AGPPBAVEL PE
auTO TOV TPOTIO £va £yypa@o Ba TPETEL va TO XPNOIUOTOINCEL (TL.X. VIO VO TO OTEIAEL
g€ pia GAAN unnpeaia mou Tou To {NTNoE w¢ SIKAIOAOYNTIKO YIa KATOla GAAN aitnon
TOU) padi e OAOKANPO TO “MAVUMO OTIOGTOANC” UE TO OTI0i0 TO TaPEAARE (OAAIQG OV
Ba emaAnbevetal n vnoypaen). H Abon yia 10 BEpa autd eival n xpnoidonoinon
EIOIKWV TIPOYPOMMATWY, OUTOVOUWY 1N OoKOun Kait “mpocbetwv” (plug-ins) oto
Tpoypappa dlaxeipiang e aAAnAoypagiac, mou anmokoaAovvtal “File Signers” kol ta
omoia EMITPEMOLY TNV UTIOYPOQr) CUYKEKPIUEVWY oOpxeiwv (Tm.x. popenc “.doc” n
“.pdf’) Kol pOAIOTO Pe TIOTOMOINTIKG Tou 0To Tedio toug “Xprion KAeidiov” (Key
Usage) €xouv tnv €vdelgn “No Repudiation”, n omoia Bewpeital w¢ n mAEoV

KOTAAANAN YI0 TNV UTIOYPAQN EYYPAPWV.

‘Eva dAAO onpeio TOU EVTOTIOTNKE , €ival 0TI TOAG €kAIdOUEVA dNUOTIa Eyypaga
(T.X. TIOTOMOINTIKA) £XOUV IO CUYKEKPIPEVN TEPI0dO 1oX00C (KAamola 3 prveg, GAAa 6
MNVEC, K.A.TL.) TNV OToia KOl ava@EéPOLV OTo “owua” Touc. OpwC, yia va gival duvotov
v EMOANBEVETOL N NAEKTPOVIKI) LTIOYPAQr) TOUE KABOAO auTO TO dIACTNUA, AKOUO KOl
OTNnV TEPIMTWAN Tou EXEl ANEEL 1] €XEl AVOKANDEL TO OXETIKO TIOTOMOINTIKO TIOL TNV
umoatnpilel, amoauteital n emmpoadetn evandbeon piag “Xpovoaruavenc” (i xpron
GAANC avtioTolxng pEBOOOL €EaTPAAIONG TwV OTOIXEiWV EMOARBELANE TNG 10XVOC TNG
UTIOYPAPNC OE HIO CGUYKEKPIUEVN XPOVIKI) OTIyu) MAVW OTO idl10 TO LTOYEYPAUUEVO

£yypaqo.
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Mia aélomotn “Ymnpeoia Xpovoorjuovong” Twv  SIOKIVOUHEVWY  EYYPAPWV
TapEXOUEVN oMo To id10 To Anuoaio (Je dIKr Tou UTIOdoMN 1 YECW “outsourcing™), Ba
UToPoUCE, PHAAIOTO, EKTOC QMO TNV POKPOXPOVIO ETIKVPWAT TWV £YYPAQWY, va Taiel
KOl TOV pOAO HIOC “NAEKTPOVIKNAG XOPTOOHHAVONC” TwV (NAEKTPOVIKWV) €yypdowy, N
onoia Ba umopovae (6vtac auelBOUeVn amd Toug TMOAITEC-XPHOTEG TNE) VO AMOPEPEL

KOl OXETIKA €00da aTo Anudalo.

TEANOC, OIOMIOTWONKE OTI TO GNUOVTIKOTEPO EUTOOIO VIO TNV TIPOKTIKN €QOPUOYA
Tou T.0. 342/02 eivar n EAAEWPN OXETIKNC LTOJOUNC (LUTOAOYIOTEC, KATAAANAO
AOYIOUIKO, TIPOaBacn oTo internet, K.A.T.) OTIC UTINPECIEC TOL dNUOCIOL KABWC Kal N
EMEIYN OXETIKNAC EKMOIOELONE TOU TPOOWTIKOL OTNV XPAoN Twv VEWV UeBOOWV
NAEKTPOVIKIC ETIKOIVWVIOC. AvaQEPBNKE EMioNC Kal TO yEYOVOC OTI Ol TIEPICTOTEPOL
dnuoatol LTAAANAOL dev €xouv dIK TOug (aTOMIKN) O1ELBLYVAN NAEKTPOVIKOD
Taxuopopeiov (e-mail) kar ouvrBWC dev yvwpilouv TWC VO AEITOUPYoLV UE TETOIN
“epyoAeia”, €€AAAOL, AOYW Kol TNG EAAEIPNG avAAoyng “ocuotnuatomnoinonc” Ttwv
KaBiepwuévwy d1adikaaiwy, €ival axedov adbvato va AVTIKOTOOTAO0UV GHHEPD TIC
“TIOPOOOCIOKEG EPYOTIEC/POEC” TOUC HE OANEC “OUYXpOVEC” TOU Ba XPNGCIKOTIOIo0VY

NAEKTPOVIKI) LTIOYPa@r), dloKivnan Kol apxXel00€Tnan.

1) Ti1 pEMEL, TEAIKA, VO LTIOYPAPETOL NAEKTPOVIKA;

Av Kal To T.0 Oova@EPEl w¢ “TPOMO OloKivnong” Twv avoa@epOuevwy C' auto
EYYPAPWVY TNV Xpron “nAeKTPoVIKOD TOXUdPOUEIOL”, dEV YIVETal CAPEC TOI0 AKPIBWC
dedopevo Ba MPEMEL va QEPEL TNV “UN@IoKr vmoypa@n” (To “prAvuua” R To TUXOV
“guvnuuévo (dnUoato) Eyypa@o” Tou OIOKIVEITOL PE auTd, TO I0OVIKOTEPO €ival va
UTIOYPA@ETOL  TO  OIOKIVOUPEVO  “€yypo@o” Kol  mbovotata  (TPOAIPETIKA &

EMMPOOHBETWC) Kal TO id10 TO (GUVOAIKO) “NAEKTPOVIKO prvupa™.
2) Mdool kat Molol mPEMEL va uTIoypAQouLV |

Z0PQWVO Kal PE TIC TOpamdvw TOPATNPACEIC, OPKEL KOl TPETEL VO LTIOYPAPEL Eva
OIOKIVOUMEVO dNUOGIO NAEKTPOVIKO £yypa@po (LOVO) O appOdIog LTAAANACG yia TNV
€kd0OON N TNV EMIKVPWOT Tou (OVEEAPTNTO amd TNV TuXOvV mPoUMABean Eykpion-
UTIOYPOPNC TOU EYYPAPOL aTd TOV TPOICTAPEVO TOU) O OTOI0C CLVNBWC, XWPIC, OUWC,
va gival amapaitnto, avaAapPAavel Kal TNy amoaToAr Tou gyypd@ou aTov TOAITN 1) o¢

KATOI0V OGAAOV GLVAGEAPO Tou. OTav OTOCGTOAEAC gival 0 TOAITNC (T.X pia aitnon) Ba
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TIPETEL VO LTIOYPAYEL QPUOIKA 0 id10¢, (EKTOC KOl OV 0 LTIOYPAPWY ETICLVAYPEL OXETIKN
NAEKTPOVIKI] KOl LTIOYEYPAUUEVN €E0VLCI0OOTNCN) UE Miol TIOTOMOINUEVN ULTIOYPOPN)

TOU OTO OTMOIOVONTIOTE KATAAANAO MYTT.
3) Mg moto tpomo Ba TiBeTal N NAEKTPOVIKI) UTIOYPaAQN);

Mo v uToypaEr] EVOC GUYKEKPIPEVOU (NAEKTPOVIKOD) eyypa@ou/apxeiov TPEMEL
Vo Xpnotuomoindei €101k6 AoylopikG “vmoypang apxeiwv” (File Signer), to omoio
ouvnBw¢ OlatiBetal amd d1APOPOLE KATAOKELOOTEG AOYIOMIKOU €iTeé w¢ aUTOVOPO
AOYIOUIKO, €ite w¢ TPoaBeto Aoylopiko (plug-in) oe e@apuoyég dlayeipiang nA.
ToXLOPOpEioL, KOl TOo omoio, avedptnta omd Tov TOMO TOU EYYPAPOUL TOU
umoypdeetan (. “.txt”, “.pdf’ ; “.doc”), dnuiovpyei Eva TEAIKO OapxEi0 TOL TUTIOU
“PKCS#7” (ouvnBw¢ pe KatdAnén “,p7m” i “p7k™) mouv mepiAaufdvel 1o idlo To
apxiko éyypago MAZI pe tnv umoypa@r Tou. ‘Ocov a@opd tnv (TMPOAIPETIK)
“uToypa@r] CLBEVTIKOTNTOC” KOl TOU “OUVOAIKOU NAEKTPOVIKOD WnvOUOTOC”, auTH
UTOpEl VO yiveTal PE TIC EVOWUATWHEVEC OUVOTOTNTEC NAEKTPOVIKAG ULTOYPOQPNC
(S/MIME) mou d1ab£Touv Ta TEPIOCOTEPO dNUOPIAN TPOYPAUUOTO  dlaXEipIoNC
NAEKTPOVIKOU Tayudpoueiov (Kal Ta omoia Pmopoly va puBUIcTOUY va LTIOYPAPOLV

AUTOMOTO KABE £EEPXOUEVO NAEKTPOVIKO U VULOQ).
4) T gidoug Pn@1akn LTTOYPOPr) TIPETEL VA XPNCIUOTIOIOLV;

Ave€apTnTa amd To €Av n LToypaEr Tou eyypdeov Ba TPEMEL va utoaTnpiletal and
“avayvwpIopéve” i OXl TICTOTOINTIKO, TO TICTOTOINTIKO autd Ba TPEMEL va
avaypd@el Kol Ty 1810TNTa Tou dNPOCIou UTIAAANAOL. AGYOL SIOAEITOUPYIKOTNTOG
aAAG KOl AOGyol 00QAAEl0g MIBAANOUY Ta (dnuAaIa) €yypo@a va LTIOYpPAQovTal e
“dedopéva dnuiovpyiag vmoypa@ng” (“1d1ITIKO KAEIDI” TOL LTOYPAPOVTA) Ta Omoid
Ba mpoopidovtal povo yia vmoypaeeg Tumou “NonRepudiation” (un amokipPLENnc)
OOP@WVO Kal PE TIC EVOEIEEIC OTO OXETIKO TIOTOMOINTIKO TOUC, EVW TO NAEKTPOVIKA
pnvoOpaTo Kaboautol, Ba TPEMEL VO LTIOYPAPOVTOL HE JIOPOPETIKO “IOIWTIKO KAEWDI”
TOL umoypd@ovta (f/Kal TOU OTMOCTOAEN TOU), TOU OTOIOL TO TICTOMOINTIKO 6Ba
EMITPEMEL TNV XPNON TOU YIO TETOIEC EQPOPUOYEC (QEPOVTOC TNV €VOEIEN

“DigitalSignature” (oto medio “Xprjon KAe1d100'YKey Usage TOU TIGTOTOINTIKOU)
5) Mg Ba emaAnBeveTal N Yn@lakr voypaen ;

H enaAnBevon piag Pn@lokrc uToypaPnRg oMo TOV OMOJEKTN TNE, AMAITEL TNV XPHoN
amo auTOV KOTAAANAOL AOYIOUIKOU (“OUpBOTON” pe TO AOYIOMIKO dnuioupyiog Tng
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LTIOYPaENC, YE TO Omoio Pmopei Kal va tavtidetat). H gupotaTn, OPWE, XpHon TEToIoU
“OIOAEITOVPYIKOV” AOYIOUIKOD YIO TNV €MOANBELON TWV UTIOYPAPWY, TPOUTOBETEL TNV
TUTIOTIOINGN TOU Kal TOV KOBOPIOPO GUYKEKPIUEVWVY TPOJIOYPAP®Y, Kal aiyoupa B
BonBolaoe n “dlomicTwaon” NG THPNONE AUTWV TWV TPOJIAYPAPWY amo TNV (OpUOdIa)
EETT r/kat and GAAn apuodia €bvikn apxry GAAOL KpAToug-peEAoUC TG EE. e kabe
MEPIMTWON OPWC, Omov {nreital n GuVOTOTNTA POKPOXPOVIOC EMOANBELONC NG
NAEKTPOVIKNAG LTOYPOQNG €vog eyypdeou, Ba mpemel va mPoPAe@Boly Kal va
pLOUIOTOOV  Kal OXETIKEC UTNpeaieq “Xpovooruavong” Twv  UTOYEYPOUUEVWY
eyypagwv. Ol OXETIKOI Kavoveg Kal mpoUmobeaelg (yia v umoypaer Kai) Tnv
EMAANBELON TWV LTIOYPAPWV ONUOCIWV EYYPAPwWVY Ba umopolaav Vo KaBopioTouy Kal
Vo KowvomoIinBoly péow OXETIKWY “IMoMTikwv YToypaenc” mou 6o kabopioel to

Anudoato.

5.2.1 H JI10ASITOUPYIKOTNTO TWV NAEKTPOVIKWY UTIOYPA@WV oTov Tpameliko

Touéa

Emionudavenke 611 o1 epapuoyég Tou Tpamelikol topéa (e-banking) mou dovavral
VO XPNOIUOTIOIO0UY NAEKTPOVIKEC ULTOYPAPEC KOL TIOTOTOINTIKA, €ival ouvrowc
KAEIOTEC EQOPUOYEC» (OTIC OTOieC CUVOANACCETAIL pia pHOVO TPATE(A JIE TOUC TIEAGTEC
NC), KOl WC TETOIEG, JIETOVTOL KUPIwG omd cuuBaTtikolug 0poug -0l omoiol kKabopilouv
TNV €KTAON TNG OVayvOpPIoNE TV XPNOIUOTOIOUUEVWVY UTIOYPO@WY Kal OXI GUESH OO

TO OXETIKO BEGUIKO KOl PUBUICTIKO TIAQICIO.

Me dedopévn TNV EAAEIPN €VOC KOIvOU PULBUICTIKOU TAOICIOU, KABe TPOmEIKOC
OPYOVICHOC avomTOOCEL TIG OIKEG TOU EQOPUOYEG UE YVWHOVOA TO TIPOPIA TWV TEAATWV
KOl TIC 1O10HTEPEC AVAYKEC TWV OXEAALOPEVWV UTINPECIWV, XwpI¢ va AauBavovtal v’
OPlv  otorxeio  OIOAEITOUPYIKOTNTOC TWV  XPNOIUOTOIOUUEVWY  NAEKTPOVIKWY
UTIOYPOPWV KOl TIOTOTOINTIKWV HE OANEC EQOPUOYEC TPITwy. H «dloTpomedIkOTNTO»
TWV XPNOIUOTOIOVPEVWVY €PYAAEiwY, dnAadK N duvatdTNTa KOIVAG XPHong Twv idiwv
UTIOYPOPWV KOI TIOTOTIOINTIKWY TWV TEAATWV oMo OAeC TIC TpdmeleC, OmoTEAE
AMWTEPO OTOXO, O OMOI0C OUWC, TTPOE TO TOPOV TOUAAXIOTOV, TAPAYKWVIZETOL amd TNV
TPOTEPAIATNTA TIOU SIVETAL OTNV AVTIKETWTION TWV E0WTEPIKWY TPOBANUAETWY TOU
avadEIKVOOVTOL KOTA TNV EVOWUATWAOT KOl XPr)on TWV VEWV EPYOAEIWV aoQAAEIOC oTa

UTIAPXOVTO CLUCTAMOTO TOU KABE TPAME(IKOU 0OpYOVIGHOU.
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Emionuavenke, €miong, 0TI o1 O10QOPETIKOI TpATOoL ovopaaiag (naming policy, m.x.
XPNoN AOTIVIKOV 1 OXl XOPOKTINPWvV, avaypaer) 1 Oxl ToU TOTPWVULPOU, TN¢
nuepounviag Mévvnong, xprion Weuvdovopwy, KAL) Kol n avaypaer S10@QOpETIKWY
gtoixeiwv tavtonoinong (mx. A®M, apiBuold OCTUVOUIKAG TOLTOTNTAC 1 OpPIBUoL
TPOME(IKOL  AOyOplaopol)  TwV  TMEAATWV-UTIOKEIUEVWY — OTA  NAEKTPOVIKA
TIOTOTOINTIKG, OTOTEAEl 1010iTEPO TPOBANUA yio TNV  JIOAEITOUPYIKOTNTA  TWV
TIOTOTOINTIKWY OUTWV YETAEL OIOPOPETIKWY Tpamelwv. EK@pAaotnke Kal n drnoyn Ot
Ol OIOPOPETIKEC OVAYKeC KaBe Tpamelag (Kol KABE opyaviouoU YeVIKA) emIBAAAOLV
TNV dlo@opomoinon ota  OTolxEio Tou  eP@avidovial  oTa  XPNOIUOTOIOVHEVO
TmoTomoINTIKA. Mopotnprnke OPWC OXETIKA, OTI €AV LTAPEEL €vag KOVOC Kal
IKQVOTIOINTIKOC TOTIOC TIEPLYPAHC TN TOLTOTNTOC TWV TEANTWVY, Ol ISINITEPES AVAYKEC
yla dlaxeiplan dIKAIWPATWY TIPOSRaCNC Twv TEAATWY OTIC UTNPETIEC TV Tpamelwv
(ko KGBe GANOL opyavIoUOoUL) pmopolv va AuBolv og “eminedo e@apuoyng” (T.x. WE
TNV XPAON OXETIKWV E€0WTEPIKWV PBAcEwV dedopévwy TwV Tpomelwv). Av Kal Ta
Béuata ac@AAElag Kpivovtal w¢ “KoBopIoTIKNC onuaciog” yia TNy a&lomioTia Twv
NAEKTPOVIKWY CLVOANAY®V 10iw¢ 0TOV TPAME(IKO TOPEN, TO KOOTOC avamtuéng Kol
oLVTAPNONG TNE OXETIKIC LTTOOOMNC Eival YeyAAO Kal dgv UTIOPEL Vo peTaTteBel EUKOAX
oTov TEAATN (UI0C KOl auToC Bewpei OgdoPEVN TNV TAPOXN OOQPOAEIAC OTO TNV
Tpdmeld TOL), KOl OUTO OMOTEAEl €vav OKOUN OVACTOATIKO TAPAYovTIO yio Tnv
QVTIKATACTOON TwV ‘KAACGGIKWOVY’ HEBBdWY ao@OAEIOG TTOU XPNOILOTIOI00Y W¢ CHUEPT
ol Tpdmele¢. H viwobBeétnon piag kowvng “TMoAtikig HAEKTpOVIKNAC YToypa@ng”
(MHY) omo oAe¢ mg Tpdmele¢ (Méow TNC¢ Evwong Tpamelwv EANGdOC)

EVOEXOUEVWC:

e Ba €kave MO 0AQEI TOUG OPOLE XPNONC TWV NAEKTPOVIKWY UTOYPAPWV Kal

TIOTOTOINTIK®WY,
e Ba dlopoipale To KOGTOC €KOOONC TWV (KOIVWV) TIIGTOTIOINTIKWV,

e Ba av&ave TNV XPNOIKOTNTA KOl TNV OEIOTIOTIO TWV CGUYKEKPIUEVWY UEBBdWY,

Kal

e TEAIKA Ba amoteAovae mBavo Kivntpo yia TI¢ Tpdmnelec Kal TOLE TTEAATEC TOUC

yla TNV OVATTUEN Kal XPrion OXETIKWV EQAPHOYWV.

Me a@opuy Ta TOPOMAVW, €EETACBNKE N TPOOTTIKI) OnUIoLPYIOG MIOE KOIVAG

TIOMTIKIC NAEKTPOVIKWV LTIOYPOPWV METAED Twv EAANVIK@Y Tpamelwv, yia TNV omnoia

67



HAEKTPONIKEZ YMNOTPA®EL KAl HAEKTPONIKA MIZTOMNOIHTIKA TAYTOTMOIHXHZ

OMWC EKPPACTNKAY OPKETEC EMIPUAAEEIC Kal TEBNKOV TOAG “Kautd” {nTruato ano

TOUG EKTIPOCWTIOVE TWV TPOME(WV IOV CUUMETEIXOV OTIC EQYOTIEC.

210 mAaiolo autd emionudvenkav Kot e€etdabnkav d00 da@opPETIKA aevdpla: Eite
(o' oevdplo) éva Koo OAAG “KAEIOTO” TPOTE(IKO CUOTNMO €KOOONE NAEKTPOVIKWV
TIUOTOTOINTIKWY TPOG TOUC TEAATEG(UE CUYKEKPIUEVO XAPOKTNPIOTIKA), Ta omoia Ba
emTpEneTal (Kat Ba  emPBAAAETAI) va  XPNOILOTOIOUVTAL QTOKAEIOTIKA YId  TIC
TPaMEIKEG TOUG OUVOANOYEG, €ite (B' 0evaplo) TPOGOIOPICUOC KATIOIWY «KOIVGV
BOOIKWV  TPOJIAYPOPWV-ATAITACEWY»  (TL.X.  OVOYVWPIOPEVO  TIOTOMOINTIKA Y€
avaypaen €mBETOL, ovouaToC, €Toug yévwwnong kKat A.®.M. ry/kat GAAoL povadiko
“KwAIKOL TOUTOTNTOC” TWV UTOKEIMEVWY, KOBWG Kol TPOTSIOPICUOG GUYKEKPIPEVWY
opiwv 0TO VYOG TWV EMITPEMOUEVWY GUVOAAQYWV) KOl OTOd0XH, €K MEPOUC TWV
Tpanelwv, OAWVY TwV TICTOMOINTIKWY “TnN¢ ayopdc” (onu.: Ta omoia o xpriotng Touc Ba
UTIOPEl VO Ta XPNOIMOTIOIED KOl O€ GANEC EQOPUOYEC, TLX. e-govemment-) mou Ba
KOAOTTOUV TIC TTPOUTOBETEIC QUTEC (XWPIC va amoKAEIETal Kol 0 guVOLACHAC Kal Twv

000 aevapiwvy).
Kat aTig 600 epIMTWaoEIC TEBNKav Ta €€NC (NTAMOTA-ETIQPUABEEIC:

a) AVTOywVIOUoU Kal JAPKETIVYK, OTIWC TLY. «YIOoTi 0 meAaTng MOY va xpnolpomnolei
TLX. Mo KapTa (smart-card) pe to Aoyoturmo evog tpitou i pag AAAHZ tpdmnedag Kat
ox1 pe 0 AIKO MOY Aoyotumo». AvTITAxBnKe OpwE Kol TO YEYovOC 0TI 0 XpAOTNG
dev gival duvaTtov va LTIOXPEWBEL OTO va EXEL pIa SIAQOPETIKI) NAEKTPOVIKN LTIOYPAQN)
(Me 6,11 QUTO onuaivel: TOAATAEG dIOdIKAGIEC TIIOTOTOINGNG, GAAA KPUTITOYPAPIKA
KAEIOIA 0 EEXWPIOTO QOPEN Kal GAAD TIIOTOTIOINTIKA HE JIAQOPETIKOUE TO KoBéva
0OpouC XProne) ylo Kdabe pia tpamela e v omoia cuvepyadetal, Kal emmpoadeTa
AAAN(-€Q) d10QOPETIKA(-£Q) YIO TIC EQPAPHOYEC NAEKTPOVIKAC OlaKLBEPVNONG, Kal
GAAEC Y10 GANEC EQOPUOYEC. EEAANOL XAPAKTNPIOTIKO “KAAG TOPASEIYHO™ AMOTEAEI N

Kolvr) xprjon Twv teppatikwv VISA, avegdptnta tng Tpdmelac mou To X0oprynoe.

B) ao@dAslo TG TOUTOTMOINONG Twv TEAOTWVY, ME O£dOUEVO TO OTI 01 TPAmMELEC
npoBaivouv ol id1EC o€ aLOTNPO EAEYXO TNC TAUTOTNTOC TWV TEAOTWV TOUC Kal OTl
eavtalel 1diaitepa dVOKOAO o€ pIo TPATE(D VO TPOXWPNOEL amevbeiac o€
QMOMOAKPUOUEVN NAEKTPOVIKY) GOUVOANQYH ME €vav TIEAOTN TIOU TOTE OEv EXEl
AVTIKPioEl TPOOWTO Ye TPOoWTO. To {ATNUA aULTO EEMEPVIETOL OUWC AMO TO YEYOVOC

0TI o1 Jl0dIKaCieq TauTomoinaNg f/Kal VOUIYOTOINONC TWY UTOKEIMEVWY €ival O€
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pEYOAO BoBuo “tumomoinuévec” kat o YT mou Ba €KOGOEl “avayvwpioUEVa
TOTOMOINTIKA™ (1] KATI TOPOUOI0 OE “KAEIOTO oUOTNUA™), LTTOXPEOUTAL € EVaV TETOIO
EAEYX0, Kal g€ KABE mepimTtwan avaAauBavel autdg Tnv vBvvn va eyyunbei mpog KAbe
Tpito (}, povo mpo¢ TIC TpdmeleC OTn TEPIMIWON Tou “o’ dgevapiov”) yio TNV
TOUTOTNTO TOU UTIOKEIPEVOUL. 'ETal, 0T BaBuo6 mou o1 guvaAAayEC TG TPATEOC PE Eva
TIOTOTOINUEVO UTIOKEIPEVO dgv EEMEPVOUV TO OYPOC TwV Opiwv €vBLVNG TOL TBAVAG
éxel opioel o MYT oTo XPNOIUOTOIOVUEVO TIIGTOTIOINTIKO, N Tpdmneda Oev KIVOUVEDEL

VO Unv anolnuiwBel otnv mepintwon KAnolag “mAacTonpoowmtiog”.

y) EMMESO TANPOPOPIOKWVY GTOIXEIWV Y1 TO UTIOKEIPEVO-TIEAATEG, |UE DEGOPEVO OTI VOl
NAEKTPOVIKO TICTOTOINTIKO TEPIOPIdETal aTnv  avaypaery EAAXIOTWV  OTOIXEIWV
Toutomoinong (kair mBavw¢ Kal o KAMOld, MOVO, TICTOTOINPEVN 1010TNTA) TOU
UTIOKEIPEVOL TNG. MPAyUOTI, TO TICTOMOINTIKO d&vV aMOTEAE “Bloypa@iko anueiwpa”
TOU ULTIOKEIUEVOU KOl XPNOIUEVEL POVO yIa TNV “Tautomoinor|” tou. ‘ETal, Ta umoAolma
gtolxeia mou ouvnBwg ¢ntdel pia Tpdmeda (T.X. OIKOVOUIKA OTolXEia, EKKABAPIOTIKO,
GAAO OTOIXEIO TOUTOTNTAC, VOMIUOTIOINTIKA E£yypa@O yia TNV €KMPOCWTNGN HIOC
eTaIpiag, K.AT.) PMOpouv vo €EOKOAOUBNOOLV VO CUYKEVIPWVOVTAL OMO TIC i0IEC
TINYEG-EYYPOQA TIOU XPNOIPOTIOIOUVTOL KOl GruEPa (TLX. QVTiypa@o aoT. TAUTOTNTOC,
EKKOBaPIOTIKOU, KATACGTOTIKOD K.A.T.) TO OToia Ba aTEAVOVTAL G OUTHV TAXUOPOUIKA,
N, ot0 Pobud mMOU KaTaoTEl QUTO dUVOTOV, Kol NAEKTPOVIKA (UE NAEKTPOVIKEC

UTIOYPOPEC TOUL EKJOTN TOUC /KOl amO TO id10 TO UTIOKEIUEVO).

d) mpdoPaacn otn GUVOAIKY BAon OEdOPEVWY HE TO UTIOKEIEVA. TNV TEPIMTWAN TOU
“a’ oevapiov”, epooov umdpxel pio Kowvy Ymnpeoio Kataxwpnone (Registration
Authority) yio Ta oTolX€io Twv TICTOMOIOVPEVWY, UTOPEL VO CUP@WVEITOL UE TOUG
TEAATEC (MEOW TNG OXETIKNC “oluPBacng cuvdpounTt”™) 0TI mpocBaacn Ba £xouv OAEC ol
Tpdmeleg 1) OKOWN Kal Kapia, evw oto “B’ aevdplo” (6mou xpnaoigomololvtal Tpitol
MYM) mnpoPAenetal omd TNV vopoBesia ot ot MYM  (avayvwplopeEvwy
TIOTOTOINTIKWY) TPEMEL VO ONUOGIELOLY KATOAOYOUC OTOUC OToioug 0 “kaBévac”
UTOpEL va €xel pOaBaar), Kal ol omoiol TPEMEL va TEPIAAUBAVOUY OAa Ta (evepyd)
TIOTOTOINTIKA TIOU €KOIOOLVY, EKTOC OMO AUTA TWV UTIOKEIPEVWV TIOU EXOUV dNAWCEL

mpog tov MY avtifetn embupia.

€) OVOHOOTIKA TICTOTOINTIKA Kou mapafioon tpomedikol amoppritov. Av Kal o€
TPWTN OKEPN Otixvel OTI UTOPeEi Vo TPOKOWEL OXETIKO TPOPRANUO, N XpPron

“OVOUOCTIKWV” TIOTOTIOINTIKWVY ONHOCIWV KAEIDIOV TWV UTIOKEINEVWY OE TPOTECIKEC
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ouLVaAAQYEG (UE TOPAAANAN 1 OXL XPrON TOUG Kal O€ GAAEC EQAPHIOYEC 1) OE TIOANEC
dIOQOPETIKEC TPATELEC), OV MaPAPIAlOUY TO OXETIKO amoppnTo. Ki auto d10TI OAEC ol
OLVOANQYEC UTIOPED VO yivovTal PE KPUTTOypa@nuevn emkovwvia (tomov SSL/TSL)
KOl OKOUN Kol OTnv TEPIMTwon mou 6o amoITeital n Xpovooruavarn KAmolwv
“eVTOAQV” 1 “oupBdoewv” Tou TEAATN pE TNV TPdAmela, n “clbvodn” (digest) Twv
OUYKEKPIPEVWVY EYYPAPWY N Omoia amaiteital va oTéAvetal atov (“1pito”) “IMdpoxo
YTnnpeolwv Xpovooruaveng” €ival amoTéEAECUA EQAPUOYNC EIBIKWV  OAYOPIBUWY
KOTAKEPUOTIOMOU (T.X. SHA-1, MD-5, K.AT.) KOl dgv UTOPEL va amoKaAUYEL Timota
OXETIKA ME TO TEPIEXOUEVO TOUC. Amevavtiog, n €kdoon Kai Xprion &vog
OUYKEKPIPEVOU TIGTOTIOINTIKOU NAEKTPOVIKIC LTIOYPAPNC Yo “OMOKAEICTIKA Xprion”
o¢ pia Tpdmeda AMOKAAUTTEL TNV OXECN TOU UTIOKEIWEVOL UE TNV Tpdmela Kol Ty

KOTOXI) TPOCWTIIKOU AOyaplaguol ToU G’ GUTAV.

0T) OUVWVUUIEC TWV UTIOKEIYEVWVY, Ol OTI0IEC OEV ETITPEMOUV 0TV TPAMela Tov €ival
amodEKTNE EVOC “EMWVULOL” TIICTOTOINTIKOU TEAATH, VO GUVOECEL XwPi¢ ap@IBoAia To
TPOOWTO TOU TEAATN HE TO OTOIXEID TL.X. MIOC “OLUVOVUHUNG” OOTUVOUIKIC TOUTOTNTOC
N €vOC “OLVWVUHOL” EKKOBAPIOTIKOD ONUEIOPATOC TNG €eopiac mou Ba g
TPOOKOUioel 0 TeAevTaio. To MPOBANUa auto Ba pmopolaoe va Aubei pe v xprion
KOl avaypan €vog mpayuatikol (Kat oxl evog “oubaipeTou”) Kwdlkol Tautonoinong
N “subject’s serial number” Tou unokelpévou (Y. 10 A.®.M. i} Tov Ap1Buo AcTuv.
Tavtotntag), tov omoio Ba mioTomolei 0 oXeTIKOC YT avaypd@ovidg Tov OTo
OXETIKO TIOTOTOINTIKG. X’ auTh TN MePImTwon, Opwe, Ba mpénel va An@Bouv coBapd

LTOYN TLXOV (NTAUOTO “TIPOCTOCIOC TPOCWTIKWY OEAOUEVWV” TOU UTIOKEIUEVOU.

() avaykaia mpooappoy NG LTAPXOLOOC HNXavoypaEnaong HWE Tn XpHon GAAwv
KWOIKWV TAUTOMOINGNG TOUL TEAATN amO Tov OIKO NG “KWOIKO TEAATN” ry/Kal Tov
“aplBuo Aoyaplacuol” mou Xpnoldomolel w¢ Twpa n kdbe tpamela (kar mou B
pmopouae va eEaKoAOLBEL va xpnotuomolei Toug idloug, €dv €KOIOE QUTA TA OIKA TNC
TIOTOMOINTIKA TPOC TOV TEAATN). Mpdyuati, omoteAei éva TPOBANUA, TO 0ToI0 OHWC
AOvetal  €0KOAO e TV dnuioupyio  piag  «evdlapeonc Paong  0dopévwv
QVTIOTOIXNONG» TwWV OTOIXEIWV TWV TICTOMOINTIKWY HE TOUG UTIAPXOVTEC KWAIKOUC

TEANTWV TNC Tpdmnelag (Toug omoioug, €101, Ba umopei va eEKOAOLBEL va xpnaoipomolei

0TNV €0WTEPIKNA pNXavoypaenar) te).
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5.2.2 Xprion NAEKTPOVIKWVY LTIOYPAP®Y GTNV KIvnTr) TNAEPwvia (m-commerce)

H xprjon Twv NAEKTPOVIKWY LTIOYPAPWY PECW JIKTUWV KIvNTAC TNAEQwVIag gival
akOua pia €€EMEN OTO XWPO TWV NAEKTPOVIKWV LToypa@wv. H idla n ouokeun
(kKtvntA)) TNAEQPWVOL TIOU £XOUKE BAOL TAVW MOC ival RdN €vag “avayvwatng EEUTVWV
KOPTWV” (SIM KapTeQ) Kat Ba umopolaoe va amoTeAETel pia 01€€000 aTo {ATNUa TN
e€AMAWONC NG XProNG avayvwoTwv €ELUMVWV KAPTwy. Ta TPOTUTA YId OCQAAEIC
avayvwoteg  “smart-card” (CEN/ISSS “FINREAD”) mpoBAémouvv TV  Umapén
EexwploToL MANKTPoAoyiov (numeric pad) Kot 086vng yio TOUC AVOYVWOTEG KOPTWY,
KOl TO KIVNTA TNAEQwva PTOPOUV VO OMOTEAECOUV, KOTW OMO OUYKEKPIUEVEC
nPo0MOoBETEI], PO LAOTIOINON TOu TOpPamdvw TPOTUTOL Kal Vo TAPACXOuUV OTOUC
XPrOTEC TOUC TOV QATOPAITNTO -y10 dNUIOVPYIO AVOYVWPIGUEVWY UTIOYPA@WVY- OGQOAN
avoyvwoTn “€Eumvwv  KOPTWV” (UEPOC TNC amaITOUPEVNG OUVOAIKNAG “00@OA0UG
d1dtaénc dnuiovpyiag umoypaEng”, CLPEWVA HE TO BECUIKO TTAIT10).

AvayvwpioBnke n meplopiopévn duvaTOTNTO TWV K¢ CHUEPA XPNOIUOTOIOVUEVWY
KIVNTQOV TNAEQWVWV 2NnC YEVIAC YIO TAPOXH) TPONYMEVWY UTNPECIWV Ol OTOIEC
anaitolv Xprjon NAEKTPOVIKWV UTIOYPO@WY Kal TIOTOTOINTIKWY. AUTO OUwC OANALEL
OPOUOTIKA PE TOV EPXOMO TWV JIKTUWV KOl TwV GUCKELWVY 3NC YEVIAC (3G) -akOua Kal
OTO ONUEPIVO TIEPIBAAAOV TNC ATOKAAOLUUEVNC 2.5 G OTOU 01 dUVOTATNTEC AVATTUENG
OXETIKWV EQAPHOYWV Eival EQAUIANEC YE AUTEC TWV TTPOCWTIKWY UTIOAOYIOTWVY Kal TOU
internet. EMIMPOoBETWC, Ta KIvNTA TNAEPWVO KOl Ol OUOKELEC PDAS, Adyw Tng
@OpPNTOTNTOC Kol TNE duvatdTNTog yia aclpuatn emikovwvia (Bluetooth f/kat IR) pe
GAAO TEpOTIKG (ATMSs, POSs, K.A.T.) Tou O100€TOLY, OMOTEAOUV 10AVIKO PEGOV YIO
TNV OVATTUEN TOAAWV OXETIKWV EQAPHOYWY, OTWC NAEKTPOVIKWY TANPwUwWY (e-

payments) Kol NAEKTPOVIKQV €loltnpiwv (e-ticketing).

Emionuavenke 6t1 ot SIM Cards mouv XpnolpomolodvTal ata KIvntd TAEQ@wva, wC
«Smart cards» Tou €ival, £€xouv dUVOTOTNTO ACPAAOUC OTOBNKELONC KOl XPriong Twv
KAEIOIV TOU XPNOTN Kal OTI yIo OUTO TOV AOY0 TO KIVNTO TNAEQWVA PTOPOUY UTO
TPOUTIOBECEIC VO AEITOUPYNOOUY WG “O0QOAEIC OIOTAEEIC dNUIOLPYIOG NAEKTPOVIKNAG
LTOYPAPNC” yIa TNV OnUIoLPYIO “avayVWPIoUEVWY NAEKTPOVIKWV ULTOYPAPOV”.
EmmAéov, véeq texvoAoyie¢ kal pEBOdOL, OTwC QUTH TNG “KEVIPIKNC Olaxeipiong

KAEIBIWV uTtoypa@nc” (signature server) Kal VEEC €EEAIYUEVEC CUOKEVEC (TL.Y. WE TNV
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dUVOTOTNTA EAEYXOU PBIOUETPIKWVY OTOIXEIWY, PE OLVATOTNTA UTOG0XAC GAAWV Smart-
cards K.A.T.), umopolv va Tapdaxouv TEPIOGOTEPN VEAIEIO KOl 00@AAEID aTNV XPHoN
TWV KIVNTWV TNAEQWVWV ¢ PECOU dNUIOUPYIOG NAEKTPOVIKAG ULTOYPAPAG KOl

OIEVEPYELOG TIPOCWTIKWY GUVAAAY V.

H PEANOVTIKN) Xprion Twv KIVNTWV TNAEQWVWV YIO TPOoROCN OE TPONYMEVEC
UTINPECIEC KOl yla TN OIEVEPYEID OIKOVOUIKWY CUVOANOYWV TPEMEL VO Bewpeital
dedopévn Kol va An@Bei um’ OYlv OTOUC OMOIOUG OXESIOOHUOUC  EPAPUOYWV
“NAEKTPOVIKOU ETIXEIPEIV” yivovTal. Ot emMevOUOEIC Yia TNV OVATTLUEN JIKTUWY Kal
OULOKELWV 3NC YEVIAC Ba eMIPEPOLY TPOCBETEC Kal eEEAIYUEVEC dUVOTOTNTEG OE AUTA
€QPO00OV OUWC OVOTPATEL N LTIAPXOLON OVTIANYN TWV XPNOTWV, Ol OTI0I0I CUVOEOLV TNV
XPr|0N TWV CUCKEVWV TOUC MOVO HE EQAPMOYEC EMIKOIVWVIAE (Pwvr, SMS, MMS) R

KOl PE amAEC uTtnpeaiec Puxaywyiag (ringtones, games, MP3/radio player, K.AT.).

5.3 AMNAITHZEIZ-ANATKEZ TEAIKOY XPHZTH

AVAyKn Yo YIKPO ap1Buo amopaitnTwy “NAEKTPOVIKWY LTIOYPOPWV™ KAl QOPEWY
TOUC.

H duvatotnta evog xprjotn/umoypd@ovia (‘UMOKEIYEVOL TIgTONOoINoNg’) va
umopei va xpnoigomolnoel Ta idio pEca (LY. KPUTTOYPOQIKA KAEIOIN, QOQOAEIC
(POPEIC, MIOTOMOINTIKA, AOYIOUIKO ETMIKOIVWVIOG, K.A.T.), TOOO yla T Onuiovpyio Twv
OIKWV TOU “NAEKTPOVIKWY ULTOYPA@WY” G600 Kal yio TV €NoAnBsuon  Twv
NAEKTPOVIKWV UTIOYPAQWVY TPITWV, OF TEPIOCOTEPOUC OMO EVOV CGUVAAAAKTIKOUC
KOKAOULG, (OnAadA N “OIAAEITOUPYIKOTNTO” OAWV TWV OXETIKWV EPYOAEiwV Kal

EQPOPHOYWV), amMOTEAEL Eva onuOvTIKG {nNToluEvVO, agou:

a) Ba PEIWOEL TO CUVOAIKO KOOTOC amoapaitnTouv e€0mAIoMO0 ToL XpHaoTN,

B) Ba amAomoInoel TIC AEITOVPYIEC Kat TIC d1adIKOTieC TOL XProTh.

y) Ba meplopioel TI¢ TOAAATAEG “O10dIKATIEC TAUTOTOINONG” TWV UTIOKEIUEVWY,

d) Ba oupPalel otnv dnuioupyia NG amapaitnIng “Kpioiung padac”  Twv
TIOTOMOINPEVWY XpNoTwv (Tov Ba €Xouv TNV duVATOTNTO NAEKTPOVIKNC UTIOYPOPNC

TOUG), TIOV, ME TNV OEIPA TG,

€) 6o 0dNynRoel ae AVATTUEN KOl TTOPOXN TEEPICCOTEPWV UTNPECIWVY TIPOC TOUG XPHOTEC,
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5.3.1 Avdykn Y10 TpooTocia Twv (NAEKTPOVIKWY) TIPOCWTIKWY 0E00UEVWVY TOU

H “OloAeIToupytlkotnTa” Kai n xpRon e idiag “atopikng” WneIloKAg LTOYPAPNC
EVOC XproTn (LTOKEIMEVOU TIGTONOINGNE) 0€ TOAAOUG GUVAAAAKTIKOUG KUKAOUG, TIEPQ
amd T ONUAVTIKA 0QEAN NG, BETEL Evtova (NTAMOTA TPOCTAGIAC TWV TTPOCWTIKWY
Oe00PEVWV TWV XPNOTWV OUTWV Omo TIOAVEC QVETITPENTEC OIOCTOUPWOEI( TWV
OUVOAAQY@WV TOUC KOl TNV Onuiovpyia, €tol, apXeiwv He OAOKANPWHEVO OTOMIKA
“profile” (“nAeKTPOVIKO QOKEAWUO™) TOUC. ldlaiTepa €EETAOBNKE N MEPIMTWON TNC
EMAOYNC KOl avoypa@ng &vO¢ «TMPAYMOTIKOU» KwOIKOU  TOUTOTOIiNoNC Twv
UTOKEIPEVWVY (TLX. A.®.M. 1) Ap. AcT. TauToTNTOC), 0 OT0I0g «Ba AvayPAPETAL TTAVTA
KOl 0€ OAO TO NAEKTPOVIKA TIOTOTOINTIKA TOUG KOl Ba Xproipomoleital and OAEC TIC
€QOPUOYEC». KATI TETOI0, OV KOl EXEl OXEDOV EQOPUOCTEL 0€ PEPIKA KPATN (T.X. OTNV
ITadia Omou oxedov OAG TO “avayvwplopéva”  TICTOTOINTIKA  XPNOIKOTIoI00V
ouVBUOOHUO TOL ovopatog pE Tov “codice fiscale” (APM) TOL UTOKEIPEVOL) KOl
TPAYUATIKA OIEUKOADVEL TOV €AEYX0 KOl TNV d100TO0PWAN TWV  TANPOPOPIWV
TOUTOTOINONC TWV UTIOKEIPEVWY, Ba epXOTOV OE OVTiBEDN TOCO WE TNV OmOPACN Yid
TNV un 1ox0 tou “Evidiov Kwdikod ApiBuod Mntpwou” (EKAM) otnv EAGda, (0
omoiog eixe BeapobetnOei pe Tov v. 1599/86 Kal KOTOPYRBNKE -Xwpi¢ moTE va 1ox0oEl-
and 10 & 6 Tou v. 1988/91), 600 KOl UE TOV OXETIKO VOUO “TEpi mpooTaagiog
TPOCWTIKWY dedopEVWY” (v. 2472/97, dp. 883, TO OMOI0 aMAYOPEVEL TNV XPHon
“evidiov  KWAIKOU” yla Tnv d1000VOEDN OPXEIWV TPOOWTIKWY OEQOUEVWY, XWPIC

mponyoluevn ddela TN oxXeTIKAS Apxne M.A.M.X.)

IXETIKNA €ival Kal n mepimtwaon ¢ Auatpiag, 0mou £xouv ekO00el “eviaiol KwdiKoi
apibpoi uNTpwoL” yio KABE TOAITN, 01 0TI0I0l OPWC PUAACTOVTOL GE HIO Ac@OAR Bdon
dedopévwy TNV omoia diayelpiletal n Apxn Mpoaotagiag Mpoowikwv Agdopévwy TG
xwpag (n omoia e€ac@aAilel Ta EXEyyua yia TNV 0WAOTH XPNOIKOTOINGN Kal TpooTacia
TOUG). XT0 OUOTNUO TOL €xouv ovamtOéel o’autrv Tnv Bdon, yia v Kdabe
NAEKTPOVIKN UTNPECIO-EQAPUOYN EQPAPHOLOVTaL EISIKOI OAYOPIBUOL GTOV eviaio auTo
KwAIKO, Ol omoiol €€Ayouv HOVO TOV KATAAANAO KWOIKO TOUL OmoITETal am’ T

OUYKEKPIUEVN EQAPUOYT, TPOOTOTEVOVTOE £TCL TOV TOAITN aMO TNV AMOKAALYN TNG
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TOUTOTNTAC TOU Kal TN yvwoTomoinon GAAWV Un XPAOIMWY OTOIXEIWV TOU OTIC
OIOPOPETIKEC EQPOPUOYEC. ZE TEPITTWAN TPOPRANUOTOS, O CUVAAANCCOUEVOC HE TOV
UTIOYPA@OVTA €XEL TNV dUVATOTNTA TTPOSPUYNC 0TNV ApPXI), N OToid, EPACOV TO KPIVEl
anapaitnto, datdooel TV Gpaon TG avwvupiag f/kal v d100TalPWaOn OTOIXEiWv

TOU GUYKEKPIPEVOU TIOAITN.

Mavtwg, n XPnon OI0QOPETIKWY TIOTOMOINTIKWY YIA CUYKEKPIUEVOUG KUKAOUG
OUVOAAOYWV,  ME  OIOQOPETIKOUC  «TPOYMATIKOUG»  n/Kal  «auBoipeTouc»
(omodi166pevoug amd toug MYTT) “kwdikolg TaUTomoinong” Twv UTOKEIYEVWY, Eival N
TIO €VOEDEIYUEV TIPOKTIKNA TIOU EUMODILEL TN GUAAOYT Kal O100TaUPWAN “UN OUOEIdWY
TTANPOPOPIWV” YIa TO UTIOKEIYEVO

Mia TETOl0 TPOCEYYION, OE GULVAUOCHO HE TNV TAPOTOV®W ATOITNON YIo MIKPO
aplBud NAEKTPOVIKWY UTOYPOPWY KOTA XProTn, EKTIMATOL 0Tl 6o pmopouce va
00NyNoEl aTNV avAyKn YIO KOTOXI) TOUAGXIOTOV 5-6 O10QOPETIKWY (EEUTIVWV) KOPTWV
ylo TO KOBE XPrjOTN-UTOKEIPEVO (UE OIAPOPETIKA KPUTITOYPAPIKA KAEISIA KOl
avtioTola TIOTOMOINTIKA), Tou Ba guvdéovtal Kol Ba avaypdeouvv (EKTO¢ amd To

OVOUO 1] TO PELAWVLO) YO TIOPAdELYHQ:

e 10 “A.®.M.” TOU KOTOXOUL OTNV “KapTa Tou MoAitn” ue tnv omnoia Ba umopei
VO KAVEL GUVOAAQYEC WE TIC TIEPIOOOTEPEC UTNPECiEC e-government (OMWC
KOTOBEOEIC QOPOAOYIKWV KOl GAAWV ONAWCEWV KOl OITACEI YIO €KOOON

“TUTIIKWV” BERAIWTEWV-TIIOTOMOINTIKWY),

e Tov “Evicio ApBu6 Kowvwvikng Ac@dAionc” otnv “Kdpta Kovwviknig
Ac@aiiong i Kdapta Yyeiac” n onoia Ba xpnotgomnoleital yio ouvta&lodoTIKEC

N/Kal 10TPOPOPUOKEVTIKEC TIOPOXEC,
o évav “Alo-tpomediko Kwdikad” Tou (.. omod 1o cuotnua “Teipeaiag”) yia v

“Kapta Tpamedikwv (Kat XpnUoTIoTNPIAKWY) ZUVOAAAYwWY”,

e TNV ENOYYEAUOTIKA 110TNTA Kol ToV “Ap1BUd MnTpwou” Tou GUAAOYOU 1} TOU
EMPEANTNPIOL 0To omoio avnkel atnv “EmayyeAuatiky Kapta” tou tnv omnoia
Ba umopei (1 Ba TPEMEL) va XPNOIUOTOIEL OTIC OXETIKEC GUVOAAAYEC TOU EQV

eivan eAe0Bepoc emayyeApartiog (.. Aiknyopog, latpdg, Mnxavikog, K.ATL),
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e TOV “ApI1Buo Alapatnpiov” yia 10 “HAeKTpovIKO AlafBatriplo” mou mbavotata
Ba TPEMEL GUVTOMO VO OTIOKTIOEL Kol TO OToio Ba UTopEl va XpnaotyomolEiTal

Kal 0€ d100UVOPIOKEC TUVOAAAYEC,

e £va “ouBaipeTo KWAIKG” Tov Tou amodidetal amo évav MY ag KABE (EMWVLHO
N WELOWVLHO, OVAYVWPICUEVO i} UN) “YEVIKO TICTOMOINTIKG” TOU, TO OToio Ba
UTIOPEL va XpnolpoTolEl o€ d1aQope AAAEC dOGOANWIEC TNE IDIWTIKIC ayopAC
(on-line shopping, KOTAPTION IBIWTIKWV CUUPBACEWY, K.A.TL), K.0.K. ZXETIKI UE
TNV TOPATAVW Omaitnon €ival Kat n duvatdTnTa Tou XProTn Vo dnUOCIOTOIE
EMAEKTIKA 0 id10¢, OMOU KOl OTOTE XPEIALETOl, OUYKEKPIUEVO TIPOCWTIKA
gtolxeia TOou, avti va TOPABETEL OIOPKWC TO OGUVOAO TWV TPOCWTIKWY
OTOIXEiWV TOU TIOU PTOPEL VO TIEPIEXOVTOL OE éva TIIOTOMOINTIKO. Mia Abon ¢’
auto €ival n €kdoan Kal N (EMAEKTIKI) XProON MPOCOHETWY «TOTOMOINTIKWY
wottwv»  (“attribute  certificates”) yia  To  XprjoTn-umokeipyevo.  Ta
TIOTOTOINTIKA QuTA  “O0évovial” Pe TO PBOCIKO “TICTOMOINTIKO dnuoaiou
KAE10100” TOU UTIOKEIYEVOL, KOl PTOPOUV VO GUUTIEPIAGBOUY OTOIOLONTIOTE
€idoug mpdabeTn MANPOPOPIa y1a TO UTIOKEIEVD, OTWCE T.X. VOV “TIPOYHATIKO”
KwdIKO Tavtomnoinong (A.®.M.).

'ET01 0 KABE XprjoTNG PMOPEL va €XEl TLX. €va “PeLdWVULO” BOCIKO TIGTOTOINTIKO,
yla Ta omoia Ba €xel {ntoel Kal Ba Tou €xouv €kdobei and tov MY (o omoio¢ ¢’
auTrv v mepimTwon Aettoupyei kat w¢ “Attribute Authority”) mpdoBeta aguvdeopeva
TIOTOTMOINTIKA 1010TATWY, Ylo 000 OTOoIXEia TauTomoinang 1 1810TNTEC/POAOUC TOU
autog emibupel 3 xpeladetal va XpnoIUomoIncEl, Kol To omoio Ba  upmopei va
OLUTIEPIAGPBEL KOT’ ETIAOYNV TOU 0€ NAEKTPOVIKEC UTIOYPAPEC TOU WOTE VO EVNUEPWTEL

€101 a&10TIOTA TOV AMOJEKTN TOUC Y10 TNV GUYKEKPIPEVN “I810TNTA” TOU.

5.3.2 AvayKn ylo 010TIOTN EVNUEPWOAN, TTANPOMOPNAT Kal EKTaidevan

Me 0gdopévn TNV MOAUTTAOKOTNTO TNG TEXVOAOyiac, aAAd Kol TIC AOOQEIEC TOU
Beopikol TAQICioL, JIATIOTWVETAL HPEYOAN OVAYKN yio TNV TApPOXn €yKupng Kol
a&lomIoTNC EVNUEPWANC TTPOG TOUE TIOAITEC-OLVNTIKOUC XPrOTEC, N omoia Ba avatpePel

TO KAipa “olyxuong” Tou EMIKPATEL OXETIKA HE TN XPrion, TIC AEITOLPYIEC Kol TV
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VOUIKN] Qvayv@pion Tou TuyXavouv ol JIAQopeC TOPOAAAYEC TNC TEXVOAOYIOE TWV

NAEKTPOVIKWV UTIOYPOPWV.

Kpibnke emion¢ OT1 n OAOKANPWON Kol 1 AEITOLPYiO Twv  UNXaVIOP®WV

d1aTIOTWAONC TNC AOPAAEING TWV “TIPOIOVTWV NAEKTPOVIKNC ULTOYPOPNC” Kol TNnC

eBehovTiKA¢ Olamiotevong twv MYM, und v €éwola TN¢ TapPoxng “emionung

TANPOEOPNONG” TPOG TOUC TEAIKOUG XPHOTEC Yyla TNV TPAYUATIKI TOIOTNTO Kal

ao@AAELQ TOUC, Ba CUPPBAAAEL OTNV OVATTLEN TNC EUTIIOTOCUVNC TWV XPNOTWY TPOE TO

TIOPEXOMEVA OXETIKA TPOIOVTO KOl UTINPETIEC.

KE®AAAIO 6

6.1 YNOWH XYMIEPAZMATQN & NMPOTAZEIZ

2YNOWH ~YMITEPAZMATQN

Ol NAEKTPOVIKEC UTIOYPOPEC KAl TO NAEKTPOVIKA TIIOTOMOINTIKA TOUTOMOINONG,
TOPA TNV TOAUTAOKOTNTO TIOU T XAPAKTNPIZEL, OMOTEAOUV GrUEPO TNV HOVN
aglomaotn Adon yio TNV Tautdxpovn TICTOMOINGN TNG MPOEAELONC KOl TN
JIAC@PAANION TNC OKEPAIOTNTOC TWV OIOKIVOUUEVWY OEJOUEVWV OE “OVOIKTA

diktua”.

H peAéTn katl n mioTr TAPNoN Twv OXETIKWY EVPWTOIKWY VOUIKOTEXVIKWV
TPOTOMWV OTOTEAEL pio BacIk PEBOJOC Yo TNV TEKUNPIWHPEVN CUUMOPQWAN
TWV LTNPECIWV KOl TWV TPOIOVIWV ME TIC amaitoelg Tng Odnyiag 10iwg yia
TNV €K80CON Kal XPHomN «avoyVwPIoUEVWY TIGTOMOINTIKWY» , GAAA KAl YIO TNV

emitevén €vplTEPNC JIAAEITOUPYIKOTNTOC OTIO TIC OXETIKEC EQAPUOYEC.

H Ttumomoinon kot n SIOAEITOVPYIKOTNTA TWV TOPEXOUEVWY  UTINPECIWV
TOTOMOINGNC KAl TWV TPOIOVTWY NAEKTPOVIKAE LTIOYPAPNC AMOTEAOLV BaCIKN
TpoUTO0EDN yia TNV TEPAITEPW O1A000N Kl EVOWUATWAOT) TOUC OE EQOPMOYEC

«NAEKTPOVIKOU ETIXEIPEIV»

H olvtaén cagwv Kavovwy Kail mpodiaypa@wv (MoArtikr Yroypaeng) yia
XPNon Kat amodoxy NAEKTPOVIKWY UTIOYPAPWY KOl TICTOTOINTIKWY O€

OUYKEKPIUEVOULC TUTIOUC OLVAAAAYWVY, Bewpeital amopaitnTn o€ KaBeoTWC
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«€ENEVLOEPNC TTOPOXNC» TWV OXETIKWV UTINPECIWV TICTOMOINGNE NAEKTPOVIKNAG
UTIOYPOQNG

e O Anuoaio¢ Topéag, avayvwpiletal wg 0 BaolkOTePO MapdyovTac yio Tnv
TPoWONON ¢ XPHONE NAEKTPOVIKWV ULTOypa@wv otnv EANGdA, Adyw Twv
TIOAVAPIOPWY OXETIKWV £PYWV NAEKTPOVIKNAC dlaKLBEPVNONG (eMoveminient:)
mou oxedlddel Kol v dnuioupyia NG OmopaitnIng «Kpiowung palocy»
TIOTOTIOINUEVWY XPNOTWY, N omnoia Ba CUUPBAAEL OTNV TEPAITEPW OAVATITUEN

OXETIKWV UTINPECIWV.

* Oa mpémel va evioxuBei n eumiotoolvn Twv XPNOTWV OTIC HEBOOOUC
NAEKTPOVIKAG LTOYPOPNC KOl va dIac@OMOTEL TEXVOAOYIKA N TPOCTACio TwV
TPOCWTIKWY dedopévv Toug (Tta omoio Ba dlaKIVOUVTOL 0€ NAEKTPOVIKI)
pop@n), ano v pn €€ouatodotnuévn TPOCBOCN Kal GUAAOYH, TPOPAVAC HE
TNV amodoxy KOl Xprion Omou  autd  €ival  €QIKTO  “YeudWVUHWV
TIOTOTOINTIKWY”, KOBWC Kol TV TMOPAAANAN UTIOCTHPIEN TWV EQAPUOYWV

KPUTITOYPA@nanC d£d0UEVWV.

6.2 NMPOTAZEIZ & ZYMBOYAEZX
MPOZ THN MOAITEIA

e J0vtaén eviaiog “lMoMTikng HAeKTpoVIKNC YToypa@n¢” tou Anuocgiou yia

OAEC TIC UTNPETIEC NOVETNTIIEN T TTOL AVOTTUGGEL
e Z00TOON KEVIPIKOU GUUBOULAEUTIKOD OpyOavou YIO TnV UTOCTAPIEN Twv

TOPOTAVW UTINPECIWV Kal TNV aVTOAAQYT) TEXVOYVWOI0g PE TNV GXETIKI ayopd

e Auecn  OMNOKANpwOn Kol - AElToupyio  Twv  Becpwv  mioTomoinong
(«Alomiotwong & «EBeAOVTIKAG AlAMIOTELONC») TWV OXETIKWY TPOIOVTWY
Kal uTnNpeciov mou Ba cupPdAouv otnv avdmtuén ¢ EUMICTOoLVNG TWV

XPNOTWV

e Oa MpEMEL va EKTOVNOEL OAOKANPWUEVN EKOTPATEIO EVNUEPWANG TOU TIOAITN

yla TNV 0WOTH XPron TwV TEXVOAOYIOV NAEKTPOVIKIC LTTIOYPOPNG
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6.2.1 TPOX TOYZ NMAPOXOYZ YIMNMHPEZIQN MIZTOMOIHZHZ

e Au0Tnpr) CUPHOPPWAN HE TO EKOIOOUEVO OXETIKA EVPWTIOTKA TPOTUTIA VIO TNV
J1aoQAAION €VOC €AAXIOTOU ETIMEOOL OIOAEITOUPYIKOTNTAC TOOO OF €BVIKO,

000 KOl 0€ EVOOKOIVOTIKO ETITEDO.

e AVOMTUEN TEPAITEPW OLVEPYOTiag METAED TOUC yia TNV TPOWONon Tn¢
TUTIOTTOINONG Kal TN¢ CUPPOTOTNTOC TWV TOAITIKWV €KOOONE TIICTOTOINTIKWY
(KOl YEVIKOTEPO TWV UTNPECIOV TOUC), 0TO BOBUG 1oL OUTO Ba CUPPBAAAEL

0TNV PEYAAUTEPN aMOdOXI) TOUG OO TOUC XPHOTEC Kal TNV OXETIKA ayopd

e Z00TOON KOIVOU OLOTHUOTOC “KAGCEWV” YIO TA EKOIOOUEVA TIIOTOTOINTIKWY,
omou Ba mpoadiopidovtal KOIVA EMIMeda OTA OPI0 TWV  EMITPEMOUEVWV
OLVOANOYWV KOl 0TV ovOANUN avTioTolxng €uBlvng €K PEPOULE TOUC,
AaufBavovtag v’ oYV TIC aVAYKEG NG eyxwplag ayopdc (diafolAsvon We
Tpdmeldec, Anuocio, KAT. mou 6Ba eivar o1 KOPIOl QMOOEKTEC TwV

TUOTOTOINTIKWV)

6.2.2 MPOZ NMAPOXOYZ ANANQN YMHPEZIQN noy
XPHZIMOTITOIOYN HAEKTPONIKEZ YINOINPADEZ

e X0vtaén n uviobEtnon Kowwv  «MMoAtikwy  (amodoxrc) HAEKTPOVIKIC
YToypa@ng» HE GAAOUC TOPOXOUC CUVOPWV ULTNPECIWV (TLY. Tpamelec,
TNAETIKOIVWVIOKOI QOPEIC, TAPOXOL UTINPECIWY TIEPIEXOUEVOU, K.A.TL.) YEYOVOQ
mou 6o ouPPBAAEl OTNV WeyloTomoinon Tou OpPIBUOL XPNOTWV (KATOXOUG
KPUTITOYPAQIKWV KAEISIWV |IE TUTIOTIOINUEVEC TIPOSIAYPOPEC) GTOUC omoioug Ba

ameuvBOvVouY TIC UTINPEGIEG TOUG

e JuuBOAR OtV avdamtuén KAIPOTOg €eumIOTOOUVNG TWV XPNOTWV, HE TNV
auaTtnpr TPNoN OAWV TwV TPORAEMOUEVWV TOAITIKWV OOQPAAEIOG KOl TNV
LTOaTAPIEN TWV KATAANAWY TEXVOAOYIWV Kal PeBOSwWVY TTou S100@QaAI{ouY TV

EUTIOTEVTIKOTNTO TWV TPOOWTIKWY dEGOUEVWV TWV XPNOTWV-TIEAATWV TOUC.
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6.3 ZYMBOYAEZ NPOZ TON TEAIKO XPHZTH

No evnuepwvetal d1e€odIKA yio OAOUC TOUC OpPOUC  XPHRonC Twv
KPUTITOYPAQPIKWOV KAEIOIWVY, TWV TICTOTOINTIKWVY KOl TWV CUVAPWV LTNPECIWOV

Tou MYT1 KoTd TNV aitnor| Tou yla TNV €KJ00N TICTOMOINTIKOU NAEKTPOVIKIC
UTIOYPOPRG

No tnpei pe eMIPEAEI TNV MUCTIKOTNTO KOl TNV OTOKAEIOTIKN XPrion Twv
OXETIKWV IOIWTIKWV KAEIBIWV TOU (“Un €KBeaNn TWV KAEIBIWV LTIOYPAPNC TOU

g€ Tpitouc”),

Na ¢ntd ané tov MYI tnv avakAnon (] TV avooToAr]) TOU OXETIKOU
TIOTOTOINTIKOU TOu €av Befaiwbei yia () vmoyiaobei) omoladnmoTe €kBean
TWV I0IWTIKWV KAEIOIV TOU O€ TPITOu, KOBWC KOl 0TV TEPITTWAN TOoU

AMWAECEL TOV POPEN /KO TOV EAEYXO0 TWV ISIWTIKWV KAEIOIWV TOU.

NoO XPNOIUOTIOIED TA GUYKEKPIUEVO KPUTTOYPOQIKA KAEISIA TOU WOVO OTIC
ETITPEMOPEVEC OTO TO OXETIKO TIOTOMOINTIKO TOU XPNOEIC KAl va PNV
umepPaivel o agia guvoANay®V T TUXOV “Opla” Tou TPOBAEMOVTAL AN TNV

Z0uBaaon Kat TV MOAITIKI TOU TICTOTOINTIKOV TOU.

umepPaivel o€ a&ia cuvaAaywv Ta TLXOV “Opla” OV TIPOBAEMOVTAL OO TNV

> 0uPaon kat v MOAITIKI) TOU TICTOTOINTIKOU TOU.
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