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MNEPIAHWH

H ekmévnon tn¢ mapoloac MTUXIOKIC EPYOCIOG TPOYMOTOTOINBNKE PE OKOTO T
dnuiovpyia ETOIMWYV AOKAGEWV 01 OToieq Ba KOAUTITOUY OAN TNV €EETACIUN VAN TN
miotomnoinong (XNA. H epyaaia xwpiletar ag 600 pépn.

2T0 TPWTO MEPOC, TO OTOI0 OMOTEAEL TO YEVIKO HEPOC YIVETAI Wi EKTEVIC ava@opa
oty Cisco Systems, pio amd TIC KOpuaieC €TalpieC OIKTLWONC OTOV KOOUO. XN
OLVEXEID TIOPOLCIALETAL 0 €EOMAICUOC OIKTUOU Kal Ol TIOTOTOINCEL NG AKOdnuiag
AIKTOWONC TOU N id1a €XEl dNUIOLPYNOEL. ZTN CLVEXEID YiveTal pio avagopd ota
EIKOVIKA €pyOaTAPIO KOl TO OKOTO TN¢ dnuiovupyiag Toug Kal mapouaialovtal KAMolol
BaCIKOI TPOCOHOINTEG DIKTUWV.

2T0 deUTEPO WEPOG ULAOTOIOLVTOL Ol OOKACEI TOU OmMOTEAOUV TNV VAN NG
miotonoinang OONA Tn¢ ~00 pe T xprion Ttou mepiBdArovtog ON=38. ApxIKA
napoualadovtal T PAPOTA yIo TNV €YKOTOOTOON KOl TO TPOTO AEITOLPYiag Tou
TPOYPAUMATOC KOl 0T OUVEXEID avanmTOOOOoVTOlL Ol AOKAGEI( NG UVANC TN
nigTomoinang Pe tn oxediaon amA®Y oAAG Kal GUVOETWY JIKTUAK®WY TOTIOAOYIWV KAl N
TPOCOMOoiwaN TNC AEIToupyiag TOUC.

TéNog, yivetar pia ouvomtikl avag@opd ota Booika onueio ¢ epyaciog Kat
avoALOVTOL TO CUPTEPACHATA OTO OO0 KATOANEAE.



EIZAIQIN'H

Eipaote moA0 Tuxepoi! Ztov 21° aiwva mou (oUpe, LTAPXEL TPOKANGN, EATIdQ,
dnuioupyial! O KaBNUEPIVOC AvBpWTOG £XEL TN dUVOTOTNTA VA WABEL, va TagIdEYPEL, VO
polpacTel, va (o€l OAa 6ca Ogv UTOPOUCOV OKOMO KOl Ol OUTOKPATOPEC TWV
TEPATHPEVWV OLOVWV va dlovondouv...

AvamooTacTo KOPHMATI TNG KABNUEPIVOTNTAC pOC amoTEAEi TO AIOdIKTLUO TOU
EUQOVIZEL OAOEVa KOl TIEPICOOTEPEC EPOPUOYEC Kal uTnpeaiec. O1 enevdlOEIC TTAVL
otV OIKTOWAON £€X0ULV EMIQEPEL OPOUATIK QUENON TNC TAPAYWYIKOTNTOC, WE
anotéAeopa va  PBAEmoupe avénon Ttou Plotikov  emimédou. H  avénon 1ng
TOPOYWYIKOTNTOG OEV EMITUYXAVETOL OTMAA HE TNV ayopd €EOMAIOPOU SIKTUWONC.
MAéov xpetddovtal €ISIKEVPEVOL EMAYYEAMOTIEC IOV ATAITOUVTOAL YIO TO OXediaoud,
TNV €YKOTAOTOON, TNV OVATTUEN, TN daPopewan, Tn AEIToupyia, T ouvInpnon Kal
TNV QVTIPETOTION TPOBANUATWY Twv OIKTUWY. Ol dlaxeIPIoTEG OIKTOWV TPEMEL va
@povTiCouY va €xouv OXEJIATEL TNV OCQAAEID Kal va gival ae BEan va eQapudoouy
VEEC BLVATOTNTEC AVAAOYQ PE TIC OMAITACEIC KABE eMIxEipnanc.

Mo va PBondrnoel va ovtiyetwmotei n avavopevn {ATNON  EEEIOIKELUEVWY
enayyeAyatiov, n Oigoo €xel dnuiouvpynaoel Tnv Akadnuio AIKTOWONG n omoia
TPOCQEPEL TIANPN EKTIAIGELON TAVW OF TEXVOAOYIEC OIKTOWV KOl TEXVIKEC YVWOEIC
UTIOAOYIOTWV Yla 0C0UC EMIBUPOLY VO a0oX0ANBOUY EMAYYEAUATIKA PE TNV EMICTAMN

NG MANPOPOPIKIC.

H mapoloa epyacia eival pia mpoomdadeia dnuiovpyiag ETOIMWY EpyacTnpiwy, Ta
omoia 6o KOAOTTOUV OAN TNV €€€TACIUN OAN TN mioTtomoinong OMNA Tou anoteAei
TO TPWTO PBAMA YIO VO UTIEL KATIOI0¢ OTOV KOOHO TWV OIKTOWV Yéow TN Ocoo. Méoa
and tnv €€ou0iwan TWV EPYOCTNPIAKWY AOKACGEWV WE TN XPron Tou TPOYPAUUATOC
ON83 yivetal pia mpoondbela va TPOCPEPOUPE GTOV OVAYVWOTN Hia HIKPr El00ywyn
OTOV UTEEPOXO KOOHO NG JIKTOWONG. ATMTEPOC TKOTIOC Eival N TAPAPETPOTOINGN TwV
OPOPOAOYNTWV KOl TWV UETAYWYWV TOU EXEl Tpayuatomolindei pe ™ Bonbeia Tou
efopolnt) ON8 va diatebei gTouc QOITNTEC TOU TUAMUOTOC POC  WC €va 10XUPO
BonBnua yia ™ MPOETOIYATia TOUG PE OTOXO TNV AMOKTNGN TNE migtonoinaonc FTONA.
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1. IZTOPIKH ANAAPOMH

H etaipia texvoloyiag Cisco System eival 0 peyaAUTEPOC TPOUNBEVTHC TPOIOVIWV
JIKTUWONE NAEKTPOVIKWOV UTTIOAOYIOT®WY, CUCTNUATWY Kal UTINPETIWV TIOU UTIAPXEL GTOV
KOOUO. H €dpa g etaipio¢ Ppioketar oto San Francisco,  €xel OPWG
UTIOKATACTAMATA OTIC TEPIOTOTEPEG XWPEC TOU KOGHOU. To AOYIOHIKO TnG €ival To 10S
Baolopévo oto CLI mou XpnOIUOTOIEITAL OTIC CUOKEVEC TNC.

H Cisco Systems onuioupynbnke Tto AekéuPpio tou 1984 oto Melon Park Tng
California ané éva noavipepevo (euydpl, Tov A Bosack kai tn Sandy Lemer, ol omnoiol
epyalovtav oto mavemiotAuio Ttou Stanford. O Bo sack ftav di1EuBLVTAC TOL
gpyaotnpiov Tou TuAuato¢ EmotAung YMoAoylotwv Kol n Lemer eméBAene TtOUC
UTOAOYI0TEG 0TO TURua Graduate School of Business. Ot 300 €MIOTAUOVEG EMIVONTAY
évav TPOMO va ouvdéouvv Ta V0 TOMIKA diKTUa OTO avtiotolxa TUAUOTa OTou
epydlovtav, 500 pétpa and TNV MOVETIGTNUIOUTOAN.

To TpwTOyevéC TPOIOV TN¢ €TaIpiog ATOV amd v opxX O OPOMOAOYNTHC
dadikTtOwaong (internetworking router), pio CUOKELH TIOU EVOWMATWVEL AUTOPOTA TO
AOYIOMIKO TIOU  ETIAEYEL TNV OTIOTEAECHOTIKOTEPN d1ASPOUN Yia PETOPOPE OESOUEVWY
METOED TWV JIKTOWV. Ot dpopoioyntég Cisco NTav TPWTOTOPOL GTNV LTOCTHPIEN
TOAAWY TPWTOKOAAWV Kal PUTopolaav Vo GUVOEOLY JIOPOPETIKA dikTua UETAED TOUC.
H Cisco Atav n mpwtn eToipia JIKTVWV TOU KOTAQEPE VO ONUIOVPYNOEL Evav
dpopoAoyntr, pio cuokeun mouv ouvdéel moAAG LAN (Local Area Network) cuufota
HE TO MTPWTOKOAAO TCP/IP1(Transmission Control Protocol/Intemet Protocol).

Elkova 1 O log dpopoAoyntng tng Cisco Systems ASM/2-32EM otnv Eupwnn. Eixe
eykataotabei oto CERN 1o 1987.

H oapxitektoviky tou¢ Paciopévn ot CPU2 kot n eveAigia TOu A€ITOUPYIKOD
ouotAuatog Toug 10S Toug emétpenav va aupPadifouvy e TV auvexouevn eEEAEN NG
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TEXVoAoyiag, xdpn oti¢ ouxvég avapabuioelc Tou Aoyiopikol. ‘Eva omé to yvwotd
povteAa e enoxnc (Cisco 2500) Katd@epe va peivel aTny ayopd axedOv pia dEKAETIO
- éva OTAVIO yIO TNV €moxn @oivouevo. H etalpia Opwe nBeAe va BEATIOOEL AKOUN
TEPIOOOTEPO TNV aia TNG oTnv ayopd, €10GYOVTOG VEEC OEIPEC TMPOIOVIWV LWNAAC
XwpnTIKOTNTOG 0TIwg 1 Cisco 7000 kat Cisco 7500.

Ta enopeva xpovia n Cisco OMEKTNOE OPKETEC ETAIPIEC, 01 KUPIOTEPEC ATIO TIC OTIOIEC
nrav ot Kalpana, Grand Junction kot Crescendo ot omoie¢ podi oxnuaticov tnv
EMIXElpNOloK povada Catalyst. Ekeivn tv emoxn, n etaipio  opapoti{dtav
dpopoAoynon emmedou 3 Kol petaywyn emmédou 2 (Ethernet3, Token Ring4) ¢
OUMUTIANPWHOATIKEG AEITOLPYIEC HIOC OIOPOPETIKAC APXITEKTOVIKAC. H @lAocogia auth
Kupldpxnoe ata mpoiovta tng Cisco o€ OAN Tn dekasTia Tov 1990.

Eikova 2 ApopoAdoyntrg Cisco 2500

H paydaia avdntuén touv d100IKTUOU OTa TEAN TNG deKaETiag Tou 1990 dAAa&e To
ToTio OTIC TnAemiKolvwvie¢. KoBwg 710 Internet Protocol (IP) dpxioe va
XPNOIUOTIOIEITOl EVPEWG, N OVAYKN TWV TOAAATAOV TPWTOKOAAWY OPOUOAOYNGNG
peldnke. H Cisco OUWC @POVTIOE VO TIPOCAPHUOCTEI OTIC AVAYKEC TNG Oyopag
dnuIovpywvTag Tpoiovta and AS5200 pExpt GSR5OpOUOAOYNTEG TIOU EyIvav Ypryopa
{WTIKAC onuaciag yia Toug mapdxoug LTNPESIOV ALOdIKTOOU.

To 2000 n Cisco €ylve n o KEPOOPOPO ETOIPIA OTOV KOOHUO HE KEQAANIO TIOU
genepvovoe ta 500 dioekaTtopplpla SoAdpIa.

Ev Tw petaglh, n mOAUTAOKOTNTO TWV AEITOUPYIWV TPOYPAMHUATIONOU 00yNoE TIG
gTalpie¢ otV avalntnon véwv Tpomwv enegepyaaiac IP makétwv. Mia omd autég, n
Juniper Networks, katdg@epe o€ €va xpdvo va anoomndoel o 30% Tou pePIdiov Tov
gixe otv ayopa n Cisco, n omnoia dev €Ueve PE dEPEVA T XEPLA, AAAA OTIAVTINGE OF
autr) TV TPOKANGN AavadpovTag Ta Ve TNng TPOIOVTa ypryopng enegepyaaiag, Omwe
KAPTEC yion GSR dpopoAoyntég Kal petaywyeic Catalyst 6500. To 2005 n Cisco
Aavoape 1o Aoylopiké 10S-XR kat 1o CRS (Carrier Routing System).
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To 2006 n Cisco &ekivnoe v d10@nUIOTIKNA Kaumavia ‘The Human Network’ (To
AvBp@TIVO AIKTULO0), Pior EKOTPOTEIO IOV EMIKEVIPWVETOL OTO AVTIKTUTIO TIOU £X0ULV Ta
OiKTUO OTOUC OVBPWTOLC KOl TIC EMIXEIPAOEIC. MEow TtNC pdApkag Linksys,
anooKomoUCE 0TV MWANCN TWV TPOIOVIWVY TNC anevbeiag aTOUC KOTAVOAWTEC.

Ta emdpyeva xpovia n etaipio guvéxioe va avantdooel TNV EmXeipnon ¢
EMIKEVIPWHEVN OTNV OPOPOAOYNGT, TN HETAYWY KOl TNV ag@dAsia. H avamtuén tou
Ethernet emnpéace TIC VEEC OEIPEC TPOIOVIWV TNC ETAIPIOG, ME QATOTEAECHO VO
Aavadpel To emTuxnuEvo povieho Catalyst Switch 6500 Ethernet yia 0Aeq Tig Cisco
7600 MAQTQOPUEC dpOHOAOYNONC. AuTO 00ynoeE O€ ia vEa OIKOYEVEID TIPOTOVTWV
ASR9000.

210 yéoa tou 2000 n Cisco onueiwaoe pia a&loAoyn mapouaia otnv Ivdia, 10pLoOvVTAC
10 Maykooplo Kévtpo n¢ otnv AvatoAr), oto MmoavykaAdp pe 1 d1¢ doAdpia,
oxedladovtag mw¢ 1O 20% petdxwv Tng Cisco Ba  Pooileton  ekei. Qoto00,
n Cisco ouvéxile va oaug@iopnreiton  eyxwpla  and T Alcatel-Lucent, Juniper
Networks, oAAG Kol OmO OvTOYyWVIOTEC TOU EEWTEPIKOL. EEaitiag Twv xaunAdTtepwv
and ta avapevopeva képdn 1o 2011, n Cisco avayKAoTNKE Vo UEIWOEL T €TNOIN
€€000 TN¢ Katd 1 Oi1c 6oAdpia. H etaipeia peiwoe mepimov katd 3.000 Toug
UTIOAANAOUC, MECW EVOC TPOYPAMUOTOC TPOWPNG oLVTAENG YIo 600UC dEXTNKOV TNV
e€ayopd kal oxediaoe v e€alelyn 10.000 Béocwv epyaaiag (mepimou 10 14% Twv,
OUVOAIKA, 73.400 epyalopévwv mplv amd TIC TePIKOTEC). Katd tn  dldpkela
avoAUTIKNAG TpdokAnang touv 2011, o dievBuvwy cluBovAog tng Cisco John Chambers
KOAECE OVOUAOTIKA 0PICUEVOUC AVTOYWVIOTES, CUUTIEPIAAUBAVOUEVWVY KOl TwV Juniper
kot HP. Zti¢ 24 louAiou tou 2012, n Cisco éhafe 1 é€ykpion ¢ EE vyia
TNV anoktnon tou NDS (TMpoypoppoTIoTAG  Aoylopikob TnAedpacnc) yio 5 dig
doAdpla.
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2. O EZOlNAIZMOZ AIKTYOY THZ CISCO

Me tov €€omAlopo dIKkTUoU TN N Cisco Systems TOPEXEL PEYAAN TOIKIAIG TIPOTOVTIWY
IOV TIPOCPEPOLY ALVENPEVN TTAPAYWYIKOTNTA, KOAUTEPN IKOVOTOINGN TWV TEAATWOV KOl
€va ONUOVTIKO aVTOYWVIOTIKO TAEOVEKTNHO GTNV ayopd.

H etaipio eoTiadel Ta mPOTOVTA Kal TIC UTNPETIEC TNG O TPEIC TOMEIC TNC ayopdc:
TNAETIKOIVWVIOKOI TAPOXOL, MIKPES EMIXEIPNOEIC KOI TTPOTOVTA Y1a OIKIOKK XPron.

Emiyelovogig Kat TNAEMIKOIVWVIAKOI TIdpoyol

AIKTUO  XWPIC TEPIOPICUOUCE:  OPOPOAOYNTEG, METOYWYEIC, aoLpuaTn SIKTLWON,
Ao@AAELN, CUOTAUOTO QUOIKIC ACQAAEIAC KOl OOQAAEIOG KTNpiwv, ONTIKA dIKTOWan,
dlayeipion Kol autopoTomoinan SIKTUWV.

Yuvepyaaoia7: vnnpeoieg Telepresence,mapoxng Bivieo Kai mePIEXOUEVOL, EVPLLWVIKAC
KOAWDIwWaNg a0VAENC, d100 AEITOUPYIKWY CUOTNHUATWY KAl EEUTNPETNONG TIEAATWV.
Data Center kot Virtualization8 evomoinuévo umoAoyioTIKGO clUotnua, data center
switches.

Evonoinuévo umoAoyIoTIKO c0OTNUAY, UTNPETiEC SIKTOWONG EPAPUOYWY, JIKTUWAON
OLOTNUATWY anoBnKeLoNC Kal Data Center switches (nexus
7000,5000,4000,3000,2000,1000V,6500,4900)

MIKOEC emiYeloboekD

APOUOAOYNTEC KOl JETAYWYEIC
ACQAAEla Kal EMITHAPNON
dwvr) Kal d100KeYN
AcUpuatn SIKTOwaon
Amobnkeuon O1KTOoU

MpoidvTa yia OIKIoKA yononil

. OIKI0KN OIKTOWON
. Set-top KaAwdlokAg TV

Aacloaatn diktdwon12

EAeyktéc acbpuatou (AN, dlaxeipian aclpPOTOU SIKTUOU, GUOKEVEC 0paTOTNTAC,
0l OToiEC TPOCPEPOLV AT Kol GEIOTIOTN TAPOXH EQOPHOYWY TOAAATIAWY CUOKELWV
Kal OIKTOWV yla TV LTOOTHPIEN EVOC PEYGAAOL OIKOOLOTAMATOC ouvepyatwv. H Ogoo
TPOCPEPEL EMiaNG aoVPPATN TEXVOAOYIT Yia EEWTEPIKOVE XWPOUC.
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Ac@daielals;

Ac@alela e-mail kot Web, peiovovtag Ti¢ damavnpég dIaKOMEG AEITOLPYINC Tov
oxetidovTal Pe To spam Kal Touc 100¢ 010 mail Kat TIC aneINéq aTo Web.
Ac@AAela dIKTOOU, TIOU AVIXVEVEL KOl OTIOTPEMEL EMIOETEIC AOYIOUIKOU KOl OTOTEIPES
TPOoBacnNg KAKOBOLAWY XpNOTWV.
‘EAgyX0 a0@OAOUG TPOaRaong, mou EMIBAAEL TOMTIKEC OO@AAEIAC OIKTUOU, EAEYXOUC
yla ac@oAn mpocBaacn and XprioTeC KOl € KEVIPIKOUE UTTOAOYIOTEC.

2.1 Metaywyeig Cisco

H tomoAoyia eival n @uaik diata&n tou dIKTOOU. ZTnV TOMOAOyio aOTEPQ (Star
topology), mou xpnoiyomnoleital ouvnBwe o€ PIKPd, peoaia 1 peydAa diktua, OAoL ol
KOpBOL ouvdEovTal KEVIPIKA PE Pia guoKeLn, évav EMAaVOAATTNM N €vav PETOYWYEQ.
MAgov, OTIC MEPIOTATEPEC TOTOAOYIEC XpnolyoToleital o petaywyéacl emedn eival
TayUTEPO Kal KAADTEPO aav GLOKELN). O peTaywyéag ival pio LOKELN) OV AEITOLPYEI
oto deltepo emimedo tou poviehou OSIB (Data Link Layer) mou QIATPApEL Kot
POWBEl €va TMOKETO dEOOPEVWV PETAED TwV TUNUATWY €vO¢ SIKTOOUL. Alatnpei pia
Bdon dedopévwy mouv ovopaletar MAC Address Table omou kataxwpei 11¢ MACT
d1ELBVVOEIC MOV poBaivel amd TIC CUOKEVEG TIOU €ival ameuBeiag ouUVOEIEPEVEC TTAVW
TOU.

Elkova 3 TomoAoyia Actépa

Mo tax0tepn Kol KaAOTEPN emKovwvia, n Cisco guvioTA TOUC HETAYWYEIC yia TNV
olvdeon tomkwv OIktowv (Local Area Networks). Ot petaywyeig tg Cisco eival
OUOKEVEC ME AOYIOMIKO 10S mou Oloxelpidetal amd t ypauur) evioAwv. Kdbe
dlaxelpiolpog PETaywyEag €xel pia Bupa KOvoOAAC yia SIOIKNTIKY Oloxeiplan Kal
Baoik mapapeTponoinon o€ éva véo PeTaywyéd. H Baoikeg dla@opeg PETAEL Twv
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J1@OPWV POVTEAWVY Eival N TUKVOTNTA TWV BUPWV Kal N XWENTIKOTNTA TOUG, OTIWC O
aplBuog twv Bupwv Ethernet, FastEthemet kai Gigabit dnw¢ kat n povada ATM Tou
petaywyéa. Ta did@opa YovTEAD TolKiAouv emiong Bdon tng €k60aN¢ TOL AOYIGHIKOU
I0S ¢ Cisco T0 omoio €ival EYKOTEGTNHEVO OTOUC PETaywyei¢ Cisco.

u -

L!—% LAN [
i [!

Eikova 4 Tomiko Aiktuo

H Cisco mapéxel Uio OAOKANPWUEVN CEIPA AUCEWV HETOYWYNC Yio diKTua Xwpic
TeplOpIoPoUC, data center Kol MIKPOTEPEC EMIXEIPNOEIC. AUTEC Ol AUCEIG
BeATIOTOMOIOUVTOL YIO HIO HEYOAN OEIPA  KAGdWVY, CUUTEPIAAUPBOVOUEVWY TWV
TNAETMIKOIVWVIOKWV TAPOXWY, TWV XPNHOTOOIKOVOUIKWVY UTINPECIAOV KOl TOU dNuOaIou
TOpEQ.

Metaywyeic Data Center18

Cisco Catalyst 6400, 4900.
Nexus 7000,5000,4000,3000,2000,1000V

BiounyaviKoi aetaywyei¢ Ethernet1d

Cisco Catalyst 2955
Cisco IE 3000,3010

Metaywyei¢ InfiniBand:

Zeipa Cisco SFS 7000 InfiniBand Server Metaywyeig
>elpd Cisco SFS 3500 Multifabric Server Metaywyeic
Zelpd Cisco SFS 3000 Multifabric Server Metaywyeig

Metaywyei¢ Tomiko0 AlKTOOoU:

Zeipeg Cisco Catalyst : 4500,3750,37500-E,37500-X,3560,3560-E,3560-
X,3550,2975,2960,2955,2950,2940,2360,2350,3560-C,2960-C,6500,4900,4500,

METaywYEIC y1a aIKOEC EMIYEIOVTEIC:

Cisco Catalyst 2960 Ze1pad MeTaywywv
Cisco Small Business ESW500 Zeipd Metaywywv
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Cisco Small Business Managed Metaywyeig

Cisco Small Business Smart Metaywyeic

Cisco Small Business Unmanaged Metaywyeig

Cisco Small Business 300 Series Managed Metaywyeic
Cisco Small Business 200 Series Smart Metaywyeic
Cisco Small Business 100 Series Unmanaged Metaywyeic

Metaywyei¢ yia TnAemKovwviakol¢ napoyouc:

Cisco Catalyst 6500 Zeipd Metaywywv

Cisco Catalyst 4500 Zeipd Metaywywv

Cisco ME 6500 Series Ethernet Metaywyeig

Cisco ME 4900 Series Ethernet Metaywyeig

Cisco ME 3800X Series Carrier Ethernet Switch Routers
Cisco Catalyst 3750 Metro Series Switches

Cisco ME 3600X Series Ethernet Access Switches
Cisco ME 3400 Series Ethernet Access Switches

Cisco ME 3400E Series Ethernet Access Switches

Cisco Small Business Gigabit SP Switches

Metaywyeic WAN:
Zepeg IGX 8400,BPX 8600, MGX 8900,8880,8850,8800,8250,8230,8200

Mapokdtw mapouaidlovtal PEPIKA amd To ONUAVTIKG POVTEAD petaywywv Cisco

cisco Cisco Catalyst 2960 Series Switches

Eikova 5 Metaywyeig Cisco Catalyst 2960



Al
cisco’  Cisco Catalyst 3560 Series Switches

Elkova 6 Metaywyeig Cisco Catalyst 3560

Cisco Catalyst 3750 Sartas Switches

Eikéva 7 Metaywyeig Cisco Catalyst 3750

‘cVa'co Cisco Catalyst 4500 Series Switches

mh HI 1

Eikova 8 Metaywyeig Cisco Catalyst 4500

18



cisco Cisco Catalyst 4900 Series Switches

——— — —— — -

Elkova 9 Metaywyeig Cisco Catalyst 4900

Cisco Catalyst 6500 Series Switches

Eikova 10 Metaywyelg Cisco Catalyst 6500

2.2 ApopoAoyntéc Cisco

Mo N o0vdean evo¢ WAN xpnoipomnololue dpopoioynteq2l

[ LAA
W_Jan [HB ] WAN  w_jian |BL]

A LANA

Elkova 11 Aiktuo Evupeiag Meploxnc (WAN)
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O OpopoAoynTA¢  €ival pia NAEKTPOVIK OGUOKELN N omoia avoAoauPBavel v
amooTOAN Kol AN MAKETWY dedOUEVWY UETOED €VOC N TIEPICCOTEPWVY SIOKOUIOTAV,
GAA@V OPOPOAOYNTWV KOl TIEANTWY, KATA UAKOC TOAAATAWVY dIKTOWV (dpopoAdynan).
H dpopoAdynan, KEVIPIKA A&rtoupyia Tou emimédou dIKTUOU, yivetal pe Baon didgopa
KPITAPIO KO TEAIKWG EMIAEYETOL Wi avAPETH OE O1AQOPEC TIIBAVEC dIAdPOUEC.

Ot dpoporoyntég aviikovv oTo eminedo 3 touv poviéAou OSI, 1o eminedo GIKTOOU
(Network Layer?2).

Kd&be dpopoAoyntrc XpnoIKOTOIED €va 1 MEPIOTOTEPD TTPWTOKOAAD dPOUOAGYNGNC.
Me Bdon autd Ta TPWTOKOAAX 0 dpOopoAoyNTHE KaBopilel To10¢ 1) o101 SIOKOMIOTEC 1)
dpopoAoyNTEC €ival Ol KATAAANAGTEPOL KABE XPOVIKA OTIyMr Kal OpouoAoyei Ta
TIOKETO OESOUEVWVY TIPOG OLTOUC,.

H Cisco mopéxel pio oAOKANpwpévn oelpd AVCEWV OPOUOAOYNONG YIa OAEC TIC
ETXEIPNTEIC.

Branch Routers :
Ze1peg 3900,3800,3200,2900,2800,1900,1800,800

Connected Grid Routers :
Zelpd 2000

MAaTeopueC dioalvdeang data center :
Zelpéc 7600,7200,ASR 10003

Apouoiovntég via Mobile Internet:

Zeipa Cisco 5900 Embedded Services Routers
Zeipa Cisco MWR 2900 Mobile Wireless Routers
Cisco MWR 1900 Mobile Wireless Routers

ApopoAoyNTEG yia TNAEMIKOIVWVIOKOUC Mapoyouc:
(12000,10000,7600,7500,7300,7200, ASR 9000,ASR 1000, XR 12000)

Moapakdtw TaPoucIAlovTal JEPIKA POVTEAN OPOUOAOYNTWVY TNE NEEO:

AV OIKO 1800 8:-IM-1 In1-6r81-8 5-rvio-- Koi8-n

Eikova 13 ApopoAoyntng Cisco ogipd 1900



Servie:- mou**

Eikova 14 Apopoioyntég Cisco ogipd 2800

RIEAIIN
cisco Cisco 2900 Series Integrated Services Routers

Eikova 15 Apopoioyntég Cisco osipd 2900

Cisco 3000 Series Integrated Services Routers

Eikova 16 Apopoioyntécg Cisco osipd 3800

Cisco 3900 Series Router

Elkova 17 ApopoAoyntrg¢ Cisco osipd 3900
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CISCO 7200 Seri-- Router-

==

Eikova 18 Apopoioyntég Cisco ogipd 7200

Eikéva 19 ApopoAoyntég Cisco osipd 7600

o
cisce  Cisco 12000 Series Routers

Eikova 20 Apopoioyntég Cisco osipd 12000

Ol MePIo0OTEPEC EMIXEIPATEIS EMAEYOLYV OLOKEVEG TN Ofeoo yia T dnuiovpyia TwWv
SIKTOWV TOoug, KOBWE BewpolvTal o a&IoTIoTA.
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3 AKAAHMIA AIKTYQ2H> THX CISCO

MPOKEIMEVOL  va  OVTATOKPIOED  OTIC  OVAAOYEC EKTOIOEVUTIKEC  OMOITIOEIC
dadiktbwang, n Cisco Systems onuiolpynoe 10 [MMpoypapua  AKAdNUOTKNC
AIKTOWONC24, €va  ONOKANPWUEVO TIPOYPOUHO  EKMABNONG TOU  TOPEXEL OTOUG
OTIOLOOOTEC TIG EIOIKEVPEVEC YVWOOEIC TNC TEXVOAOYiag SIKTOwv. H akadnuia ¢ Cisco
EVOWUOTWVEL TPOCWTO HE TPOCWTO Old0oKaAia, web-based mepiexouevo, online
a&loAoynan, mapakoAouBnaon Twv eMOO0EWY TwV oTouvdacTwyv, hands-on epyaotrpia
KOl TPOETOIPACTia yia TIC TIOTONOINCEIS. Anpiovpyrbnke To 1997 atoxebovtag otnv
KATAPTION IKAVWY TEXVIKWV KOl EIBIKOV TANPOPOPIKAG KOl SIKTOWV OAAA KOl OTnv
QVTIYETOTION TG av&oavopevne  {ATNong  €EEIOIKEVPEVWY  EMAYYEAUOTIWV
BeATIOVOVTOG TIC TIBAVOTNTEC KAPIEPAC KOl EKTIAIGELANC YIO TOUG OTIOLVOOOTEC OE OAO
TOV KOOUO.

H Aiktuakr Akadnuio moapadidel KOTAAMNAeC de€10tnteg oe mepimou 500,000
OTIOVdACTEC OE TEPIOOOTEPEC amd 160 xwpeg KABe Xpdvo, KabW¢ o1 AKodnuieg
Bpiokovtal o oOXOAgio, @POVTIOTAPIO TANPOPOPIKAG, KOAEYID, TOVETICTAMIO Kal
opyaviopol¢ oe mePIoooTePe omo 10,000 meploxe¢ o€ OAO TOV KOopo. OAol ol
oToudaaTEC £XOUV TPOCRACN oTnV idla, LYPNARG ToldTNTAC B-TenTN” SI1dOKTEN VAN,
EPYOOTAPIO KOl EPYOTIEC KOl AMOKTOUV TTAYKOOUIO OVAYVWPICHEVEC TIIOTOTOIATEIS Ol
omoieq anmoTeAolV £0Ad10 (WG Kal KapIEPaC.

To Aladiktuo €xel ) d0vaun va aAAGEEl Tov TPOTO PE TOV Oomoio ol Avepwol
gpyadovtal, {ouv, mailouv Kol pabaivouv Kal n Akadnuia Alktowaong tng OBoo eival
gTNV MPWTN YPOUMN auTol TOU PETACXNMATIOUOU.

3.1 O1motomnoinoelg tng Akadnuiag Atktuwaong Tng Cisco

O1 motonoinoeig Tn¢ Cisco anoteAoLy 10XLPA QA yia TNV ayopd epyaciog oTov
TOPED TNG TANPOPOPIKNG Kal Eexwpilouv avApeoa o€ XIAIASGEC TIOTOTOINCEIC MmO
dAAouc @opei¢ ava tov kdopo. H Cisco Systems omoitei amd TOUC €mMionuoug
TOTOMOINUEVOUC QPOpPEIC Tou cuvepydlovtal padi g va anacXoAolv TEXVIKOUE ToU
dlaBEéTouy pio | MEPIOOOTEPEC OTO OUTEC TIC TIOTOTOIACEIC. Ol TICTOMOINCEI] TN
Cisco amoteAoUV TAEOV avayKaIOTNTA Y10 TOUC TEXVIKOUC GUGTNUATWY TANPOPOPIKNAG
Kal OIKTOWV.
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O1 TIOTOTOINCEIC TAVW OTNV EKMAISEVTIKN) akadnuia tng Cisco xwpilovtal o€ MEVTE
KATNyopiec: entry, associate, expert, architect.

3.1.1 Entrys

Eival To xapnAOTepO €MIMEdO TWV TICTOMOINCEWY. ZTNV KATNYOPio auTtr QOVAKEL N
miotonoinan CCENT.

CCENT (Cisco Certified Entry Networking Technician)

H motonoinon CCENT €MKUPWVEL TNV IKOVOTNTA €YKATACTOCNG, dlaxEipiong Kal
emiAuong MPOPBANUATWY OE €va JIKTUO HIKPWV ETAIPIOV, CUHPTEPIAAUBAVOUEVOL KOl
TwV PBoolkwv puBuicewv NG ac@AAelac dIKTuou. Ol KATOXOl TNC TIgTOMOoINaNg
CCENT amodeIkvOouy TW¢ €X0UV TO TPOCOVTO TOU OTOITOUVTOL YIO EI0AYWYIKEC
B€aeig umooThPIENE JIKTVOL - TNV APETNPIa TNC EMITUXNUEVNE KOPIEPOC OTO XWPO TNE
dIKTOWONC. H ekmaidevon avaépetal o€ PacIKEC EVVOIEC OIKTOWAONG, TEXVOAOYIEC
WAN, Baoikn mapayeTpomnoinan security kot wireless, Bacikég €vvoleg routing Kait
switching kot puBuion omAwv dIKTVWV. H migtomoinon CCENT amoteAei 1o 1° Brjpa
TPOC TNV OmoKTNon tn¢ motonoinon¢ CCNA, Tou EMKUPWVEL YVOOEIC O €va dIKTUO
EMXEIPITEWY PETOIOU PEYEBOUC WE TIIO TTIOAUTIAOKEC GUVOETEIC.

3.1.2 Associateb

Eival to 6g0Tepo eminedo twv mioTonoloewy tn¢ Cisco Kal Ta MIGTOTOINTIKA Tov
nepIAapBavel ival Ta akdAouvba:

CCNA (Cisco Certified Network Associate)

Me tnv mioTonoinon outr), ol omouvdacTe Ba gival oe BEon va KATAVORGOLV TIG
AEITOUPYiEC TWV TOMIKWY JIKTOWV. ©O0 aMOKTIAoOoLV T JduVOTOTNTO TOCO Vva
€QaPUOLOLY Kal Vo avomTtiooouy TOTIKA SiKTua o€ pia eTalpio 600 Kot va pdbouv Tov
QMOTEAECUOTIKOTEPO TPOTO dlaXEIPIONC KOl GUVIAPNONG TouC. H migTomoinon ¢
Cisco d100@OAilel TWC 0 KATOXOC TNC EXEl OAEC TIC OTOPAITNTEG YVWOEIC YIa Ta diKTua
MIKPOU Kal peoaiov peyéBoug, akOua Kal yio Ta TUAUOTO PEYOAUTEPWVY OIKTOWY. ME
TNV OAOKANPWAON TOU TPOYPAPMOTOC omoudwv Tou CCNA, o KdAtoxo¢ tou Ba eival
IKOVOG VO EYKATAOTACEL KOl VO TOPOPETPOTOINoEl TomIKA diktua (LANS), Siktua
eupeiag meplox¢ (WANSs) Kol umnpecie¢ mpooPacng o€ diKTua UTOAOYICTWV
(DNS,DHCP). Ztnv d16oktéa 0An Tou CCNA  KOAUTITOVTOI B€pata SIKTUOK®WY
TEXVOAOYIQOV KOl TPWTOKOAWY o€ BaBoC avaAoywv autwv Tou JdIdA0KOVTAl O€
TOVETIOTNUIAKG emimedo. Ot omoudaoTéC pabaivouv TIC BOCIKEC TEXVOAOYIEC KOl Ta
TPWTOKOAAD dpopoAdynang (routing), petaywyn¢ (switching) kat GAAWV TEXVOAOYIWV
uPnAoL emimedOU.
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CCNA Security (Certified Network Associate Security)Z/

To CCNA Security ameuBOvetal oe 6oou¢ €xouv Rdn miotonoinon CCNA mou
BENoLY va €EEIOIKELTOUY € BEPOTA ao@aAgiag SIKTOwY H/Y.

Ta pabnuata otoxebouy otnv €EOIKEINON TWV EKTMAIOEVOPEVWY HE TIC EVVOIEC TNC
AKEPAIOTNTAC, EUTIOTEVTIKOTNTOC KOl OlABECIPOTNTAC OEGOUEVWV KOl GUOKELWY, TIC
TIPAKTIKEG A0QAAEIAC JIKTOWV Kal TNV amdKTnon deEI0TATWY TOL Eival amapaitnTeS
yla TOV 00T oXediaopd, EQapUoyn Kol UTOGTAPIEN TOUC.

MeTd TNV OAOKANPWON TWV HOBNUATWY KOl a@ol TEPATOLY OmO BEWPNTIKEG KOl
TIPAKTIKEG €EETAOEIC, Ol EKMAIOELOUEVOL AOMBAVOLY TICTOTOINGN TaPAKOAOLUBNGNC
and tnv Akadnuia Cisco. To mPOypaPHO OTIOLOWY KAVEL UIO E100YwYH OTIC EVVOIEC
NG 0o@AAslag KOBWC Kal TIC BooikEC O€€IOTNTEC TOUL aMAITOUVIOL Yia TNV
EYKATAOTOON, TNV QVTIPHETOTION TPORANUATWY Kal TNV GUVTAPNCN TWV OIKTUOK®V
OUOKELWV Yyla TN dlaTAPNCN TNG OKEPAIOTNTOG, TNG EUMIOTEVTIKOTNTOC, Kol TNg
J1aBETIPOTNTOC TV OEGOUEVWVY KOl TWV CUTKEVWV.

CCNA Voice (Cisco Certified Network Associate Voice)

H miotonoinon Cisco Certified Network Associate Voice emiBefalcvel TIC BaIKEC
YVOOEIC KOl IKAVOTNTEG TOL OmaITouvTal yio T dloxeipion evog Voice SIKTOOU.
Emikupwvel TI¢ anaitoupeveg deEIOTNTEC IOV XPElddovTal yia eEEIDIKEVPEVOUC POAOUG
gpyaoiag oe TeXVOAOYieC QWVAG, OMWC OdIOXEIPIOTAC, MNXAVIKOC K.a., KaBW¢ Kal
YVWoelg ag texvoloyiec VoIP onw¢ IP PBX, IP tnAcpwvia, handset (akouaTikad), call
control Kat Avgel¢ voicemail.

CCNA Wireless

O motomoinuévog Cisco Certified Network Associate Wireless amodeikviel og
EI0OYWYIKO EMIMEDO TIC YVWOEIG Kal TIC IKOVOTNTEC TTOU XpeIadovTal yia T pUBUIoN Kal
NV vnootnpign aclppatwv LANS Kat €10IKA QUTOV TIOU XPNGOIPOTIOI0UV £E0TAMOUO
Cisco. Eival og 8¢on va mopapeTpomolei Eva Bacikd aclppaTo diktuo og éva Cisco
WLAN and €va PIKPOUETAIio £wG Kal £Va EYOAO ETAIPIKO diKTUO. To MEdI0 YyVOTEWV
TOU TEPIEXEL TIC Oe€IOTNTEC TOL XPEIAdoVTal YIO TNV TPOETOIPATia Tng puduIoNng,
eMBAeYPNC Kt emiAvong mpofAnudTwY Bacikwv epyaciwv ae éva Cisco WAN.

CCNA Service Provider (CCNA SP)

To CCNA SP emIKEVTIPWVETAL OTNV TEAELTAIO AEEN TNC SIKTUAKIC TEXVOAOYIOG TWV
TOPOXWV UTINPECIOV TWV BIOPNXAVIOV Kol TIAPEXEL OTOUC KATOXOUC TNG TIOTOMOINGNC
TIC AMAPAITNTEC YVWOEIC Kal OEIOTNTEC YIO TNV OVATTUEN KOl dlaTAPNON NG TOPOXNC
UTINPECIOV O€ BiKTUO EMOUEVNC YeVIAC. H mioTomoinan divel éugacn atnv €uBbvn TOU
TEXVIKOU JIKTUOU YO TNV 0waTh pUBUION, EQOPUOYN KAl OVTIMETWTION TPORANUATWY
TWV TEXVIKWV UTTOOOHWV.
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To mpoypappa omovdwv Tou CCNA SP mepIAapPavel To €0PO¢ TWV TEXVOAOYIWV
OIKTOOU TOU OVaMTUOOOVTOL OTO JIiKTUO TOPOXNG UTINPECIWV KOl  ONUIoUpYEi
MNXOVIKOUC IKavoUC VO OIOPOPQ®O0oUY,BEATICTOTIONC0LY KOl VO OVTIUETWTICOLY éva
diKTUO TIOPOXIC UTINPETIWV.

CCNA Service Provider Operations (CCNA SP Operations)

H motonoinon out €MIKUPWVEL TIC POCIKEC YVWOEIC KOl deEIOTNTEC YyIO TNV
QVTIYETWTION TPOPANUATWY O€ €va TEPIBAAAOV e uTtodour| dIKTUOU carrier-classt IP
NGN2

3.1.3 Professional2

H katnyopia autr) mepIAapBAVEL TO TOPAKATW TICTOTOINTIKA:
CCDP (Cisco Certified Design Professional)

H miotonoinon autr EMKUPWVEL TIC TPONYHEVEC YVWOOEIC TWV EVVOIOV KAl TWV OPXWV
oXedlaopol €vog SIKTUOU. O PNXavIKOC dIKTUOL ToU €XEl 0TV Katoxr Tou tTo CCDP
eival oe B€on va oxedIAOEl Kal Vo dnUIOLPYNOEL Tponypevn dleuBuvalodotnaon Kal
dpouoAdynaon, oo@dAsia, data center. To mpdypoaupa omouvdwv ToU CCDP
TEPIAAUPBAVEL EMEKTATIUN JABIKTUWAT), dNUIoLPYia TOAAATAGV SIKTOWV PETOYWYNC
Kal oxediaoud TNG apXITEKTOVIKAG UTNPECIWV SIKTOOU.

CCIP (Cisco Certified Internetwork Professional)

Me Tnv ToTONoiNan auTr, 0 PNXOVIKOC JIKTUOU OMOKTA TPOXWPNUEVEC YVWOOEIC KAl
de€10TNTEC Ol OToiEC amaITtolVTal yio dlaXEipIoN LTOJOPWY JIKTOOU TWV TAPOXWV
umnpeoiwv. O kdtoxo¢ tou CCIP mou epyadetal g pio €Talpia TAPOXNC LTNPETIWV
J1adIKTUOU, KOTEXEI EEEIOIKEVUEVEG YVAOELG 0 AVOEIC uTTodouNG [P SIKTOwaONC.

CCNP (Cisco Certified Network Professional)

O kdtoxo¢ Tou CCNP eival og B¢on va oxedldlel, va LAOTOIEL, va eAEyXEL Kal va
QVTIPETWOTICEl TPOPAAUOTO O TOTMIKA Kol gupeiag {wvng diktua, epyalOPevog o€
guvepyaoio pe €18IKOUC g€ AUCEI( TPOXWPNUEVNG OOQAAEINC, QWVNC, ACUPUOTNG
dIKTOWaONG Kal Bivieo. H ouykekpiuévn migtomnoinan €ival 16avVIKr yia 600u¢ €X0LV
Non KAmola eumelpia SIKTVWANG Kal ival £TOIUOL VO avaTTOEOLY TIG OEEIOTNTEC TOUG
KOl va €pyacTolv o€ oUVOETEC OIKTUOKEG ADCEIC. MANPOLV TIC OMAPAITNTEG YVWOEIC
Tou XpelddovTal 0€ OmOITNTIKOUC POAOUG €pyaoiog OMwC O TEXVIKOC OIKTOWV, O

; AVOQEPETalL 0€ KATOL0 OAIKO 1) AOYIGUIKOG TIoU gival auBevTiKd Kat a€10mIaTo €101 YOTE VO IKAVOTIOIATEL TIG OMAITAGELS TOU QOPEX
1Next Generation Network-Aiktuo Enopevng Mevidg.
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MNXAVIKOC ULTOCTAPIENG, O MNXOVIKOC OIKTOWV KOl 0 HNXOVIKOC TANPOQOPIOK®OVY
OLOTNUATWV.

Katd tnv d1dpKela ¢ eKMAi®ELONC TOUC Ol OTIOUdNOTEC dIdACKOVTAL TOV TPOTO
OX€J1A0MOU, EYKATACGTOONC Kal XEIPIOPOU TOADTAOKNG Mopenc Tomikwv (LAN) Kat
Evpeiac Xpriong (WAN) AIKTUOKWOV EQOPUOYQV.

CCSP (Cisco Certified Security Professional)

H motonoinon CCSP €MKUPWVEL TPOXWPNMEVES YVWOOEI( Kal OeEIOTNTEC TIOU
anaitoLuvTal yio TNV ac@oAela dIKTOwv. O Kdtoxo¢ Tou CCSP yvwpilel va epapuolel
ac@AAeln Kol va  dloxelpidetal umodopEG JIKTUWVY  YIO Vva  TPOCTOTEPEL TNV
TOPAYWYIKOTNTA TOUC, VO METPIOCEL TIC OMEINEC KOl VO MEIOCEL TO KOOTN. H
moTonoiNon divel €U@acn OTa XAPAKTINPIOTIKA ac@oAsiog twv Cisco Router 10S
(ISP) kan Catalyst Switch, atnv npocapuoopévn epapuoyr) ac@aiciag (ASA), otnv
ac@aAnl olbvoeon VPN, ota cuotruota mpootociac €lofoAwv (DPS), otov Cisco
Security Agent (CSA), 0tnv €@apuoyr aoQaAsiac EMIXEIPNOEwWY Kal aTn dlaxeipion
OUOKELWVY, OTOV €l10ayWYIKO €Aeyxo dIKTUou (NAC), KoBWC KOl 0 TEXVIKEC
BeATioTomOINONG QUTWV TwWV TEXVOAOYIWV Of pia eviaio 0AoKANpwpévn Abon
ac@aAol¢ SIKTUOU.

CCNP Service Provider

H motomoinon tou mdpoxou umnpeciwv CCNP mioTomolei TI( YVWOEI KOl TIC
de&I0TNTEC TIOU OMAITEITOL VO KOTEXOLV Ol EMAYYEAUOTIEC SIKTOWV OTE VO TIOPEXOUV
pia KAlpokoOpevn vmodour| carrier-grade, pe duvatdTNTEC TOXEIOG EMEKTOONG WOTE
VO PTIOPED va uToaTNpigel TN ouvexn €loaywyn VEWV daxXEIPI{OUEVWY UTINPETIWVY KOl
GAAWV ATAITHOEWY TWV TEAATWV.

CCNP Service Provider Operations

H miotomoinon autr] mapéxel gToug PNXaviKoug SIKTUWV TIC OMOITOUHEVES YVWOEIS
TIPOKEIPEVOL VO UTOpEl va amopovavel mpofAfuata anddoon OIKTOoU, Kol va
€QAPUOLEl TPOANTTIKG PETPA BAGBNC.

CCVP (Cisco Certified Voice Professional)

H miotonoinon CCVP anodelkvOEl TPOXWPNUEVES YWWOEIC Kol deEIOTNTEC BATIKWY
APXITEKTOVIKWVY JIKTUWaONG. Emiong meptdapBdvel éva aOvoAo S€E10TATWY OG0V 0QopPa
TNV €Qapuoyr, TN AEITovpyia, T PUOUION Kal TNV OVTIMETAOTION TPORANUATWY OE éva
diktuo. 'Eva¢ CCVP umopei va Bondrioel atn dnuiovpyia plog EMEKTACIUNG, €0KOAX
draxetpiong Abong tAggwviac. Or yvaoelg tou CCVP gotialovial atov Cisco
Unified Communication Manager, otnv moI0TNTO TWv Lmnpeciwyv (QoS), o€
gateways, o€ €QappoyEC voice kal oe epappoyég Cisco routers kat Cisco Catalyst
Switches.
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CCNP Wireless

To CCNP Wireless miotomnolei TI¢ yvwoeIg oxXedaopol, VAOToINaNg Kal AItoupyiag
dIKTOWV Cisco Wireless Kol KIvnTIKOTNTAC LTOGOHWY. O KATOXOC TNC CUYKEKPIPEVNC
TmoTonoinong KOTEXEl TIC apxeC Kal T Bewpia aclpuatng diktbwong. To CCNP
Wireless TIoTOTOIED €MIONC TOV EMOYYEAMOTIO yIO TNV TEXVOYVWOIO KOl TNV TEXVIKN
0&LOEPKELG TOU KOl €MAANBelEl OTI pmopei va a&lIoAOYACEL KOl VO HPETAPPATEL TIC
EMIXEIPNUOTIKEG QATAITIOELS PIOC ETAIPIOG OE TEXVIKEC TPOJIOYPAPEC IOV UE TN OEIPA
TOUC EVOWHOTWVOVTOL O€ EMITUXNUEVEC EYKATOOTATEIC.

CCEP (Cisco Certified Internetwork Professional)

To CCIP mIOTOTOIE TIC TPOXWPNUEVEC YVAOEIC Kal OEEIOTNTEG IOV OTOITOUVTAL VIO
dlaxeipion umodopwv SIKTVOU Twv Tdpoxwv uTnpeatwv. O CCIP nou epydletal o€ pia
ETAIPi0 TOPOXAG LUTINPECIWV JIASIKTUOU, KATEXEL EEEIDIKEVUEVEC YVWOEIC YO ADCEIC
umodopn¢ CPAktOwang (IP routing, IP QoS, BGP, MPLS)

3.1.4 Expertd

CCDE Cisco Certified Design Expert

H miotomoinon autn €xel yivel ypriyopa amodekt o€ OA0 TOV KOOHO w¢ £va amd Ta
TIO OVAYVWPIOUEVA TIIGTOTIOINTIKA 0TOV KAGSO Twv SIKTOWV. O PnXavikoi IKTUoU Tou
Katéxouv 10 CCDE avayvwpilovtal yia TIC LPNAEC YVWOOEIC TIOU KOTEXOUV OTNV
oxedioon uModopNAE SIKTOWVY KOl £X0LV TA KOTOAANAG TTPOCOVTA VO QEPOLV EIC TIEPOG
KOl TIC TIO OUOKOAEC OMOCTOAEG OXEJIAOMOU OIKTOWV.

CCIE(Cisco Certified Internetwork Expert)

H motonoinon CCIE omoteAei tnv Kopugaia miotomoinon tng Cisco Kal
anevBOvVETal OE EMAYYEAUOTIEC PE EEQPETIKA EUTEIpia OTOV TOPED TWV SIKTUWV. Ol
pNXavikoi dIKTOWV Tou Katéxouv v miotonoinon Cisco CCIE avayvwpilovtal yia
TIC €EEIDIKEVPEVEC DEEIOTNTEG TOUC WC PNXAVIKOI SIKTUWV Kal TN yV®ON TwV TPOIOVTIwWY
Kat Avogwv tn¢ Cisco. H kowvotnta g CCIE €xel edpaiwael TN @APN Tou Kabodnyntn
NG Bropnxaviag SIKTOWV 0T Babid TEXVIKA yvwon Twv OIKTOWY Kal avantdooovtal
OTIG TIIO OUOKOAEC, TEXVIKA, Epyaaieg dIKTUWY. To TPOYPAUMUO CUVEXWC OVOVEWVEL Kal
avoBewpei Ta epyaAsia Kol TIC peEBOdOAOYiEC €AEyxOU, KOTE va  OlOCPOAICEL
TNV aMAPAUIAAN TOIOTNTA, KATAAANAGTNTA Kal a&ia Tou mpoypdupatol. Méow piag
auoTNPAC YPOTTHC €EETOONG Kal €va €PYOOTNPIO0 POCIOUEVO OTIC EMIOOCEIC, TO
npoypappa CCIE kabopilel Ta mpoTuTIa TNG SIOJIKTUOKIG EUTEIPIOC.
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H (UiBoo €1ofyaye tnv miatonoinon (XI1E 1o 1993 yia va Bondroel T Blognxavia va
JIOKPIVEL TO KOPUPAIO KAIMAKIO TWV EIGIKWV TNG O10dIKTOWONG TAYKOOMIWG. ZAMEPT,
0ool KaTéxouv TNV migTomoinan (XIE avtimpoownebouy Alydtepo omd 10 3% OAWV
TWV TIOTONOINUEVWY EI8IKWV TN Oicoo Kal AlydTepo amd 10 1% TwV E18IKWV OIKTOWV
TOYKOO MW,

CCIE Security

To mpoypappa acg@aieiac (XI1E mapExel atoug Pnxovikol¢ dIKTOOU TIC AMAPAiTNTES
YVWOEIG Kol deEIOTNTEC yia TNV LAOTOINGN, ouvTAPNON KOl LTOCTAPIEN Yio TNG
AOQOAEIOG  XPNOIMOTOIOVTOG TIC TEAELTOIEC TEXVOAOYIEC KOl TPOKTIKEG NG
Blounxaviac.

CCIE Wireless

H miotonoinon autr a&loAoyei Kol EMKUPWVEL TNV EUTEIPIO TWV UNXAVIK®Y SIKTUOU
otV oclppotn OIKtbwon. Ot kdtoxol tou CCIE Wireless omodeikvoouv tnv
BEWPNTIKA yvwON TOU €X0UV ATOKTAGEL TNV aoVpUaTh SIKTVWAN Kal TNV KOTtavonaon
TEXVOAOYIWV TWV acVPPOTWV TOTKWY SIKTOwvV (WAN) amo tn Cisco.

3.1.5 ArchitectO

Cisco Certified Architect:

H motonoinon Cisco Certified Architect avayvwpilel v epmelpia Kol Tnv
IKAVOTNTO 0€ BEPOTO OPXITEKTOVIKAG TWV OXEJIAOTWVY SIKTOWV Ol 0TOoiol PToPoLV va
UTOOTNPIEOUY OAO Kal TIO TOAOTAOKO OiKTUO TOYKOOUIWV OPYAVICH®Y Kal Vo
METOTPEYOUV OTOTEAECUATIKA TIC EMIXEIPNOIOKEC OTPATNYIKEG OF EMOVACTOTIKEC
OTPOTNYIKEC TEXVOAOYIOC.

O1 ouvepydteg kavoAlwv tng Cisco mailouv oualaoTIKO POAO OTO va dWOOUV OTOUG
TMENATEC TOUC TN OUVOTOTNTA VO  OAVOTITUEOLV VEEC TIPONYMEVEC TEXVOAOYIEC,
unooTNPI{OPEVOL amd TOUC EMOYYEAUOTIEC TTOU SIOBETOLV TIC OTOPAITNTEC IKAVOTNTECS
VO XPNOIPOTIOI00Y OUTEG TIC KAIVOTOPEG ADCEIC.

H miotomoinon eival mévw omo 1o expert-level CCIE w¢ mpog t duokoAia, divovtag

EUQOan o€ EIBIKEC YVWOEIG O OPXITEKTOVIKI UTOOOMNAG OIKTOWVY, GAAG Kol OTnv
IKAVOTNTO Y10 OLVEPYOTia PE TTEAATEC-OTEAEXN OTO TOV XWPO TWV ETUXEIPNOEWV.
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4. EIKONIKA EPI'AZTHPIA

Ot omoudooTéC, TPOKEIYEVOU VO OMOKTACOUV TIC EISIKEVUEVEC YVWOEI( TNG
TEXVOAOYIaC OIKTUOU KOl VO €ival KATAAANAO TIPOETOIPOGCUEVOL VIO TIC EEETATEIC TNG
Cisco, mpémel va melpapatidovtal mdvw otov €€omAlopo ¢ Cisco Kol va Tov
TOPAUETPOTOIONY. AOYWw TOU TEPIOPIOUEVOL XWPOU €PYacTnPiwy, tNC EAAEIPYNC
€€OMAIOPOL KOl TOU LYPNAOL KOOTOUC TWV GUOKEULWV, €Xouv dnuioupyndei didgopa
TPOYPAUUOTO YIO TPOCOMOiwan AElToupyiag Kol mpoypagpatiopol OIktiwaong. Ol
KUPIOTEPOL AOYOL TNG XPrONG EIKOVIKWV EPYOCTNPiwV €ival ot €€Nc:

1 e €va KOVOVIKO TEPIBOANOY epyaotnpiov €ival dUOKOAO VO OTACOUME
0AOKANPo €€omAIoNO dikTOOL TNC Cisco, KaBwE ival TOAD akpIBOG. ZuvABwe Exoupe
KATOI0UG BOGCIKOUC dPOUOAOYNTEC KOl PETAYWYEIC, OMWE Ta POVTIEAA dPOUOAOYNTWOV
1600, 1700, 2600 kot 1900, 2900 petaywywv avtiotorxa. O eE0MAIOMOC AUTOC €ival a€
Béon va umootnpiéel pePIKA BOaCIKA TEIPAUATO, OAAG YIO HEYAAEC TOTOAOYIEC
anarteitol e€0MAIONOG LPNAGTEPOL EMIMEDOL TOU Eival TOAD T aKpIBOC. EmimAéoy, 0
aplBpog Twv SIEMOQ®WV LAIKOU gival TEPIOPIOUEVOC Kal OV UTopEl va umoatnpigel ta
TEIPAPOTO PEYAAWVY TOTIOAOYIWV.

2. E€aitiag tou meplopiopévou oplBuold Twv OUOKELWV, 0 €EEOTMAICHOC TIOU
TOPEXETAI OTA £PYOOTHPIa €ival dOOKOAO VO UTOCGTNPIEEL €va OAOKANPO TUNO KAOE
@opd. TIC TTEPICCOTEPEC POPEC 01 GTIOVONCTEC XWPILoVTal 0€ OUAJdEC YIO TO TEIPAMATO
PE QMOTEAECUO  KOTOIOI OTOUdNOTEC Vva  Wnv  €X0uv TNV duvaTOTNTO VO
TIOPOUETPOTOINTGOLV TIC CUOKEVEC,

3. AOyw NG ouXVAG XPNong, 0 €EOTMAIOMOG TwV €pyacTnpiwv pmopei va madel
MEYOAN {nuid. Ze kOBe meipapa, n TOomMOAoyio Ba €ival Sl0QOPETIKA amMd TN
mponyovpevn. Ot omouvdaoTtéC Ba MPEMEl VO PETOKIVOUV TOV €EOTMAIONO Kal va
EMAVACLVIEOLY T KOAWSIN, TTPAyua TTou 0dnyei o€ aofopn PAGBN TwWV CLUOKELWV.

Mo Toug mapamdvw AGyoug, €xouv dnuioupyndei Ta €IKoVIKA EPIBAAAOVTA yia TNV
€€AoKNON TV OTIOLOCTWY.

Z0p@wva Pe TNV e€yKLKAoOMaidsla Britdnica, n €IKOVIKN TPOYUOTIKOTNTO €ival n
XPrion TN¢ MOVIEAOTOINGNG Kol TN MPOCOH0INaNE PETW UTIOAOYICTIKWY CUCTNHATWY
TPOKEIUEVOL VO OWOEL OTOV XPNOTN TNV 6uvatoTNTa va OAANAETIOPACEL ME €va
TEXVNTO  TPIOOIAOTATO  OMTIKG  TEPIBAAAOV. Ol €QOpuOYyEC NG  EIKOVIKNAG
Tpayuatikotntag Bamtidouv 10 XpAOTN O€ €va UTOAOYIOTIKO TEPIBAANOY, TO OTOIO
TPOCOMOIWVEL TNV TPOYMOTIKOTNTA  WECW TN¢ Xpriong interactive (d100paCTIKWV)
OUOKELWV, Ol OTIOIEC OTEAVOLV Kal AapBdvouv TAnpogopia.

To omotéAeopa mou TOPAyeTal amd éva oUOTNUO  EIKOVIKAC TPAYHUOTIKOTNTOG
ovopdadetal €IKoVIKO TepIBAAAov. O atdxo¢ Tou €ival va dnUIOLPYrCEL GTOV XPNOTN
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TNV Yeudaiobnon OTI €ival QUOIKA TOTOBETNUEVOC OE €va CGUVOETIKA mopayduevo
TePIBAANOV. 'ETAL dNUIOLPYNBNKE TO EIKOVIKO €PYAOTHPI0, éva cUOTNUO EKTAIOELONC
ME LTIOAOYIOTEG PBACIOPEVO OTNV TPOCOMOIWaN. Ta EIKOVIKA €PYQOTNPIa TOU £XOLV
dnuiovpynBei yia ta diKTLUO TPOCOUOIWVOUY TNV AEITOUPYIO KOl TOV TPOYPAUUOTIOUO
JIKTUWONC KOl ETITPEMOLY TNV €E0U0IWAN TOAOTIAOK®WY 1 UN TOTOAOYIWV JIKTOWV. Agv
MTOPOUV VO OVTIKATOOTACOUY OMO WOV TOUC T TPAYMOTIKG €pyacTtrpla, Bonbolv
OUWC ONUOVTIKA 0TNV AMOKTNGON YVWOEWV.

Eikovikd epyaotnpilo pmopei va Bewpndei kaBe ovotnua  Aoylopikol Otav
amoTeAEiTal KOT'EAAXIOTO, OMO €va cUCTNUA TTPOCOUOIWANG KAl £va AoyIKG 0T
diaxeipion¢ (Robinson, 2003). 'Eva T€t010 cOOTNUO Ba pmopovoe va Bewpnbei
EMITUXNUEVO OTOV TOPEXEL TNV duVATOTNTO YPryopNng Kal OIKOVOUIKA GUHQEPOLTAC
Tapaywync €vog LYNANG MOIOTNTAC EIKOVIKOU epyaotnpiov. TMapdAAnAa o 06pog
EIKOVIKO €pYyOOTAPIO WTOPEL va xpnolgomoindei Kol ylo EQOPUOYEC Ol OTOIEC
EMITPEMOVY TNV dlaxeipion and andotacn mpayuatikwy epyactnpiov (Keating, 2000).

MapokATw Tmopoucialovtal HPEPIKOI Omd TOUG TI0 YVWOTOU( TPOCOHOIWTEC TIOU
XPNOIUOoTOoIoUVTal OT6 TOUC OTOUSNCTEG TOU €XOULV OKOTIO Va QOTIOKTAGOUV KATOld
miotonoinon ¢ Cisco.

4.1 Cisco Packet Tracker

Cisco INetworking Academy"*
fl tfAavCto-»

Cisco Packet Tracer
STy - i T I
Elkova 21 Packet Tracker

To Packet Trackerdl ival 1o mpdypappa KAEI0TOO Kwoika tng Cisco yia e€opoiwaon
OIKTUWV  dedOpEVWV  Kal  TnAepwviag¢ VolP. Eivalr éva 1oxupd mpoypapua
TPOCOH0IwAaNg JIKTOWY TOU EMTPEMEL OTOVE OTIOLONCTEC VA TIEIPAUATIOTOOV E TNV
oLUTEPIPOPA TOU OIKTUOU. [POCPEPEL TPOCOUOIWAT, ATEIKOVION, CUYYPOPr Kal
a&loAdynan Kat OIEVKOALVEL TNV d1dacKaAia Kal TNV EKUAONON Twv cUVBETWY EVWOIWV
NG TEXVOAoyiag OIkTOwv. To Packet Tracker CUUTIANPWVEL TOV QUOIKO EEOTAIGHUO TOU
gpyactnpiov, EMITPEMOVING OTOUC OTOUSOCTEC VO dNUIOUPYACOLY diKTUO HE OXEDOV
anepIopIoTo apIBUO cLOKELWY. To pabnaolako mePIBAAANOV ToL gival BacIoPEVO aTNV
npogopoiwan Bonbd Toug omovdaCTEC VO avamTtOEouV oUYXPOVEC JEEIOTNTEC, OTWC N
ANYN OmMOQACEWY, dNUIOUVPYIKOTNTO KOl KPITIKN OKEWYNG KOl ETMALGN TPORANUATWV.
To Packet Tracker GUUTANPWVEL TO TPOYPAUUO OTIOLOWY TNE AKadnuiag AIKTO0U TNG
Cisco , EMITPEMOVTOC OTOUC EKTAIOEVTEG VO JI0AEOLV Kal dUOKOAEC TEXVIKEG EVVOIEC
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Kal OoLOTAPATO OXedlaopol JIKTOWV. Ot omouvdaoTéC PMOpPOUV va  XTioouv, va
SlOPOPP®OOLY KOl VO OVTIMETWTIOOUV TPORANHOTO SIKTOWV HE TN XProN €IKOVIKOD
e€omAlopol. To mpoypappa autd Bonba pabnTéC KOl EKMAIOEVTEC va dnUIoLPYHooLY
TO OIKO TOUC EIKOVIKO KOOHO OIKTUOU ylo €EEPELVNON, TEIPAPATIONO Kal EMEEAyYNON
EVVOIWV KOl TEXVOAOYIOV JIKTOWAONC.

Time: 00,05:28 | Power Cycle Devices
) s N
= =
P . »
* - , = 2620xXM

Elkova 22 TomoAoyia otov €€opolwtr) Packet Tracker

4.2 Boson NetSim™ Network Simulator
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Eikova 23 TomoAoyia otov eEopoiwtr) Boson NetSim

To Boson NetSim2 mpooopolwvel pia peyaAn oeipd dpopoioyntwv tng Cisco,
ouumepiAauBavopévou Twv 2500,2600,2800 kai 3600 KaBwC Kol TIC OEIPEC
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peTaywyéwv Catalyst 1900,2900 kav 3500. Ymootnpilel TOAAGTAG TPWTOKOAAX
dpopoAdynonc 6nwg RIP,EIGRP,OSPF,BGP. Ov epyaaie¢ mou uAomolovvTal AV OTOo
NetSim dev anaitolv mPoOcPacn o€ KATOIOV EEWTEPIKO OPOUOAOYNTA 1 METOYWYEQ,
aAAG PTIOPOUV VA YiVOUuV WE TN XPrON TwV CUCKELWV KOl AEITOUPYIWV TOU.

4.3 RouterSim Network Visualizer

To Routersim3 eival pia  epoapuoyn otnv omoia o1 XPAOTEC MTMOPOUV Va
TPOCOMOIWVOUY  €va  TIEPIBAAAOV  AEITOUPYIKOU CGUCTHAMUOTOC €VOC dpopoAoynTh
TPOKEIYEVOL va e€aoknBolv mavw atn dlaxeipion evoc dpopoioyntr) and ™ ypouun
evtoAwv. Eival pio ave&dptntn mAat@opua Kal OEv OMAITEL TNV QOPTWAN AOYIOUIKOU
firmware.

To Aoylopiko RouterSim eival mpayuatika pio e€apetik pébodog doknaong yia v
amoca@AVIOTN TWV TANPOPOPIWY TIOU anmaltolvTal yia Ti¢ e€gTaaelg tn¢ Cisco. AuTo TO
epyaAeio PBonbdel TOuC XPAOTEC va KOTOVOROOUV TARPWC TWC EMITUYXAVETAL N
JIKTOWON HE TN Xprion mpoioviwy tn¢ Cisco.

Nat Conftgs Window depltyi Taat your probtam solving and troubtashoot
configurations for w ay dovica Orag and drop an unim tad numbar of dav>ca* to craata a natwort skaswdb NatAssassmant

P e e - Easry crag and drop Covices.
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E93331 .89

tress of 1 8115 mot A0t und None of Pe wietaies » e
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Use Net Detectrve®
10 troubleshoot
- your network

Eikova 24 E&opolwtr¢ RouterSim

33



4.4 Dynamips Network Simulator

To Dynamips3# avomtoxbnke 1o 2005 omo tov Christophe Fillot kot pmopei va
€€opolwVel axedOV OAa Ta €idn dpopoAoynTwy Kol PeETaywywv tng Cisco o€ pia eviaio
TMAOT@OpUa. EEopotwvel Tov €E0MAIOUO JIKTUOU QOPTWVOVTAC OTELOEIOG TPAYUATIKA
elkova 10S tng Cisco. To Dynamips pmopei va tpé€el og Linux kot Windows. O i610¢
0 KOTOOKELAOTAC TOU €XEl TMEl TWC MMOPEL va xpnolpomoinBei w¢ mAATQopua
EKTIOIOELANG TOL EMITPEMEL OTOUC XPHOTEC VO EEOIKEIWBOLV UE TIG GUTKEVEC TNE Cisco.
To mpoypappa autd dev PTOPELD PUOIKA VO AVTIKOTACTHOEL TOV TIPAYUOTIKO £E0TAIOUO
tn¢ Cisco, aAAG pmopei va xpnoiuomoinBei w¢ éva epyaAeio yia Tnv vAomoinon
AOKNOEWV AVW oTa diKTua.
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5. GNS3 - GRAPHICAL NETWORK SIMULATOR

5.1 Elcaywyn oto GNS3

To GNS33 cival éva elevBepo MPOYPOPHPO YIO TPOCOMOIWGN A£ITOLpYIOg Kal
TPOYPANHOTIONOU JIKTOWAONC TOU ETTPEMEL OTOUC XPHOTEC VO TPEXOUV TO AEITOUPYIKO
obotnua Cisco 10S 0TOUC LTOAOYIOTEC TOUG O €va YPAQIKO TIEPIBAANOY. ATOTEAEL
éva €EOIPETIKO €PYOAEID TIOL GCUUTIANPWVEL TO TPAYMATIKO EPYAOTHPIO YO TOUC
MNXOVIKOUG OIKTUOU, TOUC OIOXEIPIOTEC KOl TOUC OTIOUdACTEC TOL EMIBUUOLY Vva
amokTAoouv Kamola and T¢ miotomoinoell g Cisco. To TMPOypOPHO WTOPED v
xpnoipotnoinbei o€ MTOANG AsITOUpyIKA cuatrpata, 0nw¢ Windows, Linux, MacOS X.
Avantuxtnke amo tov Jeremy Grossman O€ GUVEPYOOIO HE TOUC TIPOYPOUMATIOTEC
David Ruiz, Romain Lamaison, Aurélien Levesque, and Xavier Alt. To GNS emTpEmnel
TNV €€opoiwan tou Cisco 10S gTov UTIOAOYIOTH TOU KABE XprioTN.

2TOUC TIEPICCOTEPOUC EEOMOINTEC, UTIAPXOUV EVTOAEC TIOU dev LTOOTNPI(OVTal OMo
TOUC €€opOIWTEG. To GNS A£ITOUpYEl PE TPOYUOTIKEG EIKOVEC TOU AEITOUPYIKOU
ovotiuatog 10S ¢ Cisco Kal €101 0 XproTng €xeEl MPOoPacn o€ KABe €VTOAn N
TMapdueTpo mou vmootnpiletal and autd. To GNS eival €va open source, dwPEAV
npoypaupa. Qotdoo, e€aITiag Twv MEPIOPICP®Y adEI0d0TNONG, 0 XPAOTNG XPEIdleTal
va popnBeleTal 10 d1KO Tou Cisco 10S MPOKEIUEVOU VO UTIOPETEL VO XPNOILOTIOINCEL
T0 Mpoypapua. To GNS mapéxel yopw ota 1000 MOKETA TO OEUTEPOAEMTO OE €Va
EIKOVIKO TEPIBAAAOV O€ avTiBeon pe éva router, TOU OTEAVEL EKATOVTASEC (POPEC
mePIooOTEPO TOKETA. O okomog tou GNS Oupwc dev €ival va mapel T B€on piag
TPAYMATIKAC TOTOAOYiag SIKTOOU, OAAG, EXEl OXEJIAOTEI WC Eva EPYOAEI0 TPOAKTIKIC
Kol pdénong.

5.2 Eykatdotacn BN8

2e éva mepiBdAAov Windows, yla TNV €yKOTAOTAGN OKOAOUBOUME TO TMOPOKATW
BAuaTta:

ApXIKa KoTteBAlouue TO TPOYPOUA.
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Eikova 25 Download GNS3

AQoU "KatéBel" To apxeio, 0wIETal 0TOV KATAAOYO TOU UTOAOYIOTH. [iveTal dIMAO
“KAIK” OTO opxeio yio va &ekivnoel n  eykotaotacn. MOAIC 0AOKANpwBEei n
EYKATAOTOON, WMOPOUUE VO OVOIEOUPE TO TPOYPAUHA KOl VO KOVOUUE TIC OPXIKEC

pubuioelc.

Z1nv €1kova BAEnoue
TNV KEVIPIKI KOVGOAQ TOU
TPOYPAMHOTOC. ZTO
aploTtepd Qaivovtal OAa
TO HOVTEAD TWV
pNXAVNUATWY IOV
umootnpidovtal ano TO
TPOYPOMHA. ZTO KEVIPIKO
MEPOC gival n KovadAa
omou Ba TomoBeToLVTAL TO
PNXOVAPOTO KOl OTO
topology PBpiokovtal 6Aa
TO PNXOVAUATO IOV £X0LV
npootedei. Kabe éva
pNXavnua anaitei Omwe
Kal 0TnV TPOYHOTIKOTNTA
Kdamoto 10S

e L= Dev by
I TR
Trer
Toaw 700
Hevte 0
LIS 28

Sevte W0
Bautw M0

feute <) 0
LIE
haret yatch
AN by
AT et

L

Cloed 9 ) '
Comoe ax

Dyager raragenect careom ta 0 rared (amred & Q0]
Capmgpe () 1 G Yt
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‘EAgyyog dvnamips

Mo va EEKIVAOOUUE OMOIadATIOTE
dpaaTNPIOTNTA, TIPWTA EAEYXOUUE OV
Aettoupyoly ta dynamips.

Mo va 10 10MICTWOOVUE aUTO AKE Ao TO
menu->edit->Preferences->Dynamips

Kal €10ayOUUE TOLE apIBPOUC yia TIC TOPTEC IOV |
4 A o A | !

Gskquus va Ba)\oup’s. 3TN ouvEXELd KG'VOUUE test =

TOTWVTOC TO KOUUT, Yia va BeBatwbolpe mwg

T0 dynamips d0UAEDOLV 0WOTA.

‘EAgyyog Oemu

To Qemu xpnaigonoleital yia va @TIGEoVE

TouC¢ hosts yia TI¢ ToToAoyieq oL Ba OTCOVE
apydtepa. Bdloupe €va dvopa oto nedio Identifier
Name. Onw¢ kat ata dynamips, 6a mpénet va R
eAéy&oupe €av dOUAEDOLYV 0WOTA, KAVOVTOC test. =

M va 10 S10MICTWOOUHE OUTO TAKE ano TO menu- = e i .
>edit->Preferences->Qemu. ——————
IP
. ..

Mo va goptwooupe 1o 10S image, akoAouBoUE T ;: “
diadpopr) Edit->10S image and hypervisors. li

Kdtw amoé 1o medio 10S images, mOTAUE TO Kal
Bpiokoupe to apyeio omouv Bpioketal 1o 10S 10 OMOIO . - - |
€lodyoupe ato Tedio.




AKpIBOC amo KATw, oto Tedio Platform emAéyoupe n
TAQT@OPMO N oToia avtioTolxei oto apxeio 10S.

21N GUVEXELD ETIAEYOUUE TO HOVTEAO TIOU OVTIOTOLXED OTO
apxeio 10S.

Zw{oupE TIC pubpioelg pag.

ot T TR

i ——
.

Dy e

gt S e AR 123 IR

¥ b e nrn
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6. YAOIMNOIHZH TQON AZKHZEQN TOY
2EMINAPIOY OONA TH2 01800 ME TH XPH>H
TOY ON83

Tnv mepiodo TNC ekmdvnong TG TIVXIOKAC MOU  €pyaciag, mapakoAouBnoa
napdAANAa 1o Zepvdplo Mpoxwpnuévee MNwaelg Aiktowv - Cisco Certified Network
Associate (CCNA) Ttouv Epyootnpiov TexvoAoyiac lMoAvpéowv tou EMM3B. To
gepvdplo Tpaydatomnoleital péow e-leaming, dnAadr PECW TNG TNAEKMAidELONG N
NAEKTPOVIKAC HABNONC, TOUL TPOOPEPEL €vav OUVOUNOUO EKTOIOEUTIKWY UAIKWV
divovTOg 0TOUC EKTIANISEVOPEVOUC TN SUVOTOTNTA VO EPYOIGTOUY OTIOUANTIOTE EXOVTOG TN
duVaTOTNTA TOPAAANAN VA ETKOIVWVOUV HE TOUC EKTIAIGEVTIKOUE KOl TOUG UTIOAOITIOU
OUMMETEXOVTEC . H die€aywyn TV PabnudTtwy yivetal pe TETOI0 TPOTO £T01 WOTE VO
TPOCQEPEL  TIC (O1EC dLVATOTNTEC PE QUTEC TIOU Ba €ixOv Kal O€ pia TPOYUOTIKN
aifouvoa didackaAiac. Méow NG TNAEKMAidELONC, Ol EKMAIOELOUEVOL PTOpoLV va
epyactolv  puBuilovtag To TPOYPOUUO O KaBEvag OMWC E€MIBUPE KATAPEPVOVTOC
TapdAANAa va acxoAnBolv pe omoladnmote AAAN dpactnplotnTa R umoxpéwan. To
OEUIVAPIO £XEL BIAPKELD TEPITIOU 7 WAVEC KOl OMOTEAEITAL anO 14 €VOTNTEC, Ol OTOIEC
KOAOTITOUV TTARPWC OAN TNV VAN ¢ miotornoinong CCNA. H kdBe d1GAe€n €xel va
BEWPNTIKO KOl €va TPAKTIKO PEPOC. To BewpnTIKO PEPOC amoTeAEital amo PiBAia Tng
Cisco, multimedia d1aAEéEEIC Kl ONUEIOTELS. TO MPOKTIKO UEPOC ATIOTEAEITAI OO TECT
TOAAATIAAG EMIAOYNG KOl OOKACEIC TOVW OTO OIKTLO, PE TN XPron Tou €EOMOINTH
GNS3. To ekmaldeuTIKG LAIKO €ival avaptnuévo mavw atnv mAaT@dpua moodle |, €va
AOYIOUIKO KOTOAANAO Y10 LTIOOTAPIEN TNE EKTAIdEVONC €€ AMOOTATEWC,

STIC eMOUEVEC 0eAIdEC TTAPOLCIAOVTOL 01 EVOTNTEC TOU CGEUIVAPIOUL KOl Ol OOKITEIS
mOvw ota OiKTuo ol omoie¢ uvAomoibnkav pE T XPAON TOU TPOYPAUMATOC
npocopoiwang GNS3.

6.1 Internetworking - Review of Ethernet Networking and Data
Encapsulation

H 1n evétnta omoteAeital omd 1o BOCIKA OTOIXEiO TOU OUVOETOLV éva diKTLO
umoAoyloTwy. Aivetal éu@acn oto LAIKG (hardware) pépog TOu OIKTOOU KOl TO
AOYIOMIKO (software) pépog aAAG kai ota 7 emineda tou OSI Kal T Asrtoupyieg mou
EKTEAE( TO KGBE €va amod autd.
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6.2 Introduction to TCP/IP

H 2n evdtnta touv oeptvapiov mepIAapPBAavel Ta Bacika aTolxeio mov cuveEToLY éva
diktuo TeXVoAayiac IP, onwg eival To IniemeT AvaAlel Ta BATIKA TPWTOKOAAQ TTOU
XPNOIUOTOI00VTaL, TOV TPOTIO AEITOUPYINC TOUG KAl TI dIAQOPEC TIOU UTIAPXOLV UETOED
TOuG. AVOADEL TOV TPOTIO PE TOV OTOI0 YivovTal Ol EMIKOIVWVIEC HETAEL TWV
UTIOAOYIOTWV ME TNV XPrON QUTWV TWV TPWTOKOAAWV.

6.3 Easy Subnetting - Variable Length Subnet Masks(VLSMs), and

Troubleshooting TCP/IP

H 3nevotnta tou aepivapiov avaAvel Tig IP d1evBlvaelc Kal TIG KAAOEI TOUG KOBWC
Kal TNV €@appoyn Twv HeBOdwv umodIKTOwonG (= uoneiin) kot vmePdIKTOWAONG
(8upemien:ing) yia TIg avaykec vAomoinang evog pikpopeaaiov (eMelpnle) IP diKTUOU.

YAomoinon AGKNAGEWV

6.3.1 Vocabulary Exercises

Definition

a. With classfiill routing. must be
avoided because they are not visible across
classful Inetwork boundaries.

b. does not advertise subnet mask information.

c. describes the combination of multiple
contiguous classful network addresses into one
advertisement.

D. the policy of advertising routes at the classfiill
boundary.

e.  When using a classfull routing protocol, it is
important that all subnets have the same as mask.
This is sometimes referred to as

f. process of combining multiple subnets into one
advertisement with a common prefix length (not
necessarily on a classfull boundary).

g. advertises subnet mask information.

h. When a router does not have an interface for the
destination network, it sends traffic to

its .

i. With classless routing protocols, the subnet

K classless inter-domain routing
g classless routing protocol

] prefix length

a discontiguous subnets

f route aggregation

£ fixed-length subnet masking (FLSM)

h default route

d automatic summarization
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mask can be different from subnet to subnet.

This is called . :
. _— . . variable-length subnet mask (VLSM
j. also referred to as CIDR notation, bitmask, and ] g ( )

network mask, the number of bits that are shared o
in common by all addresses in the address space. f route summarization

k. specified by RFC 1519 to address the critical ¢ supernetting
problems of exhaustion of Class B address space

and the growth in size of Internet routing tables. b classfull routing protocol

6.3.2 Subnetting Review Exercises

Exercise 1: Class B Subnetting Scenario: Use address space 172.16.0.0/16 and subnet
it to provide 2000 subnets.

How many bits do you need to borrow? 11

Assuming subnet 0 and the all-Is subnet are both useable, what is the total number of
subnets? 2048

What is the total number of useable hosts per subnet? 30
What is the new subnet mask in dotted-decimal notation? 255.255.255.224
What is the new subnet mask in CIDR notation? /27

What is the magic number or subnet multiplier? 32

* Fill in the following table for the first ten usable subnets.

Subnet  Subnet Address  Host Range Broadcast

No. Address

0 172.16.0.32 172.16.0. 33- 172.16.0.63
172.16.0. 62

1 172.16.0.64 172.16.0.65- 172.16.0.95
172.16.0.94

2 172.16.0.96 172.16.0.97- 172.16.0.127
172.16.0126
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172.16.0.128

172.16.0.160

172.16.0.192

172.16.0.224

172.16.1.0

172.16.1.32

172.16.1.64

172.16.0.129-
172.16.0.158

172.16.0.161-
172.16.0.190

172.16.0.193-
172.16.0.222

172.16.0.225-
172.16.0.254

172.16.1.1-
172.16.1.30

172.16.1.33-
172.16.1.62

172.16.1.65-
172.16.1.94

172.16.0.159

172.16.0.191

172.16.0.223

172.16.0.255

172.16.1.31

172.16.1.63

172.16.1.95

Exercise 2: Class A Subnetting Scenario: Use the address space 10.0.0.0/8 and subnet
it to provide enough addresses for 30.000 hosts.

How many bits do you need to borrow? 12

Assuming subnet 0 and the all-Is subnet are both useable, what is the total number of

subnets? 4096

What is the total number of useable hosts per subnet? 4094

What is the new subnet mask in dotted-decimal notation? 255.255.240.0

What is the new subnet mask in CEDR notation? /20

What is the magic number or subnet multiplier? 16

Fill in the following table for the first ten usable subnets.

Subnet No. Subnet Address Host Range
0 10.0.16.0 10.0.16.1-10.0.31.254
1 10.0.32.0 10.0.32.1-10.0.47.254

2 10.0.48.0 10.0.48.1-10.0.63.254

Broadcast Address

10.0.31.255

10.0.47.255

10.0.63.255



3 10.0.64.0 10.0.64.1-10.0.79.254 10.0.79.255

4 10.0.80.0 10.0.80.1-10.0.95.254 10.0.95.255

5 10.0.96.0 10.0.96.1-10.0.111.254 10.0.111.255
6 10.0.112.0 10.0.112.1-10.0.127.254  10.0.127.255
7 10.0.128.0 10.0.128.1-10.0.143.254  10.0.143.255
8 10.0.144.0 10.0.144.1-10.0.159.254  10.0.159.255
9 10.0.160.0 10.0.160.1-10.0.175.254  10.0.175.255

6.3.3 Prefix Length Use Exercises

Exercise 1. Convert the following subnets and subnet masks shown in dotted-decimal
format into the equivalent prefix length format.

A/IA Network Subnet Mask Dotted-Decimal Format

1 192.168.1.0 255.255.255.0 192.168.1.0/24

2 192.168.1.0 255.255.255.128 192.168.1.0/25

3 192.168.1.128 255.255.255.192 192.168.1.128/26
4 192.168.1.32 255.255.255.224 192.168.1.32/27
5 192.168.1.96 255.255.255.248 192.168.1.96/29
6 192.168.1.48 255.255.255.252 192.168.1.48/30
7 172.16.128.0 255.255.224.0 172.16.128.0/19
8 172.16.8.0 255.255.255.128 172.16.8.0/25

9 172.16.160.0 255.255.254.0 172.16.160.0/23

Exercise 2: Convert the following subnets and subnet masks shown in prefix length
format into the equivalent dotted decimal format.

A/A  Network Subnet Mask Dotted-Decimal Format

1 172.16.0.0 /16 255.255.0.0
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2 192.168.2.240 129 255.255.255.248

3 192.168.2.32 /28 255.255.255.240
4 192.168.2.0 /25 255.255.255.128
5 192.168.2.240 /30 255.255.255.252
6 192.168.2.192 126 255.255.255.192
7 172.20.34.0 125 255.255.255.128
8 172.20.64.0 /18 255.255.192.0

9 172.20.224.0 120 255.255.240.0

Exercise 3: Understanding how a router determines the network or subnet address for
a given IP address is a fundamental skill to implementing VLSM and interpreting
routing tables. In the following exercises, use binary math to “AND” the host IP
address and subnet mask to determine the subnet address. After completing the
binary math, write the subnet address in dotted-decimal format.

192.168.1.67/28

1$Octet  2mOctet  3rOctet oo
IP address 11000000 10101000 00000001 01000011
Subnet mask 11111111 11111111 11111111 11110000
Subnet address 11000000 10101000 00000001 01000000
Dotted-decimal 192 168 1 64

192.168.18.237/27

1¢ Octet 2mOctet  3rdOctet  4thOctet

IP address 11000000 10101000 00010010 11101000
Subnet mask 111121121 11212121 112117111 11100000
Subnet address 11000000 10101000 00010010 11100000
Dotted-decimal 192 168 18 224
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192.168.35.142/29

1¢ Octet 2rdOctet  3rd Octet 4th Octet

IP address 11000000 10101000 00100011 10001110
Subnet mask 11111111 11111111 11111111 11111000
Subnet address 11000000 10101000 00100011 10001000
Dotted-decimal 192 168 35 136
172.28.23.54/21

1t Octet 2rdOctet  3rd Octet 4th Octet

IP address 10110010 00011100 00010111 00111000
Subnet mask 11111111 11111111 11111000 00000000
Subnet address 10110010 00011100 00010000 00000000
Dotted-decimal 172 28 16 0
172.31.32.69/25

1¢ Octet 2rdOctet 3 Octet 4th Octet

IP address 10110010 00011111 00100000 01000101
Subnet mask 11111111 11111111 11111111 10000000
Subnet address 10110010 00011111 00100000 00000000
Dotted-decimal 172 31 32 0

6.3.4 VLSM Subnetting a Subnet Exercises

1 192.168.1.128/25

Objective Further subnet this address to provide eight additional subnets with at least ten hosts
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2

Objective

2a

Objective

Obijective

per subnet. List the first five subnets in network address/prefix format.

Subnet No.

0

1

172.16.32.0/19

Network Address/Prefix

192.168.1.128

192.168.1.144

192.168.1.160

192.168.1.176

192.168.1.192

Further subnet this address to provide eight additional subnets with at least 1000
hosts per subnet. List the first five subnets in network address/prefix format.

Subnet No.

0

1

Write at this point which is the subnet

Network Address/Prefix

172.16.32.0

172.16.36.0

172.16.40.0

172.16.44.0

172.16.48.0

Use subnet 2 from the last question and further subnet this address to provide eight
additional subnets with at least 100 hosts per subnet. List the first five subnets in

network address/prefix format.
Subnet No.

0

Network Address/Prefix

172.16.40.0

172.16.40.128

172.16.41.0

172.16.41.128

172.16.42.0

Use subnet 4 from the last question and further subnet this address to provide eight
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additional subnets with at least ten hosts per subnet. List the first five subnets in
network address/prefix format

Subnet No. Network Address/Prefix
0 172.16.42.0
1 172.16.42.16
2 172.16.42.32
3 172.16.42.48
4 172.16.42.64
Objective Use subnet 0 from the last question and further subnet this address to provide four

additional subnets to be used for point-to-point links. List all four subnets in
network address/prefix format.

Subnet No. Network Address/Prefix
0 172.16.42.0
1 172.16.42.4
2 172.16.42.8
3 172.16.42.12
4 172.16.42.16
10.1.0.0/16
Objective Further subnet this address to provide 30 additional subnets with at least 2000
hosts per subnet. List the first five subnets in network address/prefix format.
Subnet No. Network Address/Prefix
0 10.1.0.0
1 10.1.8.0
2 10.1.16.0
3 10.1.24.0
4 10.1.32.0
Objective Use subnet 4 from the last question and further subnet this address to provide 30

additional subnets with at least 60 hosts per subnet. List the first five subnets in
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network address/prefix format.

Subnet No. Network Address/Prefix
0 10.1.32.0
1 10.1.32.64
2 10.1.32.128
3 10.1.32.192
4 10.1.33.0
Obijective Use subnet 1 from the last question and further subnet this address to provide 16

additional subnets to be used for point-to-point links. List the first 5 subnets in
network address/prefix format.

Subnet No. Network Address/Prefix
0 10.1.32.64
1 10.1.32.68
2 10.1.32.72
3 10.1.32.76
4 10.1.32.80

6.3.5 VLSMAddressing Design Exercises

Exercise 1: Your address space is 192.168.1.192/26. Each LAN needs to support ten
hosts. Use VLSM to create a contiguous IP addressing scheme. Label Figure 4-1 with
your addressing scheme. Don’t forget the WAN links. Write down the first prefixes of
each subnetting.
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Address Space
192.168.1.192 /26

LANC LANB

WAN 3

Ewkova 26 VLSM Exercise 1 Topology

LAN A -192.168.1.192/28 WAN 1-192.168.1.240/30
LAN B -192.168.1.208/28  WAN 2 -192.168.1.244/30
LAN C -192.168.1.224/28 WAN 3-192.168.1.248/30

Exercise 2: Your address space is 192.168.6.0/23, The number of hosts needed for
each LAN is shown in Figure 4-2. Use VLSM to create a contiguous IP addressing
scheme. Label Figure 4-2 with your addressing scheme. Don’t forget the WAN links.
Write down the first prefixes of each subnetting.

150 hosts

Address Space
192.168.6.0 /23

30 hosts
60 hosts
192.168.7.100 /30

Eikova 27 VLSM Exercise 2 Topology
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LAN A -192.168.6.0/24 WAN (A-B) -192.168.7.96 /30
LAN B -192.168.7.0/26 WAN (B-C) -192.168.7.100 /30
LAN C -192.168.7.64/27  WAN (C-A) -192.168.7.104 /30

Exercise 3: Your address space is 10.10.96.0/21, The number of hosts needed for each
LAN is shown in Figure 4-3. Use VLSM to create a contiguous IP addressing scheme.
Label Figure 4-3 with your addressing scheme. Don’t forget the WAN links. Write
down the first prefixes of each subnetting.

1000 hosts

Address Space
10.10.96.0 /30

b 500 hosts

LAN A -10.10.96.0/22 WAN (A-B)-10.10.103.0/30
LAN B -10.10.100.0/23 WAN (B-C)-10.10.103.4/30
LAN C -10.10.102.0/24 WAN (C-A)-10.10.103.8/30

6.3.6 VLSM Addressing Design Scenarios

Exercise 1 Your address space is 192.168.18.0/23. The number of hosts needed for
each LAN is shown in Figure 4-4. Use VLSM to create a contiguous IP addressing
scheme. Label Figure 4-4 with your addressing scheme. Don’t forget the WAN links.
Write down the first prefixes of each subnetting.
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250 hosts

Address Space
192.168.18.0 /23

100 hosts. [l
fa0/0 i s0/0 fa0/0

Eikova 29 VLSM Addressing Design Scenario 1 Topology

Device Interface IP Address Subnet Mask Default Gateway
RTA Fa0/0 192.168.18.1 255.255.255.0 N/A

S0/1 192.168.19.193 255.255.255.252 N/A

so/o 192.168.19.197 255.255.255.252 N/A
RTB FaO/O 192.168.19.1 255.255.255.128 N/A

S0/1 192.168.19.194 255.255.255.252 N/A

so/o 192.168.19.201 255.255.255.252 N/A
RTC FaO/O 192.168.19.129 255.255.255.192 N/A

SOl 192.168.19.202 255.255.255.252 N/A

so/o 192.168.19.198 255.255.255.252 N/A
Host A N/A 192.168.18.2 255.255.255.0 192.168.18.1
Host B N/A 192.168.19.2 255.255.255.128 192.168.19.1
Host C N/A 192.168.19.130 255.255.255.192 192.168.19.129

Exercise 2: Your address space is 172.16.0.0/22. The number of hosts needed for each LAN is shown in
Figure 4-5. Use VLSM to create a contiguous IP addressing scheme. Label Figure 4-5 with your
addressing scheme. Don’t forget the WAN links. Write down the first prefixes of each subnettine.
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Device

RTA

RTB

RTC

Host A

Host B

Host C

Address Space
172.16.0.0 /22

500 hosts

Eikova 30 VLSM Addressing Design Scenario 2 Topology

Interface

FaO/O

S0/1

so/o

FaO/O

SOl

SO0

FaO/O

SOl

SO0

N/A

N/A

N/A

IP Address

172.16.0.1

172.16.3.129

172.16.3.133

12.16.2.1

172.16J.130

172.16.3.137

172.163.1

172.16.3.138

172.163.134

172.16.0.2

172.16.2.2

172.16.3.2

Subnet Mask

255.255.254.0

255.255.255.252

255.255.255.252

255.255.255.0

255.255.255.252

255.255.255.252

255.255.255.128

255.255.255.252

255.255.255.252

255.255.254.0

255.255.255.0

255.255.255.128

Default Gateway
N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
172.16.0.1
172.16.2.1

172.16.3.1

Exercise 3: Your address space is 172.24.0.0/21. The number of hosts needed for each
LAN is shown in Figure 4-6. Use VLSM to create a contiguous IP addressing scheme.
Label Figure 4-6 with your addressing scheme. Don’t forget the WAN links. Write
down the first prefixes of each subnetting.
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1000 hosts

Address Space
172.24.0.0 /21

Elkdva 31 VLSM Addressing Design Scenario 3 Topology

Device Interface IP Address Subnet Mask Default Gateway
RTA FaO/O 172.24.0.1 255.255.252.0 N/A

SOl 172.24.7.1 255.255.255.252 N/A

SO0 172.24.75 255.255.255.252 N/A
RTB Fa0/0 172.24.4.1 255.255.254.0 N/A

S0/1 172.24.7.2 255.255.255.252 N/A

SO0 172.24.7.9 255.255.255.252 N/A
RTC Fa0/0 172.24.6.1 255.255.255.0 N/A

S0/1 172.24.7.10 255.255.255.252 N/A

SO0 172.24.7.6 255.255.255.252 N/A
Host A N/A 172.24.0.2 255.255.252.0 172.24.0.1
Host B N/A 172.24.4.2 255.255.254.0 172.24.4.1
Host C N/A 172.24.6.2 255.255.255.0 172.24.6.1

Exercise 4: Your address space is 10.8.64.0/18. The number of hosts needed for each
LAN is shown in Figure 4-7. Use VLSM to create a contiguous IP addressing scheme.
Label Figure 4-7 with your addressing scheme. Don’t forget the WAN links. Write
down the first prefixes of each subnetting.
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Device

RTA

RTB

RTC

Host A

Host B

Host C

Address Space
10.8.64.0 /18

Eikova 32 VLSM Addressing Design Scenario 4 Topology

Interface

FaO/O

SOl

SO0

FaO/O

N/A

N/A

N/A

IP Address

10.8.64.1

10.8.116.1

10.8.116.9

10.8.96.1

10.8.116.2

10.8.116.5

10.8.112.1

10.8.116.6

10.8.116.10

10.8.64.2

10.8.96.2

10.8.112.2

Subnet Mask

255.255.224.0

255.255.255.252

255.255.255.252

255.255.240.0

255.255.255.252

255.255.255.252

255.255.252.0

255.255.255.252

255.255.255.252

255.255.224.0

255.255.240.0

255.255.252.0

Default Gateway

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

10.8.64.1

10.8.96.1

10.8.112.1
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6.3.7 Summary Route Exercises

Exercise 1: Referring to Figure 1-17, what summary route would R1 send to BBR for the four
networks? Write your answer in the space provided.

192.168.1.0 /25 (f ) B
N A S0
— S —
i 1}
192.168.1.128 /26 ( 7
T ez @
/,-\_‘—” - -
192.168.1.192 /27 Q )\ Summary Route
192.168.1.224 /27<’ ] 3)
e o

Eikova 33 Summary Route Exercise 1 Topology

Decimal Format Binary Format
First IP 192.168.1.0 11000000.10101000.00000001.00000000
Last IP 192.168.1.255 11000000.10101000.00000001.11111111
Summary Route 192.168.1.0/24 11000000.10101000.00000001.00000000

Exercise 2. Referring to Figure 1-18, what summary route would R1 send to BBR for the four
networks? Write your answer in the space provided

192.168.4.0/24( }
.

~——A_

B S R T
192.168.5.0 /24 }1
o0 —Z i
/,_—-("_ -
192.168.6.0 /24 Q \}— Summary Route

e

192.168.7.0/24 ¢ ) .
\""‘\ e

Elkova 34 Summary Route Exercise 2 Topology
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Decimal Format
First IP 192.168.4.0
Last IP 192.168.7.255

Summary Route 192.168.4.0H 1|

Binary Format
11000000.10101000.00000100.00000000
11000000.10101000.00000111.11111111

11000000.10101000.00000111.00000000

Exercise 3: Referring to Figure 1-19, what summary route would R1 send to BBR for the four
networks? Write your answer in the space provided.

192.168.64.0 /21

192.168.72.0 /21

192.168.80.0 /21

192.168.88.0 /21,

M

Summary Route

Eikéva 35 Summary Route Exercise 3 Topology

Decimal Format
First IP 192.168.64.0
Last IP 192.168.95.255

Summary Route 192.168.64.0/19

Binary Format
11000000.10101000.01000000.00000000
11000000.10101000.01010101.11111111

11000000.10101000.01000000.00000000

Exercise 4: Referring to Figure 1-20, what summary route would R1 send to BBR for
the four networks? Write your answer in the space provided.

56



172.16.0.0 /14 Q

172.20.0.0 /14 @
172.24.0.0 /14(}— Summary Route

172.28.0.0 /14()—_,

Eikdva 36 Summary Route Exercise 4 Topology

Decimal Format Binary Format
First IP 172.16.0.0 10101100.00010000.00000000.00000000
Last IP 172.31.255.255 10101100.00011111.111111121.11111111
Summary Route  172.16.0.0/12 10101100.00010000.00000000.00000000

Exercise 5: Referring to Figure 1-21, what summary route would R1 send to BBR for
the four networks? Write your answer in the space provided.

172.16.0.0 /17 Q—

172.16.128.0 /17 C}———

172.17.0.0 /16 C_\ }—_ Summary Route
172.18.0.0 /15 Q—

Eikova 37 Summary Route Exercise 5 Topology
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Decimal Format Binary Format

First IP 172.16.0.0 10101100.00010000.00000000.00000000
Last IP 172.19.255.255 10101100.00010011.11111111.11111111
Summary Route 172.16.0.0 /14 10101100.00010000.00000000.00000000

6.4 Cisco's Internetworking Operating System (10S)

H 4n evotnta tou pabnuatog KOAOTTEL TNV dladikogia ekkivnong, TIC BOOIKEC
EVTOAEC TapapeTpomoinong Kol didyvwaong Aettovpyio¢ péow tou Command Line
Interface (CLI) oAAG Kal PECW TOU ypa@ikoL mepIBaAAovTog Tou Security Device
Manager (SDM) kabw¢ Kal 10 BacikO LAIKO yia éva Cisco Router mou TpéEXEl To
AEITOUPYIKO auotnua I0S.

YAomoinon AoKNoewv

6.4.1 Erasing and Reloading the Router

For some ofthe CCNA labs, it is necessary to start with a basic unconfigured router;
otherwise, the configuration parameters you enter might combine with previous ones
and produce unpredictable results. The instructions here allow you to prepare the
router prior to performing the lab so that previous configuration options do not
interfere with your configurations.

The following is the procedure for clearing out previous configurations and starting
with an unconfigured router.

Step 1. Enter into privileged EXEC mode by typing enable.

Router>enable

If prompted for a password, enter class. (If that does not work, ask your instructor.)
Step 2. In privileged EXEC mode, enter the command erase startup-config.

Router#erase startup-config
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The response from the router will be

Erasing the nvram filesystem will remove all files! Continue? [confirm]
Step 3. Press Enter to confirm.

The response will be

Erase of nvram: complete

Step 4, Now in privileged EXEC mode, enter the command reload.
Router#reload

response:

System configuration has been modified. Save? [yes/no]:

Step 5. Type n and then press Enter.

The router will respond with the following:

Proceed with reload? [confirm]

Step 6. Press Enter to confirm.

The first line of the response will be

Reload requested by console.

After the router reloads, the prompt will be

Would you like to enter the initial configuration dialog? [yes/no]:
Step 7. Type n and then press Enter.

The responding prompt will be

Press RETURN to get started!

Step 8. Press Enter.

Now, the router is ready for you to perform the assigned lab.
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oA WD

6.4.2 Review of Basic Router Configuration

HOST1

< 582 1721701/16 8™ HOG! 2
. . J .e.__ *.
172.16.0. 1721702 /16 172.180.1 /16
172.06.02/16 172.18.02/16

Eilkéva 38 Basic Colter Configuration Topology

Router Router Name Fast Ethernet O Address Interface Type Serial 0 Address
Designation

Router 1 GAD 172.16.0.1 DCE 172.17.0.1

Router 2 BHM 172.18.0.1 DTE 172.17.0.2

Mivakag 1 Equipment Configurations

Cable and configure workstations and routers.

Set up an IP addressing scheme by using Class B networks.

The enable secret password for both routers is class.

The enable, VTY, and console password for each router is cisco.
The subnet mask for both interfaces on both routers is 255.255.0.0.
Verify that Hostl can ping successfully to Host2.

Routers and hosts configuration

Router GAD

1Dynamips(0): RI, Console port

Connected to Dynamips VM "RI"™ (ID O, type c3600) - Console port
Press ENTER to get the prompt.

iRI>enable

|IRI#conf t

<Enter configuration commands, one per line. End with CNTL/Z.
;RL (config) »hostname GAD

1GAD(config) »enable secret class

iGAD(config) »line vty 0 4

iGAD(config-line)#password cisco

GAD(config-line)#line console 0O

GAD(config-line)»password cisco
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[GAD (config) tint fI1/G

GAD(config-if)»description Link To Switch!!*"!

GAD(config-if)tip address 172.16.0.1 255.255.0.0

GAD(config-if)#no shut

|GAD(config-if)tint s

Mar 1 00:07:46.495: %LXKK-3-UPDCWN: Interface FastEthernetl/0, changed state t

p up

o«Mar 1 00:07:47.495: %LINEPROTO-5-UPDOWH: Line protocol on Interface FastEthern

[etl/0, changed state to up

.GAD (config-if) #int s0/0

[GAD(config-if)tdescription Link To BHMIINI

[GAD(config-if)#ip address 172.17.0.1 255.255.0.0

GAD(config-if)#no shut

GAD (config-if) #

;*Mar 1 00:08:24.623: %LI1iK-.3-UPDCWN: Interface Serial0/0, changed state to up

SAD (config-if) #

*Mar 1 00:08:25.627: %LINEBRC®0-5-0PDOHN: Line protocol on Interface Serial0/0,
changed state to up

iGAD(config-if)#clock rate 64000

Router BHM

Dynamips(l): R2, Consoli | | | | H I | | | I |" H

Connected to Dynamips VM "R2"™ {ID 1, tvpe c3600) - Console part
Press ESTEP, to get the prompt.

R2>enable

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#hostname BHM

BHM(config)tenable secret class

BHM (coiifig) #line vty 0 4

BHM(config-line)tpassword cisco
BHM(config-line)tline console 0
BHM (config-line) ((password cisco

BHM(config-line)tint fl1/0

BHM(config-if)tdescription Link To Host2!!!

BHM(config-if)tip address 172.13.0.1 255.255.0.0

BHM(onfig-if)tno shut

BHM(config-if)tint

xMar 1 00:16:31.959: %LINK-3-UFDGWN: Interface FastEthernetl/0, changed stat

o up

Mar 1 00:16:32.959: %LISEPROTO-5-UPDCWN: Line protocol on Interface FastEth

etl/0, changed state to up

BHM (config-if)tint s0/Q

BHM(config-if)tdescription Link To GADI!!

BHM(config-if}#ip address 172.17.0.2 255.255.0.0

BHM(config-if)tno shut

BHM(config-if)#

Mar 1 00:16:59.443: %LINK-3-UFDOWN: Interface Serial0O/G, changed state to u
BHM (config-if)#

Mar 1 00:17:00.447: %LIHSPRO?0-5-UPDCm”: Line protocol on Interface SerialO
changed state to up

BHM(config-if)#
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Host 1

* A
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roo1#ho* S ifto#fiti ethO 1?2 Hr 8 Z nrtwomk Z=* .6 0
roolMbo*. 8 ifton!" jd e Xbo
£ih& Liok em.<*p:f£thertiet HU«44r i»e:rti:29 tK :JK:9t>
tnei a\77. U &.? Bi.,.! \?Z tf) . 2SS nt-.k-.iSH ?ss .0 8
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RX injit-, .*mz ii.9 KIB) rx btlio :2*M 1 (2 .a Ki8)
Intrrrwpt H Bo;r o<dre 1*x4f)00

ironif*box : "a

AKernel If mutiny table

Hies t inet ioft cate u&n itrit»it 5K r1l1q5 ?1ftr it: Ref livfx Ifidee
itr/.e.e. i » Li*¥»e» .o zvi>/.-. UH 8 e 0 1o
.ib.e. 8 ZV,.28S -0 ,0 n 0 8 0 eihO

IrootoboX 8 route a<td defan 11 yu 172.16.0.1
Irooit*box : "8 route
IKerne I If routimj I**Me
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rnut * 8
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1/2.1V 0.2 pimj stilt sties --—--
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runltd- trip min/rtvy/nu*x 8.184727.712/42.989 m.
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4 botes front 172.18.ft.2 srt|~t tt 1”62 1lear 15.1 48
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ms
ms
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S4 butcii from 1/2 .UJ.0.2 seg 4 111 62 iimr 12.*115 ms
S% butes ir«w 1/2.1D.0.2 strq 4 11E-62 ii»e -22.07?) ns
b4 butes frum 1/2.18.0.2 sey»5 H1-62 ti»e-21.UM n»s
b4 bitiex frum 172.18.8.2 seq b 111-62 lime 20.076 n»s
64 b«|tEs from 172.18.8.2 s 7 til 62 limr 19,09 ns
64 byles frttm 172 18.0.2 8 til 62 timr 18.108 ms
1,1 hyti>. from 1/2.18.0..- 0 tt.t 62 limr. 1.7.197 ns
1.4 bijtes from 172.18.ft.2 ;i7j 10 111 62 tian: 15.961 ms
1.4 tu|tes from 172.18.0.2 erg--11 111762 timr-15.665 »s
1,4 bijtrs frow 172.18.0.2 srrtj-12 tt 1=62 titar -13.345 »<;
| 172.113.0.2 ping statistics -

113 p«cket™ tr«nsmit!i?zd, J p«cRets rrceii*e«, 02 p<*ckrt Joss
mrtmnd- ir ip miJtYtwgNridix - 12 385/17 0117/22 079 ms
| uuli'bu* I

Host 2

Plliifiwi - PR o)
u»tObox - tt ifeanf *( ctftQ 1/2.10.0.2 nclraask 25 .255.0.0
ruatObux ifconfig etftoO
v.iM) Uttk rncapiEUiuniKt HWoddr SW:ftJJ:E7:9«:77
inet. ,\AAr:i7?..18.0.2 Rc<>fi»;172,18.255.255 Moa\ .255..255.0.0
1IP BROFtD&StST «11«MIH'. MIKTICAIXT MIU:t500 Metriel
RX |>«r.kcts *I *% errors -O drapprrri :<3 overru»s :O 1'rarce:0
TX jwcKeb'.yJ erruFi»:0 dropped :0 uverruuu :6 carrier:”®
i;tillly itnw» :0 txgue«eleu;1000
RX bytes;:48622 (47.4 KtRt TX bytes ;2.955ft (28.8 KIR}
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rootlibov :"s rnutr

Kernel IP routing table

pest liirtt inn Gdteu<uj GeniMsk Flags ftetr h Hef llse 1face
127.0.0.1 25b 255 255 255 IIH 0 0 0 lo
172.18.0.tl 255.255.0.0 u 0 0 0 eth9

rootlfbox:“M route add default gw 172.1U ©.1
rootlfbox" n route

Kernel IP routing table
[Destination Gateway Gcnmask Flags Mgstr 11 Ref Use Iface
127.0.0.1 255 255 255 255 |IIH 0 0 0 1lo
172.1H.0.0 255 255.0.0 I 0 0 0 ethw
[default 172.18.0.1 0.0 0.0 116 0 0 0 ethO
[root *box" 1 _
ooU'biix
ootvbox
o0otWbox
ootwhnx
ootebox
notffhnx
00tWb X
rootMbox & ping 172.16. .2
rIMG 172 .16.0.2 072.16.0.2>: 56 drttrt >ytes
1.1 butes fro« 172 16.0.Z seg 0 111 62 1IM 17 071 «S
1-1 bytes fro« 172 16 0.2 seq 1 tt 1=62 time 15.158 ms
bytes fro« 172.16 G.2 seq 2 tt =62 time 15.116 ms
11 bytes fro« 172.16.0.2 seq 3 tti 62 timr 13.228 ms
bytes fro« 172 16.0.2 seq 1 ttl L/ tlime 13 fMO ms
bytes fro« 172 16 0.2 seq 5 ttl 62 time 22.177 ms
11 bytes frow 172 16 0 2 seq 6 tt | L. timr 21 107 ms
bytes fro« 172.16 0.2 seq 7 ttl 62 time 20.121 ms
bytes fro« 172.16 ©.2 seq R tt 1l 62 timr 13.040 ms
bytes fro« 172.16.0.2 seq 3 ttl 62 time 10 111 ms
bytes fro« 172.16.0.2 seq 1G 11162 time 17.082 ms
172.16.0 2 ping statistics
1t packets transmitted, 11 parkets rece ivrd By. packet
numl trip iiin/iiiXj/iMX n 01007 387/7V 177
ootVbox-~n
6.4.3 Configure Telnet Remote Access
Router 1 Router 2
172.17.0.1/716 172.17.0.2/16

Ewkova 39 Telnet Configuration Topology

. Configure routers names are Router 1 and Router 2.
. Set the privilege password and the vty line password on both Routers
. Configure the Serial Interface on both Routers (do not forget that one will act

as DCE and the other as DTE
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Router 1

@ Dynamips(3): R1, Console port =N aC) ]

Router 2

¢p Dynamips(4): R2, Console port

eMar 1 00:02:17.579: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthern
et0/0, changed state to down

eMar 1 00:02:17.671: %LINEPROTO-5-OPDOWN: Line protocol on Interface FastEthern
et0/1, changed state to down

eMar 1 00:02:18.423: %LINK-5-CHANGED: Interface Senal0/0, changed state tc adm
linistratively down

eMar 1 00:02:18.427: %LINK-5-CHANGED: Interface Serial0O/1, changed 3tate tc adm
inistratively down

i*Mar 1 00:02:19.423: %LINEPROTO-5-UPDOWN: Line protocol on Interface Senal0/0,
changed 3tate to down

Router>enable

JRoutertconf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)tho3tnaroe Router2

|Router2(config)tpassword dana

% Invalid input detected at marker .

|Router2(config)tenable password dana

JRouter2(config)tenable secret danaa

JRouter2(config)tline vty 0 4

JRouter2(config-line)tpassword dana

JRouter2(config-line)tlogin

iRouter2(config-line)texit

Router2(config)tint 30/0

JRouter2(config-if)tip address 172.17.0.2 255.255.0.0

IRouter2(config-if)tno 3hut

JRouter2(config-if)tclock rate 640

jeMar 1 00:04:49.975: %LINK-3-UPDOWN: Interface Serial0/0, changed state to upOO

j*Mar 1 00:04:50.979: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0,
chaclock rate 64000

jRouter2(config-if)tclock rate 64000

|Router2(config-if)texit

Router2(config)t]
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Telnet from Router 1to Router 2

View other users that telneted to Router 2

Router2#sh users
Line User Host (5) Idle Location
* 0con O idle 00:00:00
162 vty O idle 00:00:20 172.17.0.1
Interface User Mode 1dle Peer Address
Router2#(

Create a loopback interface on either of the routers and specify an IP address
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6.4.4 VLSM Design and Router Configuration

» Pt Wt v

Addbrena Sppac
w100/ o 200.165.202.129/ % o

090652001/ W

-

\
200365 201 2/

172610 %

Eikéva 40 VLSM Topology

Device Interface IP Address
ISP 300 209.165.201.1
Lo0/0 209.165.202.129
RTA SO1 209.165.201.2
SO0 172.16.1.1
Loi 10.14.1
Lo2 10.1.4.129
Lo3 10.15.1
Lo4 10.1.5.129
RTB SOl 172.16.1.2
Loi 10.1.0.1
Lo2 10.1.0.129
Lo3 10.1.1.1
Lo4 10.1.1.129

o

o

Subnet Mask

255.255.255.252

255.255.255.252

255.255.255.252

255.255.255.252

255.255.255.128

255.255.255.128

255.255.255.128

255.255.255.128

255.255.255.252

255.255.255.128

255.255.255.128

255.255.255.128

255.255.255.128

Mivakag 2 Subnet Addresses for VLSM Topology



RTA and RTB will share the 10.1.0.0/20 address space equally. Split the address
space into two equal subnets. Record your subnets with prefix notation in the space
provided.

Each simulated LAN requires a minimum of 100 host addresses. Subnet the address
space for both RTA and RTB, maximizing the total number of subnets while still
providing enough host addresses for each simulated LAN. You will use the first four
subnets in each address space. Record your subnets with prefix notation in the space
provided.

Router RTB

e Omarip=: . Conoepo G ele
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Router RTA

| )

Router>er.afcie

Routerlconf c

Enter configuration ccnstanda, one End

Router (eer.f-g) thcstname ETA

STA(cor.fig) 4er,afcle secret dara

*Mar 1 00:58:03.223: IXINEFRCTO-S-UPTOWN: L protocol on

r.ged state to up

RTA (ccr.fag) tfcann

RTA (con fit?) #banner # ?."AUTHORIZED ACCESS ONLY?57#

RTA(cer.fig) $int sQ/0

RTA icor.frg-a.fi lip address 172.16.1.2 255.255.255.252

RTA(config )#nc shut

RTA(ccnfig-if>Iclccic rate

OMar 1 00:59:02.299: %LINK-3-OPDCWM: Interface Serial0/0,
-Mar 1 00:59:02.303: %XXNEFRDTi>-5-UPDOWN: Line protocol c
changed state to upOO

RTA(ccnfig-if) Iclcck: rate 6-3000

RTA(config-if) kx:t

RTA(config)#iat s0/1

RTA(config-if)*ip address 209.165.201 255.255.255.252
RTA(confrg )Inc shut

ISRTA (config—if) *

-Mar 1 00:59:50.611: %LXMK-3-UPDOWN: Interface Sera
-Mar 1 00:59:51.619: %LINZFROTO-5-UPIX>NN: Line protocol
changed state tc up

RTA (config-if) tclccic rate 6-3000

RTA(ccenfig-if)iexit

RIA(ccr.fig) 1

RTA(config)#

RTA (conf iff) a

RTA (config) #

RTA(config) 1

RTA(config) *

RTA(config)™*

RTA(config)l

RTA (cenfig)#

mRTA(config)l

mRTA(config)#

mRTA(config)™*

anged st/
nterface

ifig-if)#no ip addre33
D IP suicet: mask

Eig-if)#no ip addr233z (2.16.1.2 255.255.255_2
Eig-if)#lp address 172 16.1.1 255.255.255.252
Eig~if)#no shut

RTA (config) *XNT

RTA (cenfig) 11 TTerface Ico
RTA(config)lINTerface loopback 3
RTA(ccnfig-if}lip address

-Mar 1 01:02:16.759: %LI1ilEFRCTO-5-UFDONN:
Line protocol on Interface LocpbacJo», eta
nged rp address 10.1.0.1 255.255.255.12S
RTA(ccnfig-if}lend

RTA#co

-Mar 1 01:02:35.532: %SYS-5-CCNFIG_I: Con
figured from console by consolenf t

Enter configuration corotar.ds, one per line

End With CUTL/Z.

RTA (config) 1IMTerface icopback 5
RTA(config-if)#ip address 10.1.0.1 255.255
.255.122

"Mar 1 01:02:48.027: %LXNEPROTO-5-0PBCWN:
Line protocol on Interfend

RTAlconf t

-Mar 1 01:02:52.575: %SY5-5-COSFIG_I: Con
figured fraai console by console

Enter configuration commands, one per line
. End with CUTI/Z.

RTA(config)tip address 10

RTA{config}lint

RTA(ccnfig) linterface loop
RTA(config)linterface loopback 5
RTA(config-if}Inc ip address 10.1.0.1 255.255.255.12S
Invalid address

RTA(config-if>lip address 10.1.0.129 253.255.255.12S
RTA(config-if)lend
RTA#

-Mar 1 01:04:25.373: %SYS-5-COi
RTAlconf t

Enter configuration commands, one per line. End with CSFIL/Z.

RTA (confre) Ixncerface icgpcack 6

RTAcnfig-if5lip address 10.1.0.12? 255.255.255.125

»Mar 1 01:05:55.52": SLIHETRC22-5-OPBGWH: Lite protocol on Interface Loepback6, changed 3tate tc up

1*¥ 10.2.0.12S overlaps with Loopback™S

RTA(ccsfig-if)lrp address 20.1.2.1 255.255.255.123

RTA(ccnfig-rf}?end

G_I: Configured from console fey console
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RTA(cenfig) ¢router rip

RXA iconlig-router);no network
RTA(ccnfig-router);no network
RTA(ccenfig-router);no network
RTA(ccnfig-router)ino network
RXA(config-router)¢no network
RTA(ccnfig-router)ino network
RTA(ccnfig-router) ir.etwork 10.1.0.0

RTA (cor.-fig—router);network 10. i .C .12S
RXA(ccnfig-router) ¢network 10.1.1.0
RTA(ccnfig-router) ¢network 10.1.1.123
RXA(ccnfig-router)¢network 203.165.201.0
RTA{ccnfic-rcuter) ¢

UTA (ccenfig-router) ¢ “Z

o

PR PRR R
noksbdo
Lo OR oo
X
o

N
©

cNeNeoNoNoNe]

N N e

N
w

RTA(config)¢ip subnet-zero

RTA(config-router)#ver 2

RXA(config-router)net

RTAjconfig-router)i;network 172.16.1.0
RTA(config-router)i;network 10.1.0.0
RTA(config-router)inetwork 10.1.0.123
RTA(config-router)inetwork 10.1.1.0
RTA(config-router)inetwork 10.1.1.123

RTA(ccnfig-router)¢end

RTA#

"Mar 1 01:27:30.623: %5Y3-5-CCNFIG_I1: Configured from console by console
RTAfconf t

Enter ccnfiguration commands, one per line. End with CMTL/Z.
RTA(cgafig)¢irouter rip

RTA(config-router)#ver 2

RXA(config-router)gnet

% Incomplete command.

RXA(ccnfig-router)gnet
RXA config-router);network 209.165.201.0
JRTA (config-router) ¢end
Ki«g,
Dynamips(4): R2, Consote port
RTA#
At
RXA#pi.ng 10.1.4.1

Type escape sequence tc abort.
Sending 5, 100-byte ICMP Echos to 10.1.4.1, timeout us 2 seconds:

[Success rate us 100 percent (5/5) , round-trip itin/avg/max — 1/11/44 ms
RTA#pmg 10.1.4.129

Type escape sequence to abort.
iﬁﬂ%ﬁpg 5, 1G0-fcyce ICHF Echos tc 10.1.4.129, tim.ecut is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/S/36 ms
RIAiping 10.1.5.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos tc 10.1.5.1, timeout us 2 seconds:

Success rate is 100 percent (5/5), round-trip tnin/avg/max = 1/9/36 ms
RTA#pir.g 10.1.5.129

Type escape sequence tc abort.
%ﬁ?1?fg 5, 100-byte ICMP Echos to 10.1.5.129, timeout is 2 seconds:

cess rate is 100 percent (5/5), round-trip mn/avg/max = 1/14/60 ms
RXA#
RIA#



Router ISP
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Press REXURH to get started.

-Mar 1 01:53:35.615: %5Y5-5-COWFIG 1 : Configured from console by console!!1AOXH
OKI1ZSP ACCESS ONLY!*

ISPier.able

Password:

ISPtcenf t

Enter configuration commands, one per line. Er.d with CNTL/2.

ISF(config)#routewr rip

% Invalid input detected at marker .

ISF(config)#router rip
I1SF(onfig-router)*network 209.165.202.128
ISF(config-router)#209.165.201.1

% Invalid input detected at ™'- marker.

ISF(config-router)#net 209.165.201.1
I1SP(conflg-router}tver 2
ISF(config-rcuter)#net 209.165.201.1

ISF (config-router) #r.etwork 209.165.202.125
I1SF(conflg-router)#net 209.165.201.0

ISF (confrg-router)#exit

ISF(config)#router rip
I1SF(config-router)fnetwork 209.165.201.0
I1SF(config-router)tend

-Mar 1 02:53:13.051: %5Y3-S-CCHFIS 1: Configured from console by console
I1SF#[-[~i

Verify connectivity
RTA can ping RTB serial interface? Yes

RX~"NCGnficgirz
Riccis«?

1 ft': *BrT5-.:-7"iTrTil T: frrfiy «*»i f-rar rrr.ail- hy c*m«tri*1~Z.’

T~pc csctp- sequence to «tear.

5r:;d_uy 5. ICC-uvte ICMP fuli-s 1.J 2 cr-Jiidi:

5-0x33 Fare 12 1o PEreEr.: <152, round-iris nh/aw/caa - 2/5/36 es

RTA can ping ISP router? Yes
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RTA can ping all its local loopback interface LAN simulated IPs? Yes

$ prarine R2Co'iocpjit [FIEmE— P
RIA™
RIA

RIAIping 1D.1.0.1

Type aseare seouernce cc abort.

Sept_ii_ng S, 'Ofl-byf.p TO- Fchre rn 'O .".il.l, tm.pr-:- i«i ' Berrvnds:
m,,

Success rite is 100 percent ]S/B). roud trip min/aw/augt - 1/3/4 es
RIAIpinj 10.1.0.129

lype ssnapa sequernce tc abert.
cending 5, 100-byte 1QiT Echos CGo 10.1.0.129, tinecut is 2 seconds:

min
Success rate is 100 percent i5/5), round-trip Br'aj/lia= = 4/4A/4 es
STAfping 1D.1.1.1

Type escape sequerce tc abert.

cending 5, ioco-Dyte ICK? icr.os co lo.l1.1.1, tutecur is ¢ seconds:
1

caccess race is 100 percent i5/5), round-trip BinfZarg/a&x = A/A/4 es
STAlping 1D.1.1.129

Type &= YA rr ahrrr.
écer.cing 5f 100-byte ICKr SdfooB to 10.1.1.129, rii&ecut ie 2 seconds:

laccess race is 1(D percent i5/5), round-trip ain/avg/sax — 1/3/4 es
KIAI
RTAI

RTB can ping all its local loopback interface LAN simulated IPs? Yes

:ljttnp.i:d acceéss cnil!ll
TTBKIUIt

fkéarn k. .1

“ype T;:ape aegnenre r; abzrt.

fauliiiy I00-L":t= 1QS E-ii-S 10.1.4.1, lijkuul as 2 s-s.ui.ds:
;acs«Bg, ist6 12 to: percent (S/s:, rsund-trip ain/avg/Bax = 1/1/1 ns
i731:113 1C.1.4.125

yor= UL Tonirrire irrrr.
erfdig *f Hifityt.- TG Prh“5 10, * 4.722, t.isfhirt 4-

Sucrtss la.; is 102 (.«sivall (3/5), ijumi-.cijj a-n/«>/aji*. - 4/4/4
tTBipiu® 1C.1.5.1

"ype escans aegu-sn:* zz aort:.
»tonne 5, ico fcit: iuej ¢.znzi zz io.i.i.i, tiacout i: ¢ record:

i.- “fit rerr-nf (VY*", rumr!-rrip nir/srg/mx - 1/2/* r-
i=

Ty ti-e
me#r-ir: ic.” .

“Ws sszOli« seau* ab-il.
pealing ICO-b-xe 1Q0 E:b:a r: 19.1.5.12S, claeoat is 2 seconds:

Saccco: itt: i: iul percent fc/s;. round trip sir ewg/m:-: “ 1/:/1 1z



6.5 Managing a Cisco Internetwork

H 5n evotnta meplAauPAvel TNV TOPOUETPOTOINGN, €maAnBevon Kal EmiAvaon
TPOPANUATWY TIOU a@OpolV PBOCIKEG AEITOLPYIEC €VOC OpouoAoynTrh, KabBW¢ Kal
dpopoAdynan oe ocuokevég Tng Cisco. Mepiaaupfaver ) dlaxeipion tou Cisco 10S Kal
TWV apxeiov mapapeTponoinong tou (amobrikeuan, emegepyacia, avaBaduion Kat
anokataotaon). [ivetal emoAn0Oeuan TNG CUVIECIUOTNTAC TOU OIKTUOU HE S1AQOPEC
EVTOAEQ KOl EpyOAEia.

YAomoinon AOKNOEwV
6.5.1 Recovering Passwords

R1

&, —=
fo/o

Eikova 41 Recovery Passwords Topology

. Lab Requirements:

1 The router name is R1.

2. Set the password of the router to ccna and save the settings.
3. Restart the router and recover the password.

Configurations on the router

Router(config)#hostname R1
Rl(config)#enable secret ccna
Ri(config)#exit

Rl#copy running-config startup-conflg
Rl#reload

Recovering the password
1 Boot the router & interrupt the boot sequence by performing a break using the
Ctrl+Break key combination.

2. Change the configuration register to turn on bit 6 (0x2142).

rommon>confreg 0x2142
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You must reset or power cycle for new config to take effect.
3. Reload the router.

- Type reset

The router will reload & ask if you want to enter setup mode.

- Answer NO
4. Enter the privileged mode.

RI>enable
RI#

5. Copy the startup-config to running-config.
Rl#copy startup-config running-config

6. Change the password.

Rl#config t

Rl(config)#enable secret cisco

7. Reset the configuration register to the default value.

RI(config)#config-register 0x2102

8. Reload the router.
Rl#reload
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6.5.2 CDP Lab

12.16.1.0 /724

R1 R2
111.111.111.111/32 222.222.222.222 /32

Eikéva 42 CDP Lab Topology

Router RI: Routei R2:
hostnameRI hostname R2
1 1
interface LoopbackO interface LoopbackO
ilp address 111.111.111.111 255.255.255.255 jp address 222.222.222.222 255.255.255.255
!
interface SerialO/O interface Serial0/0
ipaddress 12.16.1.1255.255.255.0 ipaddress 12.16.1.2 255.255.255.0
clockrate 806400 no shutdown
no shutdown!
Router R1

' Dynamips(1): R2, Console port
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Router R2

= Dynamips(1): R2, Console port ?‘:w‘ﬁ—l![‘—x}

» Display CDP information for Rl and R2.

RI#

RI#sh cdp

Global CDP information:
Sending CDP packets every 60 seconds
Sending a holdtime value of 180 seconds
Sending CDPv2 advertisements is enabled

P.2#

R2#sh cdp

Global CDP information:
Sending CDP packets every 60 seconds
Sending a holdtime value of 180 seconds
Sending CDPv2 advertisements is enabled

P.2#

» Display summary information about CDP neighbors for R1 and R2.

Pi#

Ri#sh cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, 1 - IGMP, r - Repeater

Device 1D Local Intrfce Holdtme Capability Platform Port ID
R2 3er 0/0 144 RS 3745 Ser 0/0
RI#
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R2U

R2#sh cdp neighbors

iCapability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGHP, r - Repeater

Device ID Local Intrfce Holdtme Capability Platform Port ID
RI Ser 0/0 139 RS1 3745 Ser 0/0
P2g

» Detail display detailed information about CDP neighbors for R1 and R2.

Rig
RIgsh cdp neighbors detail

Device ID: R2
Entry address(es):

IP address: 12.16.1.2
Platform: Ci3co 3745, Capabilities: Router Switch IGHP
Interface: Serial0/0, Port ID (outgoing port): Serial0/0
Holdtime : 164 3ec

Version :

Cisco 10S Software, 3700 Software (C3745-ADVENTERPRISEK9~H), Version 12.4(25),
ELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright () 1986-2009 by Cisco Systems, Inc.

Compiled Tue 21-Apr-09 14:41 by prod_rel_team

advertisement version: 2
VTP Management Domain: 11

Rig

R2g
|R2gsh cdp neighbors detail

Device 1ID: R1
Entry address(es):

IP address: 12.16.1.1
Platform: Cisco 3745, Capabilities: Router Switch IGHP
Interface: Serial0/0, Port ID (outgoing port): Serial0/0
Holdtime : 153 sec

Version :

Cisco 10S Software, 3700 Software (C3745-ADVENTERPRISEK9-H), Version 12.4(25)
ELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (¢) 1986-2009 by Cisco Systems, Inc.

Compiled Tue 21-Apr-Q9 14:41 by prod_rel_team

advertisement version: 2
VTP Management Domain: 11

R2#

R
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Display information about CDP data packets for R1 and R2.

Rio
RI#sh ccip traffic
CDP counters
Total packets output: 13, Input: 8
Hdr syntax: 0, Chksum error: 0, Encaps failed: O
No memory: 0O, Invalid packet: 0O, Fragmented: O
CDP version 1 advertisements output: 0, Input: O
CDP version 2 advertisements output: 13, Input: 8
iRig
R2#sh cdp traffic
CDP counters
Total packets output: 32, Input: 27
Hdr syntax: 0O, Chksum error: 0, Encaps failed: O
No memory: O, Invalid packet: 0, Fragmented: O
CDP version 1 advertisements output: O, Input: O
CDP version 2 advertisements output: 32, Input: 27

» Display all the information about adjacent routers for R1 and R2.

RI#

RI#sh cdp neighbors

jiCapability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, 1 - IGHP, r - Repeater

Device 1D Local Intrfce Holdtme Capability Platform Port ID
R2 Ser 0/0 144 RS I 3745 Ser 0/0
RI#
R2#

fR2#sh cdp neighbors
Lapability Codes: R - Pouter, T - Tran3 Bridge, B - Source Route Bridge
S - Switch, H - Host, 1 - IGHP, r - Repeater

iDevice ID Local Intrfce Holdtme Capability Platform Port ID
RI Ser 0/0 139 RS 3745 Ser 0/0
R2#

o Configure CDP timers on Rl & R2 as follows:

R1 timer : 5s

RI Holdtime : 15s

R2 timer: 10s

R2 holdtime:30s
R 1 (config) #cdp ho ldtire IS
RI (conf ig) #dj3 timer 5

P2 (confia; #cdp holdt line 30
R2(confia)scdp timer 10
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Configure R1 and R2 to insert their loopbackO's IP addresses in all CDP
packets.

R1(config)#cdp source-interface XoO
P.1 (config) #

R2 (config) #cclp source—interface 100
R2(config) #

Disable CDP on the serialO/O interfaces

R1(conf ig) #

P.1 (conf ig) #int sG/0

P.1 (config-if) #no ccip enable
R1(config-if)S
R2(config)Sint
R2(config)#interface s0/0
P.2 (config-if)Sno cdp enable
R2(config-i1f)#

Disable CDP on the two routers.

R1(config)#
;-RL (config) ftno cdp run
:R1(config)#

R2(config)n
R2 (config)#no cdp run
R2(config)#
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6.5.2 Host Tables and Sessions

R1 R2
s0/0

172.16.1.1 /730 172.16.1.2 /30

Eikova 43 Host Table Topology

L Configure Routers R1 and R2 with IPs.
2. Configure VTY for R1 and R2.

Router R1

jcrDyramips(®): RL. Corsole port [—ifp X!

R1(config)u

R1(config)ft

R1 (conflg)ft

Pl (config)ft

R1(config)tenable secret dana

R1 (config) #line vty 0 " .

R1(config-line)~password dana

R1 (config-line)#login

R1 (config-1me) fc exit

R1(config)ftint s0/0

R1(config—-if)#ip address 172.16.1.1 255.255.255.252
R1(config-if)#clock rate 64000

Pl (config-if)#no shut

R1 (conflg-if)ft

*Mar 1 00:02:52.403: OA]INK—B—UPDOWN: Intetiace SetialO/O, changed state to up
Pl (config-if)

*Har 1 00:02:53.407: *LINEPROTO-5-UPDOWN: Line protocol on Interface SenalQ/0,

changed state to up
PI (confag—-if)ft

*Mar 1 00:03:17.195: HL INEPROTO-5-UPDOWN : Line protocol on Interface Senal0/0,

changed state to down
Pl (config-—if)ft
Pl (config-if)ft
P1 (config-if)
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Router R2

' Dynamips(6): R2, Console port

» Configure Host Table for RI and R2.

;Rl(config)#
;Rl(config)»ip host R2 172.16.1.2
}Rl(config)#AZ
Ll tN AT AN SRFEY PN TR R
R2#eonf t
Enter configuration commands, one per line. End with CNTL/ Z.
R2(config)#ip host R1 172.16.1.1
r 2 (confFig)s

* Ping Routers with the hostnames.

PI*
Pipping R2

Type escape sequence to abort.
ﬁ‘irﬁilng 5, 100-byte ICMP Echos to 172.16.1.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip roin/avg/max = 8/60/120 ms
PI*
RI#
Pl#|
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R2Hping RL
Type escape sequence to abort.

S'?ridliing 5, 100-byte ICMP Echos to 172.16.1,1, timeout is 2 seconds:
L

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/21/60 ms

RU

» Display R1 and R2 host table entries.

PI#

|RI#conf t

Enter configuration commands, one per line. End with CNTL/2.
TRl (config) #do sh hosts

iDefault domain is not set

Mame/address lookup uses static mapp ings

Codes: ON - unknown, EX - expired, OK - OK, ?? - revalidate
temp - temporary. perm - permanent
HA - Not Applicable None - Not defined

Host Port Flags Age Type Address(es)
Pl None (perm, OK) O 1P 172.16.1.1
R2 None  (perm, OK) O 1P 172.16.1.2
IR1 (config)

R2#

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#

R2(config)#do sh hosts
Default domain is not set
Mame/address lookup use3 static mappings

Codes: OH - unknown, EX - expired, OK - K., ?? - revalidate
temp - temporary. perm - permanent
NA - Not Applicable None - Not defined

Host Port Flags Age Type Address(es)
R2 None (perm, OK) O 1P 172.16.1.2
R1 None (perm, OK) U 1P 172.16.1.1

R2 (config) #8§



e Telnet from RI to R2.

RI>

RI>

RI>enable

ePassword:

RIStelnet R2

Trying R2 (172.16.1.2).... Open

User Access Verification

Password:
R2>

R2>e>:it
[Connection to R2 closed by foreign host]

RI#
R1#1

» Display users.

R2>enable
Password:
R2#sh users
Line User Host(s) Idle Location
*162 vty O idle 00:00:00 172.16.1.1
Interface User Hode Idle Peer Address
R2#]
R.I#sh users
Line User Host(s) Idle Location
0 con O R2 00:01:13
*162 vty O idle 00:00:00 R2
Interface User Mode Idle Peer Address

*1#l



« Kill VTY

Rl#clear line
[confirm]

[0
RI#
Rl#clear line
[confirm]

[0
Rl#clear line
[confirm]

1
Rl#clear line
[confirm]

1
Rl#clear line
[confirm]

[0
RI#
RI#]

user.

vty O

vty 1

vty 2

vty 3

vty 4

R2#clear line
[confirm]

X1
R2#clear line
[confirm]

1]
R2#clear line
[confirm]

1]
R2»clear line
[confirm]

]
R2gclear line
[confirm]

[X]
R2#

vty O

vty 2

vty 1

vty 3

vty 4

* Remove host entries from R1 and R2 host tables.

R1jconfig)#no
R1 (configQ) #

ip host R2

IR2(config)«no
1R2 (configQ) #

ip host R1
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6.6 IP Routing

H evomnta out KoAOmtel Aemtopepwg Tnv IP - dpopoAdynan. AvoAlel Tnv
napapeTponoinan tn¢ (static routing, kabw¢ kal dynamic routing TPWTOKOAAD OTWC
10 RIPVI kat RIPv2) kol mw¢ xpnaoiyomnolei frames yia vo JETAQEPEL TA TIAKETO PETAED

TWV dpopoAoYyNTWVY Kal Twv hosts.

YAomoinon AoKNoewv

6.6.1 Configure Static and Default Route

pasi pas2

p4s3

Eikova 44 Static And Default Route Topology

e The router names are p4sl, p4s2 and p4s3.

jip Dynamips(0): RI, Console port

Connected to Dynamips VM "R I" (1D

Press ENTER to get the prompt.

Rl>enable

Rl#conf t

Enter configuration commands, one
RlI(config)fhostname P4s1

P4sl1(config)tenable secret dana

0, type ¢3745) - Console port

per line. End with CNTL/Z.
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g* Dynamips(l): R2tConsole port

Connected to Dynamips VM "R2" (ID 1, type c"3745) - Console port
Fress ENTER to get the proir_pt.

R2>enable

R2#conf t

Enter configuration ccratands, one per line. End with CNTL/Z.
R2 (config)#hc3tname F452

F432 (config) #enable secret dar.a

sP Dynamips(2): R3, Console port

Connected to Dynamips VM "R3™ (ID 2, type c3745) - Console pert
Fress ENTER to get the prompt.

R3>enable

R3#conf t

Enter configuration comtands, one per line- End with CNTL/Z.
R3 (config) #h03tnair.e F433

F453(config)#

» Configure routers with IPs and loopbacks.

F451(ccnfig)#int loop

F451(config)#+nt IccpfcackQ

FA51(ccenfig-if}#+p add

*Mar 1 00:10:15.871: %LIFJEPROTO-5-OPDCWN: Line prctccci on Interface LocpbackO,
changed state tc up

P4S1(ccenfig-if)#ip address 10.1.1.1 255.2SS .255.252

F451 (cenfig-if) iemt

F4S1 (config)#int s0/0

P451(config-if)tip address 161.20.4.1

% lIrcarplets cannand .

F451(cenfig-if)#+p address 161.20.4.1 255.255.255.252

P4S1 (ccenfig-if)#ro shut

P4S1(ccnfig-if)teioefc rats

"Mar 1 00:11:33.539: %LINK-3-UPDOWN: Inter face 5erialQ/G, changed state tc up
P451 (config-if) tclocic rate 64000

-Mar 1 00:11:34.543: %LINEFRCTC-5-aPDOWN: Line protocol on Interface SeriaXQ/0,
changed state tc up

P451 (cenfig-if>tcloclr rate 64000

F431 (ccrfrg-if}#~Z

F431#
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F452(config)tint loop

P4S2 (config)tint loopbackO

FAS2(config-if)#ip address

eMar 1 00:13:14.971: %LINEFROIO-5-TJFDOWN: Line protocol on Interface LoopbackO,
changed 3tace to up

P452(config-if)tip address 10.2.2.2 255.255.255.252

F432(config-rf)texit

F4S2 (cor.fig} tint 0/0

% Invalid input detected at "*- itarker.

F452(config)tint 30/0

P452(config-if}tip address 161.20.4.2 255.255.255.252

P4S2(config-if)#no shut

F452(config-if)4

eMar 1 00:14:09.207: TMV-3-UFr>nwi : —
P4S2(config-if)#

eMar 1 00:14:10.211: %LIHEFROXC-5-OTDCWH: Line protocol an Interface Serial0/0,
changed state to up

F432(config-if)texit

P452(config)#int s0/1

F452(config-if)#ip address 161.20.4.5 255.255.255.252

F4S2(config-if)#nc shut

F452(config-if)#

"Mar 1 00:14:58.163: %LINK-3-UPDQWH: Interface Serial0/1, changed state to up
E432(config-rf)#exit

P4S2(cenfig)#

eMar 1 00:14:59.167: %LIYTEEHGTO-5-UFDOWN: Line protocol on Interface Serial0/1,
changed state to up

F432 (cenfig) #

F4S3(config)tint iccp

F453(config)tint IlccpfcackO

P4S3(config-if)tip address

-Mar 1 00:19:21.759: %LINEFRGIC—5-UPDCK1T: Line protocol or. Interface LoopbackO,
changed state tc up

F4S3(config-if)tip address 10.3.3.3 255.255.255.252

Bad ir.ask /30 for address 1Q.3.3.3

F453(config-if)tip address 10.3.3.2 255.255.255.252

FAS3(config-if)#extt

P453(config)tint sQ/0

F453(config-if)tip address 161.20.4.6 255.255.255.252

P4S3(config-if}tnc shut

P453(config-if)#clock ra

eMar 1 00:21:04.355: %LISK-3-OEDOHil: Interface Serial0/0, changed state tc up

F4S3(config-if)tclack rate

eMar 1 00:21:05.359: %LINEPROI0-5-UPDOWN: Line protocol on Interface Sexial0/0,
changed state tc up

P4S3(config-if)tclock race 64000

FA33(config-if)#

P453(config-if)
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Configure default routes on p4sl and p4s3.

P4S1 (config) #

P4S1(config)#ip route 0.0.0.0 0.0.0.0 161.20.4.2
P451(config)#ip class

|P4S1(config)#ip classless

FAS1(config)#dc show ip route

Codes: C - connected, S - static, S - SIP, M - mobile, B - BSP

D - EISSP, EX - EIGRF external, O - CSPF, IS. - OSPF inter area
"Il - CSPF N55A external type 1, 112 - CSFF NS5A external type 2
El - OSPF external type 1, S2 - OSPF external type 2

i - I13-1S, su - 1S-IS summary, Li - 1S-1S level-1, L2 - 1S-15 level-2
a - I1S-1S inter area, * - candidate default, U - per-user static route

i
o - (IS., P - periodic downloaded static route

Gateway of last resort i3 161.20.4.2 to network 0.0.0.0

C

C
5"

10.0. 0.0/30 is subnetted, 1 subnets
10.1.1.0 is directly connected, LccpbackO
161.20.0. 0/30 is subnected, 1 subnets

161.20.4.0 is directly connected, Serial0/0
0.0.0.0/0 [1/0] via 161.20.4.2

P4S1 (config) #8

P453#conf t

Enter configuration commands, one per line. End with CNTL/Z.
P4S3(config)#+p route 0.0.0.0 Q.0.0.0 161.20.4.5
F4S3(config)#ip class

P453(config)#ip classless

F453(config)#dc shew ip rente

lodes: C - connected, 3 - 3tatic, R - RIF, M - mobile, 3 - 3GF

D - EIGRF, EX - EIGRF external: W “ OSPF, IA - OSPF inter area
NI - O3FF MS3A external type 1, M2 - CSFF TIS5A external type 2

SI - CSPF sxteinal type i, E2 - OSPF exter:nal type 2
i - IS-1S, 3U - — -0 34@rar r L2 - 1S-1S level-1, L2 - 1S-IS .
ia - 1S-1S inter area, * - candidate default, U - per-user static route

c - CDR, P - periodic downloaded static rente

Gateway of last resort is 161.20.4.5 to network 0.0.0.0

10.Q.0.0/30 is subnetted, 1 subnets

1 10.3.3.0 ns directly connected, LoopfcackO
161.20.0.0/30 is sufcnetted, 1 subnets

1 161.20.4.4 is directly connected, Serial0/0

ST 0.0.0.0/0 [1/01 via 161.20.4.5

F453(config)#
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» Configure a static route on p4s2.

P4S2#conf t

Enter configuration commands, cr.e per line. End with CNTL/Z.
FA52[config)tip route 161.20.4.0 255.255.255.252 161.20.4.1
P452(config)#iF route 161.20.4.4 255.255.255.252 161.20.4.6
F452(config)™*

F432(config)*

F452(config)#show xp route

% Invalid input detected at -“* marker.

P4S2(config)#~Z
F4S2?
eMar 1 01:06:22.107: %SYS-5-COSIFIS_I1: Configured from, console by console

F452*

FA32#

F4S2*

FAS2#show xp route

Codes: C - connected, 5 - static, R - RIP, M - itcfciie, B - 3GF
D - EIGRP, EX - EIGRP external, O - CSFF, 1A - OSPF inter area
MI - OSPF IISSA external type 1, M2 - OSFF ifSSA external tips 2
El - OSEF external type 1, £2 - OSFF external type 2
i - IS-1S, su - 15-13 suimary, LI - 1S-13 level-1, L2 - 1S-1S level-2
xa - IS-IS inter area, « - candidate default, @i - per-user static route
0o - ODR, F - periodic downloaded static route

Gateway cf last re3crt is not 3et

10.Q.0.0/30 is sufcr.etted, 1 subnets

C 10.2.2.0 is directly connected, LccpbackO
161.20.0.0/30 13 sabnetted, 2 subnets
C 161.20.4.0 is directly connected, Serial0/0

C 161.20.4.4 is directly connected, Serial0/1



6.6.2 Configure RIPvlI Dynamic Route (Part 1)

P4S1

1.1.1.1 724 1.1.1.2 /724
2.2.2.2 /24 lo

P4S2

3.3.3.3 724 lo

Eikova 45 RIPvI (Parti) Topology

e The router names are p4sl and p4s2.

¢ P Dynamips(6): R1, Console port

Connected to Dynamips VM "RI"™ (ID 6, type c3745)
Press ENTER to get the prompt.

RI>enable
Rltconf t

- Console port

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#hostname p4sl
p4sl(config)tenable secret class
p4asl(config)#|

Dynamlps(7): R2, Console port - -
ynamIps(7) p j i h

Connected to Dynamips VM "R2"™ (ID 7, type c3745)
Press ENTER to get the prompt.

R2>enable

R2#conf t

Enter configuration commands, one per line. End
R2(config)thostname p4s2

p4s2(config)tenable secret class

p4s2(config)t]

- Console port

with CNTL/Z.
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Configure the routers with ips and loopbacks.

Router p4sl

p4sl(config)#

p4sl(config)#int loopbackO

p4sl(config-if)lip address 2.2.2.2 255.255.255.0

pasl(config-if)#int s0/0

p4sl(config-if)#ip address 1.1.1.1 255.255.255.0

p4sl(config-if)#no shut

p4sl(config-if)#clock rate

*Mar— F nn- 11 -07.683: %LINK-3-UPDOWN: Interface Serial0/0, changed state to up

p4sl(config-if)#clock rate 5 - "~

eMar 1 00:11:08.687: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0,
changed state to up

p4sl(config-if)*clock rate 64000

pasl(config-if)#|

Router p4s2

Ip4s2 (cor.tig) «
p4s2(config)*int loopbackO

p4s2(config-if)#ip

eMar 1 00:08:31.475: %LINEPROTO-5-UPDOWN: Line protocol on Interface LoopbackO,
changed state to up

p4s2(config-if)#ip address 3.3.3.3 255.255.255.0

p4s2(config-if)#int s0/0

p4s2(config-if)#ip address 1.1.1.2 255.255.255.0

p4s2(config-if)#no shut

p4s2(config-if)#

eMar 1 00:09:21.207: %LINK-3-UPDOWN: Interface Serial0/0, changed state to up
p4s2(config-if)#

eMar 1 00:09:22.211: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0,
changed state to up

p4s2(config-if)#
p4s2(config-if)#
p4s2 (conFig-iF)#|

» Start the RIP routing protocol on both routers.

P4Sl#cenf t

jEnter configuration commands, one per line. End with CNTL/Z.
P4S1(config)frouter rip

P4S1(config-router)#network 3.3.3.0

P4S1 (config-router) ((version 2

P4S1(ccnfig-router)#exit

P4S1(config)#~Z

PASI#ping

oMar 1 01:37:26.579: %SYS-S-CONFIG_I: Configured from console by console
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P452#

P4S2#Conf Z

Enter configuration coranaads, e per line. End with CNTL/Z.
F452 (ccrsfig) froater rip

P4S2(config-router)fnetwork 2 2.0

F452 jconfig-rositer)Aversion 2

F4S2(config-router)#exit

F4S2(config)f

F4S2#

“Mar 1 01:39:05.363: %5YS-5-CCNFXS 1 Configured from console by console

* View the routing table on the router and run the ping command to test

connectivity for both loopback IPs and Interface IPs.

P4Sl#sh ip route
Codes: C - connected, S - static, a - RIP, M - mobile, B - BGF

3B - EIGRP, EX - EISRF external, O - OSFF, 1& - OSEF inter area

Ni - CSFF SJSS& external type 1, H2 - CSEF HSSA external type 2

S1 - CSFF external type 1, 52 - CSPF external type 2
i - IS-IS, as - IS-1S summary, LI - 1S-1S level-1, L2 - 1S-13 1«vel-2
ia - 15-13 inter area, " - candidate default, U - per-user statj c route
o - CDR, F - periodic downloaded static route

Gateway cf la3t resort is not set

1.0. 0.0/24 is subnetted, 1 subnets
C 1.1.1.0 is directly connected, Serial0/0
2.0. 1.0/24 +3 s"ifcnetted, 1 subnets
C 2.2.2.0 is directly connected, LocpbackO
R 3.0.0.0/8 [120/1] vra 1.1.1.2, 00:00:21, Serial0/0
F431#
F431#
F431*ping 3.3.3.3

Type escape sequence to abort.

Sending 5, 100-byte ICMF Echos to 3.3.3.3, timeout is 2 seconds:
3f{23:

Success rate *3 100 percent (5/5), round-trip mIn/avg/max = 1/5/20 irs
FA51#p+ng 1.1.1.2

Type escape sequence tc abort.
Sending 5, 100-byte ICMF Schos tc 1.1.1.2, timeout i3 2 3eccnd3:

Success rate 100 percent. (5/5), round-trip min/avg/“"max = 1/6/16 in
FA31#
P431#ping 2.2.2.2

Type escape sequence tc abort.
Sending 5, 100-byte ICMF Echos tc 2.2.2.2, timeout is 2 seconds:
3tffS

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
PASI#]

93



E452#sh ip route
Cedes: C - connected, S - static, a - SIP, M - mobile, 3 - 3GF

D - EIGRP, EX - EIGRF external, C - OSPF, IS - OSPF inter area

HI - CSFF KS5A external type i, 1® - OSPF NS3A external type 2

El - OSPF external type 1, E2 - C3FF external type 2
i - 13-15, su - 1S-IS stannary, 11 - I1S-1S level-1, 12 - XS-IS level-2
ia - IS-1IS inter area, * - candidate default, U - per-user static route
¢ - CDR, F - periodic downloaded static route

Gateway of last resort is not set

1.0. 0.0/24 i3 3 ibnetted, 1 subnets

C 1.1.1.0 is directly connected, SerialQ/0

K 2.0.0.0/8 £120/1] via 1.1.1.1, 00:00:21, Serial0/0
3.0. 0.0/24 is sufcnetted, 1 subnets

iC 3.3.3.0 is directly connected, LoopbackO

P452#ping 3.3.3.3

Type escape sequence to abort.
%ﬁﬁ%ﬁpg 5, 1QQ-fcyte ICMP Echos to 3.3.3.3, timeout is 2 seconds:

Success rate us 100 percent (5/5) , round-trip min/Zavg/max = 1/2/4 its
F432#ping 2.2.2.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2.2.2.2, timeout us 2 seconds:
?2?21?3

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/6/20 its
F452#ping 1.1.1.1

Type escape sequence to abort.
%ﬁg%}ng 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5) , round-trip itin/avg/max = 1/6/16 ms
F4S2*
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6.6.3 Configure RIPvlI Dynamic Route (Part 2)

Z
192.168.3.1 /2
192.168.30.1 /24 192.168.30. 192.168.4.1 /24
A

s

192.168.3.1 /24

192.168.4.2 /24

Eikovg 46 RIPvI (Part2) Topology

Addressing:
Routers
Hostnames Randy Ward
EO 192.168.3.1 24 192.168.4.1/24
SO 192.168.30.1/24 (DCE) na
SO na 192.168.30.2 24 i
Workstations A B
IP 192.168.3.2 192.168.4.2
SM 255.255.255.0 255.255.255.0
GW 192.168.3.1

192.168.4.1

Set up the “router basics” on each router (VTY, Passwords etc.).
Configure the interfaces on each router.

Configure RIP routing protocol on each router.
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Router Randy

&3 Dynamips(3): R1, Console port - [E=RECE ™

&P Dynamips(3): R1, Console port
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Randy(config)treuter rip

»Mar 1 01:13:22.057: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Fast
Ethemet0/0 (not full duplex), with S12C2960POE-I.teikal.gr FastEthernet0/22 (fa
11 duplex).

Randy(config)frouter rip

“Mar 1 01:19:22.091: %CDP-4-DUPLEX_MI5M&TCH: duplex mismatch discovered on Fast
Ethemet0/0 (not full duplex), with R12C2960POE-1._teilcal.gr FastEthemet0/22 (fu
11 duplex).

Randy(config)fronter rip

“Mar 1 01:20:22.091: %CDE-4-DDELEX_MISM&XCH: duplex mismatch discovered on Fast
Stfcemet0/0 (not full duplex), With R12C2960P0S-1.teikal.gr FastEthernet0/22 (fu
11 duplex).

Randy(config)frouter rip

“Mar 1 01:21:22.095: %CDP-4-DOTtEXJMISMRTCH: duplex mismatch discovered on Fast
Ethernet0/Q (not full duplex), with R12C296QFOE-I.teikal.gr FastEthemet0/22 (fu
1l duplex).

Randy(config)frouter rip

“"Mar 1 01:22:22.099: %CDP-4-DUELEX_MI5SMATCH: duplex mismatch discovered on Fast
Etherr.et0/0 (not full duplex), with R12C2960POE-1.teikal.gr FastEthernet0/22 (fu
11 duplex).

Randy(config)#router rip

Randy(config-router)#

“Mar 1 01:23:22.103: %CDF-4-DUFLEX_MISMATCH: duplex mismatch discovered on Fast
Ethernet0/0 (not. full duplex), with Ri2C2960P0S-1.terkal.gr FastEthexnet0/22 (fu
11 duplex).

Sandy(onfig-router)fnetwcrk 192.168.30.0 255.255.255.0

% Invalid input detected at " marker.

Randy(config-router)fnetwcrk 192.165.30.0
Randy(config-router)fretwork 192.168.30.0192.165.3.0

% Invalid input detected at "~" marker.

Randy(config-router)fretwork 192.168.3.0
Randy(config-router)fexit
Randy(config)#

Randyfping 192.165.3.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.3.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
Randy#ping 192.165.30.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.163.30.1, timeout is 2 seconds:
s 11E(

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/7/20 ms
Randyfping 192.163.30.2

Type escape sequence to abort.
Sending 5, 100-fcyte ICMP Echos to 192.165.30.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/5/16 ms
Randyfping 132.163.4.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.165.4.1, timeout is 2 seconds:
5S35J

Success race is 100 percent: (5/5), round-trip rain/avg/raax = 1/8/20 ms
Kandy#
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Router Ward

e - R, Corsolle port i m@lllﬁll

Connected to Dynamips VM "r2" (ID 4, type c3745} - Console pert
Press ENTER to get the promr.pt.

R2>enafcle

R2#conf t

Enter configuration commands, one per line. End with CNIL/Z.
R2(config) lhostname Ward
Ward(config)tenable secret dana
Ward(config)tenable password maria
Ward(config)tiine vty 0 4
Ward(config-line)tpas3word dana
Ward(config-line)#exit
Ward(config)tline console 0
Ward(config-line)tpassword dana
Ward (ccnfig-line) #logir. exit

% Invalid input detected at -"m marker.

Ward(config-line)tlogin
Ward(config-line)texit
Ward(config) #l|

Ward(config)#
"ard (config) #
Ward(config)tint sQ/0
Hardonfig-if)tip address 132.162.30.2 2E5.255.255.0
Ward (corfig-ifjtr.o shut
Ward(config-if)#
eMax 1 00:46:41.067: %tHJIS-3-OTDCWN: Interface Serial0/0, changed state to up
Ward(confrg-if)t
"Mar 1 00:46:42.071: %LIHZPRCTO-5-UPDOWN: line protocol on Interface Serial0/0,
changed state to up
Ward(config-if! texit
Ward(config)tint f0/0
Ward(config-if)tip address 192.165.4.1 255.255.255.0
Ward(config-if)tno shut
Ward(config-if)t
"Mar 1 00:47:11.175: %LIHK-3-UPDCWN: Interface FastEthemet0/0, changed state t
o up
"Mar 1 00:47:12.175: %LINEP80TC-5-OPDCWIJ: Line protocol on Interface FastStheri
etQ/Q, changed state to up
Ward(config-if)t
“"Mar 1 00:47:21.651: %CDP-4-DtJFLEX_MISMFilGH: duplex mismatch discovered on Fast
Ethernet0/0 (not fall duplex), with R12C2960FCE-1I.teikal.gr FastEthemet0/22 (ft
11 duplex).
Ward(config-if)texit
Ward(config)#
Ward (config) #|
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: &P Dynamips(4): R2, Console port =& g

PR TR TR

Setup the workstations with IP address, subnet masks, and gateways addresses.

Workstation A

« QEMU(QEMUI) m m mm

tcSbox:"$
tcObox:~$ sudo su

rootebox:"# ifconfig ethO 192.168.3.2 netwask 255.255.255.0 up
rootebox:route add default gw 192.168.3.1

Workstation B

* QEMU'QEMU2)
IrirotUhnx "I ifcnnfiy rthO 19.16f1.4 . 2Nr 255.255.255.0 up
root; ®»ox :~u route add default gu 192.168.4.1

99



Test connectivity from router to router (from the router) by using ping from Randy to
Ward.

Test connectivity from workstation to workstation by using ping from workstation A
to workstation B.

rootebox:“# ping 192.168.4 .1

PIMG 192.168.4.1 (192.168. 4.1): 56 data bytes

64 bytes from 192.168.4.1: seq=0 tt1=254 time=36.716 ms
64 bytes from 192.168.4.1: seq=1 ttl=254 time=12.486 ms
64 bytes from 192.168.4.1: seq=2 tt1=254 time=21.189 ms
64 bytes from 192.168.4.1: seqg=3 tt1=254 time=20.192 ms
64 bytes from 192.168.4.1: seq=4 ttl1l=254 time=19.285 ms
~Z(1]+ Stopped ping 192.168.4.1
rootSbox:“# _

See the route from Workstation A to Workstation B.

jriHittoc &
[foot8box:"il traccroute 197.168.4.1

traceroute to 192.168.4.1 (192.168.4.1), 38 hops «ax, 38 byte packets
1 192.168.3.1 (192.168.3.1) 23.760« 8.674 ns 9.312 ns

2 192.168.38.2 (192.168.38.2) 28.486 ns

I * 21.530 ns

jiootShox: ~U

Iront#box:*#
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See the route from one router to another.

£ Dyrmins3: R Console part s

Watch ICMP packets as they pass from one router to another.

4 lm

&

Dynamips(3): R1, Console pgn pre
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See the np updates as they pass through the routers.

Dyn*mips(3)- RI. Consol - port

KanaytaeDug ip rip
Rir protocol debuggingr io on

Randvt

*Mor 1 03:21: -57.299: RIP: sending vl update to 255.255.255.255
92.1C0. 30.1)

*Mrtf 1 nS:71 :47.799: RTP : build Mirel~ t 1. L.rifi

*W, f 1 nS :71 :47.799: tri.«nrk igq?.i6R.s.n itF
Randy#

-Mar 1 03:21:34 319 : KIP: sending vl update to 233.233.233.233
o/o (iy.2.1C6.3.1)
*Har 1 03:21:51.510:

ric i

RIT: build update entries

eMar 1 03:21:5-1.510: network 102.168.1.0 metric 2

eMar 1 03:21.5-5.523; network 192.1CC.30.0 metric 1

Randy*

*Wnr 1 nS:71 :SP. .96S : RTP : Ifirivfil vl ii&<iirt|f frowit 197.1 6ft .SO .7

Mo r 1 ISR .967: 197.16ft.4 .0 in 1 linpr

P._andy#

-Mar 1 03:22:13.33y: KIK: sending vl update to 233.233.233.233
30.1)

eMar 1 03:22:13.350: RIT: build update entries

eMar 1 03:22:13.350: network 102.168.3.0 metric 1

Randy#

eMar 1 03:22.23.079. RIP; sending vl update to 255.255.255.255
n/n

*Mnr 1 nS:77:7S.n79: RTP : Imi Ik .ifMInir f.1r if—,

«=Mar 1 03:22:23.079: network 192.168.4.0 metric 2

eMar i 03:22:23.0/y; network 192.168.30.0 metric 1

Kandyt

+Mar 1 03:22:2-1.875: RIT: received vl update from 102.168.30.2
eMar 1 03:22:21.870: 102.168.-1.0 in 1 hops

Randylterminal monitor
% Console already monitors
Rrti _Hy*
r 1 ns:77:41.707 : RTP : —fMJit<j VI uiMIfii.f- k. 744.744_.744.744
92.166. 30.1)
-Mar 1 03:22:41. /O0/: Kit»: tuna update entries
-Mar 1 03:22:41.70/: network 192.166.3.0 metric 1
Randy#
+Mar 1 03:22:51.235: RIT: sending vl update to 255.255.255.255
0/0 (192.1C0.3.1)
sMar 1 03:22:51.235; RIP; build update entries

‘Mnr 1 0S:7? :.41 .733: 1IFLw(>tk 197 .16ft.4.n iw-i.rii: 7
r 1 nS:77:S1.7SS: Ifl _wink §97.16R.Sn.n mt-l.rit: 1
Randy#
-Mar I 03:22: 34.363t kiaik : received vl update tram 192.168.30.2
-Mar 1 03:22:34.3b3: 192.168.4.0 in 1 naps
Randy™*

eMar 1 03:23:00.-123: RIT: sending vl update to 255.255.255.255
92.1C0.30.1)

eMar 1 03:23:09. -523; RIP; build update entries

eMref 1 0S:7S:0q.47S: nr-1.wm k 197.16ft.4.0 mt-l.r ic: 1

R*ni ly#]

via 5erialQ/0 (1

via *astfctnernet

via berlaio/u @

via FastEthernet

on Scrial0/0

v ift Sf-r ifiin/n

via FastEthcrnct

on benalU/U

via Scrial0/0
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Wa:d#debug Ip rip
RIF protocol debugging i
Ward#
“Mar 1 03:23:51.755: RIF: sending vl update to 255.255.255.255 via FastEtr.ernet
0/0 (192.168.4.1)
RIF: build update entries

03:23:51.755: network 192.168.3.0 metric 2

03:23:51.755: network 192.168.30.0 metric 1
jWardlterrcinal monito
% Censo6le already irp

Ward#

eMar 1 03:24:05.5S3 RIF: received vl update from 1S2.168.30.1 on Serial0/0
*Maz 1 03:24:05.583 192.163.3.0 in 1 heps

Ward#

-Mar 1 03:24:16.383 RIF: sending vl update cc 255.255.255.255 via Seriai0/0 (@
-Mar 1 03:24:16.383 RIF: build update entries
"Mar 1 03:24:16.383 network 192.165.4.0 metric 1
Ward#
-Mar 1 03:24:18.871 RIF: sending vl update to 255.255.255.255 via FastEtiiemet
-Mar 1 03:24:13.871 RIF: build update entries
-Mar 1 03:24:1S.871 network 192.168.3.0 metric 2
network 1S2.168.30.0 metric 1

(]Z*E4282.2¢b RIF: received vl update from 1S2.168.30.1 on Serial0/0
03:24:32.227 132.163.3.0 rn 1 hops

03:24:43.38 RIF: sending vl update to 255.255.255.255 via Seriai0/0 (@

RIF: build update entries
network 192.162.4.0 metric 1
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6.6.4 Configure RIPv2 Dynamic Route

Z
161.20.2.1 /24 L2001 1BL0IZ I 161.20.1.1 /24
/0
A B
R
161.20.2.2 /24 161.20.1.2 /24

Eikova 47 RIPv2 Topology

Workstation « a - Workstation "B
Addressing:

Routers

Hostnames Phiber Optik

SO 161.20.4.1 30 (DCE) 161.20.4.2/30 (DTE)

Sl n/a n/a

LO 161.20.3.1 30 161.20.5.1 30

EO 161.20.2.1 24 161.20.1.1 24
Workstations A B

IP 161.20.2.2 161.20.1.2

SM 255.255.255.0 255.255.255.0

GW 161.20.2.1 161.20.1.1

Set up the “router basics” on each router (VTY, Passwords etc.).
Configure the interfaces on each router.
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Router Phiber
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Router Optik

Optik: (cor-fig) t

iptik (cor.fig) tint 30/0
Optik(config-if)tip address 16 20.4.2 255.255.255.252

Optik(config-if)#no shut

Optik (config-if)texit

ptik(config)tint

Mar 1 00:07:02.203: %LINK-3-UPDCWN: Interface ial0/0, changed scate to
Optik(config)tint fO

*Mar 1 00:07:03.207: %l TFEPROTO-5-UPDCSBI: Line protocol on Interface Serial0/0, |
changed state tc up

Optik(config)tint f0/0

Optik(config-if)#ip address 161.20.1.1 255.255.255.0

Cptik (cor-fag-if)#no shut

Cptik (cor.-fig-if)texit

-Mgl:i; 1 00:07:20.379: %LINK-3-UPDOWN: Interface FastEthernet0/0 changed 3tate t
ol

eMar 1 00:07:21.379: %LINEPROTO-5-UPDGWN: Line protocol on Interface FastEthern
et0/0, changed state tc up

Optik (config-if)texit

Optik(config)#int loop

Optik(config)tint loopbackQ

Optik(config-if)tip addrer

eMar 1 00:07:30.733: %LINEPROTO-5-UFDOWN: Line protocol on. Interface LoopbackQ,
changed state to up

Cptik(config-if)tip address 161.20.5.1 255.255.255.252

Optik(config-if}texit
Optik (cor.-fig) #}
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Configure the workstations.

Workstation A

- QEMU (QEMUI)

tc8hox:~$

tcBbox:~$ sudo su

root8box."~ti ifconfig eth0 161.20.2.2 netmask 255.255.255.0
rootebox:"# route add default gu 161.20.2.1

rootebox:~8

Workstation B

K QEMU [QEMU2!

tcebox:~§

tc8box:~$ sudo sit

root8box:~8 ifconfig ethQ 161.20.1.2 netraask 255.255,255.0
rootebox:"# route add default gw 161.20.1.1

rootebox:~8

Configure RIP version 2 on each router.
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Test connectivity from router to router (from the router) by using ping from Phiber to
Optik.

Phiber*ping 161.20. 3.2

Type escape sequence to abort.

Selndling 5, 100-byte ICMP Echos tc 161.20.4.2, timeout is 2 seconds

J | J

Success rate is 100 percent (5/5), round-trip rcinfavg/icax - 1/6/20 ms
Phibertpmg 161.20.5.1

Type escape sequence to abcrt.

Sending 5, 100-byte ICMP Echo# to 161.20.5.1, timeout is 2 seconds
ltaft

Success rate i3 100 percent (5/5), round-trip lran/avg/max = 1/6/20 ms

Type escape 3equer.ce to abcrt.
Sending 5, 100-byte ICMP Echos tc 161.20.1.1, timeout us 2 seconds

Success rate s 100 percent (5/5), round-trip min/avg/max = 1/7/24 its
Phiber#
[Phiber

» Test connectivity from workstation to workstation by using ping from workstation A
to workstation B.

'T" % (QEMUL) ! ‘

tn(»box:~$ SHtlo sh

ruotObox:~M ifcoufig cthO 161.20.2.2 nctma™k 255.255.255.0
ront_wbox : U route add défaitlt gw 161.20.2.1

rootGbox **ll

root.ebox ; »

rootflbox:~tt ping 161.20..2

ping : bud address *161.20. .27

rootObox t*1t

ruu tebox ="l

root©box :yk

ruo tobox :~ft ping 161.20.1.2

IMH6 161.20 1.2 (161.20.1.2): 56 data bytes _

64 bytes From 161.26.1.2: seq-1 ttl-62 time 23.160 ms
64 bytes from 1601, .1.2: seq~Z ttl=62 time.z: .068 ms
64 byt.es frow 161.28.1.2- seq~3 111=62 time ®0.065 ms

64 bytes frum 161.20.1.2: scq 1 tti=62 time 13.123 ms
64 bytes from 161.26.1.2: seq=5 tti=62 time=1B .03? ms
rzm - St pped Pimj 161.20.1.2
[rootCbox - »
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See the rip updates as they pass through the routers.

# Dyn3i™P(®>;*1. Console port

Fhiber#
Fhiber#

Phiber#debug ip rip
RIF protoccl debugging is a-
Phifeer#termtnal monitor

% Console already monitors

Phiber#
*Har 1
61.20.2
"Mar 1
*Mar 1
*Har 1
"Mar 1
“Mar 1
Phiber#
"Mar 1

"Mar 1
"Mar 2
"Mar 1
Fhiber#
"Mar 1

‘Max 1
“‘Mar 1
"Mar 2
"Mar 1
"Mar 1
""Mar

[Ey

00:22:40.40*?:
1}

00:22:40.407
00:22:40.407
00:22:40.407
00:22:40.407
00:22:40.407

00:22:42.287

00:21:42.287
00:22:42.227
00:21:42.237

00:22:44.095

00:21:44.095
00:21:44.095
00:22:44.055
00:21:44.099
00:22:44.059
00:21:44.103

f our addresses)

Phiber#
"Mar 1
"Mar 1
"Mar 2
Fhiber#
""Mar
""Mar
""Mar
""Mar
""Mar
""Mar
Phiber:
""Mar
""Mar
“"Mar
""Mar

RPRRPRRPRERRRRRPR

00:22:53.851
00:22:53.851
00:22:53.655

00:22:06.351
00:22:06.351
00:22:06.351
00:22:06.351
00:22:06.391
00:22:06.331

22:10.433
22:10.483
22:10.433
2

0:
0:
0:
0:22:10.433

0
0
0
(o]

RIF: sending v2 update tc 224.0.0.9 via FastEthernetQ/0 (1

RIF: build update entries

261.20.1.0/24 via 0.0.0.0, metric 2,
161.20.3.0/30 via 0.0.0.0, metric 1,
161.20.4.0/30 via 0.0.0.0, metric 1,
161.20.5.0/30 via 0.0.0.0, metric 2,

tag O
tag O
tag O
tag O

RIF: sending v2 update tc 224.0.0.9 via Serial0/0 (161.20.

RIF: build update entries
161.20.2.0/24 via 0.0.0.0, metric 1,
161.20.3.0/30 via 0.0.0.0, metric 1,

tag O
tag O

RIF: sending v2 update tc 224.0.0.5 via LocpbackO (161.20.

RIF: build update entries
161.20.1.0/24 via 0.0.0.0, metric 2,
161.20.2.0/24 via 0.0.0.0, metric 1,
161.20.4.0/30 vis 0.0.0.0, metric 1,
161.20.5.0/30 via 0.0.0.0, metric 2,

tag O
tag O
tag O
tag O

RIF: ignored v2 packet from 161.20.3.1 (sourced from one c

RIF: received v2 update from 161.20 4.2 on Serial0/0
161.20.1.0/24 via 0.0.0 .0 in 1 hep3
161.20.5.0/30 via 0.0.0.0 in 1 heps

RIF: sending V2 update tc 224.0.0.9 via FastEtr.emec0/0 (161.20.2.1)

RIF: burld update entries
161.20.1.0/24 via 0.0.0.0, metric
161.20.3.0/30 via 0.0.0.0, metric
161.20.4.0/30 via 0.0.0.0, metric

0

2,
1,
1,
161.20.5.0/30 via 0.0. , metric 2,

RIP: sending v2 update tc 224.0.0.9 via Seriai0/0 (161.20.4.1)

RIF: build update entries
161.20.2.0/24 via 0.0.0.0, metric 1,
161.20.3.0/30 via 0.0.0.0, metric 1,

tag O
tag O
cag 0
tag O

cag O
tag O
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Drangx(7:R2 Gredeport

“"Mar 1
Optik#
Optik#
Optik#

QQ:23:23.859:

Optik#debug ip rip

RIF prctGcd debugging
Optik#terminal

monitor

%3Y5-5-CGNFXS 1I:

is on

% Console already maitor3

Cptik#
“"Mar 1
“"Mar 1
“"Mar 1
Optik#
“"Mar
“Mar
“"Mar
“Mar
“"Mar

e N

“"Mar
Optik#
“Mar
+Mar
“"Mar
“"Mar
“Mar
“"Mar

PR R RRPRP

“Mar
Optik#
“"Mar 1
“"Mar 1
“"Mar 1
“"Mar 1
Optik#
“"Mar 1
“"Mar 1
“"Mar 1
Cpti k#
“Mar
-Mar
“Mar
“"Mar
“"Mar
“"Mar
Optik#
“Mar 1
“"Mar 1
“"Mar 1
“Mar 1
“"Mar 1
“"Mar 1
“"Mar 1
Optik#H

00:23:34.887:
00:23:34.391:
00:23:34.891:

00:23:37.943:
00:23:37.943:
00:2.3:37.943:
00:23:37.943:
00:23:37.943:
00:23:37.943:

00:23:43.347:
00:23:43.347:
00:23:43.347;
00:23:43.347:
00:23:43.347:
00:23:43.347:
00:23:43.351:

00:23:49.129:
00:23:49.119:
00:23:49.119:
00:23:43.119:

00:24:01.559:
00:24:01.559:
00:24:01.559:

00:24:05.623:
00:24:05.623:
00:24:05.623:
00:24:05.623:
00:24:05.627:
00:24:05.627:

00:24:10.147:
00:24:10.147:
00:24:10.147:
00:24:10.147:
00:24:10.147:
00:24:10.147:
00:24:10.151:

RIP: received v2 update from 161.20..4.1 on Senal0/0

Configured from console by

161.20.2.0/24 via 0.0.0.0 in 1 fcos
261.20.3.0/30 via 0.0.0.0 in 1 nops

RIF: sendrng v2 update to 224.0.0.9 V.xa FastEthernet0/0 (161.20.,1.1)

RIF: build update entries

161.20.2.0/24
161.20.3.0/30
161.20.4.0/30
161.20,5.0/30

RIF: sending v2 update to 224.0.0.9 V.la LocpbackO (161.20.5.1)

via 0.0.0.
via 0.0.0.
via 0.0.0.
via 0.0.0.

0
0
0
0

RIP: build update entries

261.20.1.0/24
161.20.2.0/24
161.20.3.0/30
261.20.4.0/30
RIF: ignored v2

RIF: sending v2 update to 224,0.0.9 via Serial0/0 (161.20.4.2)

via 0.0.0.0,
via 0.0.0.0,
via 0.0.0.0,
via 0.0.0.0,

metric 2, tag
metric 2, tag
metric 1, tag
metric 27 tag

o OO O

metric 1, tag Q
metric 2, tag O
metric 2, tag O
metric 1f tag O

censéle

packet from 162.20.5. 1 (sourced from cr.e of cur addresses)

RIF: build update entries

162.20.1.0/24
261.20.5.0/30

R

via 0.0.0.0,
via 0.0.0.0,

metric 1, tag O
metric 1, tag O

1 hcps

161.20.3.0/30 via 0.0.0.0 in 1 hcps

RIF: sending v2 update to 224.0.0.9 Vla FastEthernetQ/0 (161.20,.1.1)

RIF: build update entries

61.20.2.0/24
261.20.3.0/30
161.20.4.0/30
162.20.5.0/30

RIF: sending v2

via 0.0.0.
via 0.0.0
via 0.0.0.
via 0.0.0

update to 224.0.0.9 via LoopbackG (161.20.5.2)

RIP: build update entries

161.20.1.0/24
161.20.2.0/24
161.20.3.0/30
161.20.4.0/30
RIF: ignored v2

via Q.0.0.0,
via 0.0.0.0,
via 0.0.0.0,
via Q.0.0.0

packet frerr. 1

metric 2, tag
metric 2, tag
metric 1, tag
metric 2, tag

o o o o

metric 1, tag O
metric 2, tag O
metric 2, tag O
metric 1, tag a

P: received v2 update from 161.20..4.1 on Serial0/0
162.20.2.0/24 via 0.0.0.0 m

61.20. 5.1 (sourced from cr.e of our addresses)
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6.7 Enhanced IGRP (EIGRP)

To Ke@AAaI0 auTO MapPoUaIdlel Ta BACIKA OTOIXEIO TOU TTPWTOKOAAOU OPOPOAGYNONC
Enhanced Interior Gateway Protocol (EIGRP)

ZupmePIAaUPBAvVEL:

eData-State ge oxéon pe ta Distance-Vector TpwTOKOAAD dPOUOAGYNONG.
> 0voyn kat'Evvoleg Tov EIGRP.

s/AclToupyia tou EIGRP.

[Mapapetponoinan tou EIGRP.

*E&akpiBwvovtac T owaTh Asitoupyia (troubleshooting) Tou EIGRP.

YAomoinon AGKNoeEWV

6.7.1. Configuring EIGRP Routing

Pari 192.168.0.2/24 lO
aris Warsaw
192.168.2.1/30 192.168.2.2/30

192.168.3.1/24
192.168.1.1/24

Eikova 48 EIGRP 1 Topology

Router Designation Router Name Routing Protocol Network Statements
Router 1 Paris EIGRP 192.168.3.0
192.168.2.0
Router 2 Warsaw EIGRP 192.168.1.0
192.168.2.0

Mivakag 3 Address Scheme 1 for EIGRP 1 Topology
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W

NG

Router IP Host Fast Ethernet 0  Interface

Designation Table Address/ Type
Entry Subnet Mask Serial 0
Router 1 Paris 192.168.3.1/24 DCE

Router 2 Warsaw 192.168.1.1/24 DTE

Serial 0 Loopback 0
Address/ Subnet Mask
Subnet Mask Address/

192.168.2.1/30  192.168.0.2/24

192.168.2.2/30 No address

Mivakag 4 3 Address Scheme 2 for EIGRP 1 Topology

The enable secret password for all routers is class.
The VTY, and console password for each router is

cisco.

The “IP Host Table Entry” column contents indicate the names o fthe other routers in

the IP host table.
Configure the motd.

Do not forget to write the description of each interface.

IP addressing of the topology.
Configure each host according to the topology.
Save each configuration in each router.

The first 6 tasks are the main body of the exercises. You have to succesfully
complete in order to proceed to the rest tasks.

Note: You may need to add the command ip subnet-zero because of the use of the
ZERO subnet with VLSM on the 192.168.1.0/30 and 192.168.1.128/26 networks.

Router Paris

(PDynamips(lZ): RI, Console port

RI>

RI>enable

RI#conf t

Enter configuration commands, one per line. En
R1 (config) (thostname Paris
Paris(config)tenable secret class
Paris(config)#line vty 04
Paris(config-line)#password cisco
Paris(config-line)#line console 0
Paris (config-line) #password cisco
Paris(config-line)#exit

Paris(config)#int s0/0
Paris(config-if)#description Link To Warsaw!!!
Paris (config-if) (tip address 192.168.2.1 255.255
Paris(config-if)#no shut

Paris(config-if)#

eMar 1 00:02:58.931: ILINK-3-UPDOWN: Interface
Paris(config-if) #

eMar 1 00:02:59.935: %LINEPROTO-5-UPDOWN: Line
changed state to up

Paris (config-if)((clock rate 64000
Paris(config-if)#

eMar 1 00:03:23.095: %LINEPROTO-5-UPDOWN: Line
changed state to down

Paris (config-if) #]|

i1=31n

d with CNTL/Z.

.255.252

1/\/\

Serial0/0, changed state to up

protocol on Interface Serial0/0,

protocol on Interface Serial0/0,
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Paris (ccenfig) fir.t f0/0

Paris(config-if)#ip address 192.168.3.1 255.255.255.0

Paris (config-if) fno shut:

Parrs (cor-frg-if)#

«Mib 1 00:35:21.259: %LINX-3-UPDOWH: Interface FastEthernet0/0, charged state t
0

-Mar 1 00:35:22.259: %LINEPRCTG-5-UPDOHN: Line proceed on Interface FastEtherr
et0/0, changed state to up

Faris (config-if) #ex+tt

jParis (confis) tint loopback: O

Paris(config-if)#ip addr

-Mar 1 00:35:30.335: %LXNEPRGTO-S-OPDQWN: Line protocol or. Interface LocpbackQ,
changed state to up

Paris(config-if)#ip address 192.168.0.2 255.255.255.0

Paris(config-if)#exit

Paris(confis)#

-Mar 1 00:38:23.237: %LIHEPROTO-S-UPDOHN: Line protocol or. Interface Serial0/0,
changed state to up

Pari3(ccnfig)#ip subnet-zero

Paris(ccnfig)#

Paris(config)tint s0/Q

Paris (config-if) »description Serial Interface Connected to Warsaw
Farrs(config-if)#exit

Paris(ccnfig)tint f0/0

Paris(config-if)#de3cripticn Fastethernet Interface Connected to switch

Paris (config-if) #ex.it

Paris(config)#exit

Paristcopy

-Mar 1 00:52:40.493: %SY5-5-CGMFIG_I: Configured fro» console by console
Parist™op/ ru

Farrstcopy running-ccnfig st

Paristcopy running-eonfig startup-config

Destination filename {startup-config]?

Building configuration...

{1

Parisfwr

Building configuration. ..

{0K]

Paris#

Paris#!

H . * * L ol - .
# Dynamips«)): RI, Console port fpS W gMEM l-cu-] B Hii& il

Paristsh run interface s0/0
Building configuration. ..

Current configuration : 137 bytes

interface Serial0/0
description Serial Interface Connected to Warsaw
ip address 192.166.2.1 255.255.255.252
clock rate 2000000

lend

)Paris#sh run interface f0/0
[Building configuration. ..

ICurrent configuration : 152 bytes

interface FastStherr.et0/0
description Fastethernet Interface Connected to switch
ip address 192.163.3.1 255.255.255.0
duplex auto
speed auto
end

jPart3#!
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Router Warsaw

1 Dynamips(l): R2, Console port jeeee 1-0

"Connected to Dynaicips VM "P.2" (ID 1, type 0%$745) - Console pore
(Fress ENTER to gee the proir.pt.

|X2>enafcle

IP2Sconf t

iEnter configuration commands, one per Er.d with CSTL/Z.
X2 (config)#ho3tname Warsaw

Warsaw(config)tenable secret class

(Warsaw (config)#line vty 0 3

Warsaw(ccnfig-line)¢password cisco
Warsaw(config-line>»exit

Warsaw(config)#line console 0

Warsaw (config-line) tpasswcrd cisco
Warsaw(config-line)texit

Warsaw (config) thanr.er rmr.otd ;Authorized Access Only!!l! t
Warsaw(config)tint s0/0

Warsaw(config-if)tip addre33 192.168.2.2 255.255.255.252
Warsaw(config-if)too shut

Warsaw (ccr.fig-if)#

"Mar 1 00:38:19.031: %LMX-3-UFDOWN: Interface 5erlal0/Q, changed state tc up

Warsaw (config-if)t

A

»Mar 1 00:33:20.035: %LINEFROTC-S-(JPDCWN: line protocol on Interface Serial0/0,

changed state to up
Warsaw(ccnfig-if)iexit
(Warsaw(config)tint f0/0
[Warsaw(config-if)tip address 192.168.1.1 255.255.255.0
[Warsaw (config-if)#no shut
"Warsaw(config-if)#

["Mar 1 00:39:14.455: %LIMK-3-UFI>CWN: Interface FastEthemet0/0, changed state t

o up

“Mar 1 00:39:15.455: %LIHEPROTO-5-OTDOWN: Line protocol on Interface FastEthern

et0/0, changed 3tate to up

AN

S A
# Dynamips(l): R2. Console port ** ﬁ ju

E&arsaw(config—if)texit

mWarsaw(config)tip subnet-zero

(Warsaw(config)#

Warsaw (cor.-fig) tint s0/0

Warsaw(config-if)idescription Serial Interface connected to Paris
(Warsaw(config-if)texit

Warsaw-(config) tint f0/Q

Warsaw(config-if)¢sdescription Fastethernet Interface connected to Host
Warsaw(config-if)texit

Warsaw(config)#AZ

Warsawtc

"Mar 1 00:55:25.595: %5YS-5-CONFIG_I: Configured from console by console
Warsawtcopy ru

Warsawtcopy running-config st

Warsawtcopy running-config srartup-config

Destination filename [startup-configj ?

Euildmg configuration. ..

)

Warsawtwr

Building configuration. ..

{oK;

Warsaw#

Warsaw#!

114



i @ Dynamips(1): R2, Console port

Workstation 1

$ QEMO ((BWI) - PressCri-Aftto edtgrab
tc.ebox:~5
tcBbox:"'$ sudo su

rootBbox:"It ifconfig etbO 192.168.3.2 netmask 255.255.255.0 up
rootBbox:"# route add default gu 192.168.3.1

T

ootBbox:"'# route
Kernel 1P routing table
Destination Gateway Genraask Flags Metric Ref Use Iface
127.0.0.1 255.255. 255 .255 UH 0 0 © lo
192.168.3.8 - 255.255.255..0 U 0 0 0 etilo
[default 192.168.3.1 0.0.0.0 UG 0 0 0 ethO
ootBbox:"#
Workstation 2
a7 cemu @emu2 L= | & |
tcBbox:
tcBbox:~0 sudo su
rootBbox:"# ifconfig ethO 192.168.1.2 netmask 255.255.255.0
rootBbox:"# ifconfig ethO 192.168.1.2 netmask 255.255.255.0 up
rootBbox:"# route add default gu 192.168.1.1
rootBbox:"# route
Kernel 1P routing table
Destination Gateway Genraask Flags Metric Ref Use Iface
127.0.0.1 255.255.255.255 UH 0 0 0 Io
192.168.1.0 « 255.255.255.0 U 0 0 0 ethO
defau It 192.168.1.1 0.0.0.0 UG 0 0 0 etbO
rootBbox:"# _
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Verify host local connectivity

Ping from workstation 1to workstation 2

Ping from workstation 2 to workstation 1

= CEMO j(M2) . = EW«-
Iractebox”a ping 192.168,2.2

PIM6 192.168.2.2 (192.168 2.2): 56 data bytes

64 bytes lran 192.168.2.2 seij=6 ttl=255 tine=42.039 ms
Ol bytes Craw 192.100.2.2 seq=l tt1-208 timc=17 .let niB
64 bytes from 192,168.2.2 seg=2 ttl-255 time=20.087 ms
64 bytes fra» 132.163.2.2 seq=3 ttl=255 time=12.161 ms
64 bytes frail 192,168.2.2 seg=4 ttl=255 time=5.335 ms
*2111* Stopped ping 192.168.2.2
Jrant6box:U ping 192.168.1,1

iline 192.168.1.1 (192.168 1.1): 56 dels byl.es

04 bytes from 192.108.1.1 seq-0 ttl~2S5 tlrae-iB.189 ms
61 hytes finn 192.168. spg=1 ttl~2cd time=17.204 r=s
64 bytes fra» 192.1 seipZ ttlI=E55 time=b.125 ms
64 bytes fra» 192.1 seq=3 tt1=255 time=15.144 ws
64 bytes fra» 192.1 seg=4 tti=2bb time=14,IVb ms
64 bytes frun 192,1 seq-5 tL1-255 Limc-13.103 hr;
64 bytes fra» 192,1 s&q''6 ttl~2S5 timg“1?..S0 ms
64 hyt.es Fran Spg=7 ttl=255 timR=11.250 n®:
64 bytes fra» 192.1 St=8 tt1=255 time=29.1E6 ms
64 bytes fra» 192_1 seg=9 ttr-255 time=19.176 ms
64 bytes fra» 192.1 seg=10 tt1=255 time=18.174 ms
64 bytes fra» 192_1 seq=I1 tt1=£55 tIme=6.336 ms
Ol bytes from 192_1 scq=12 til =255 timc=10-.153 me
"2[21* Stopped ping 192 168.1.1
raeteboxi "tl

3
888588888

i—‘l—\l—‘b—‘b—‘!—‘l—‘l—‘b—'b—‘b—”—‘

PhrhrhrikrRPrpPRRRRPR
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Verify Interface information

* Ping from one of the connected serial interfaces to the other. If the ping was
not successful, troubleshoot the router configuration until the ping is
successful.

" Dyemipsi0) RL, Console port i oE s

»

" VA RO 2 O A T

o Dynamips(1): R2, Console port

Configure EIGRP routing on routers.

Enable the EIGRP routing process on router all and configure the networks it
will advertise. Use EIGRP autonomous system number 101.
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Examine the routers that are running configuration files.

jy Dynamipsfil: FI, Console port

mPariStsn ru.mirg-Or_fig
Isuildias configuration. .

Current ccniiguraricn : 124: bytes

version 124

service tinestamp3 debug cLatetine msec
service tinescairp3 leg letetlire nsec
Ino service passvori-eneryptier,

h03taUUBE £d113

boDt-31art-marker
boDt-e nd-rcar *:er

enable secret £ S1Szni.SdIHDWjIGBu/SeHP"VCBav.

| .0 aea lev;-model
.Tsoxy-size itn.eir. 5
ceil

I no ip dtrrain icclrip
ip auth-pioxy nax-ncdata-conns 3
lip adnission ussx-aDd&a--conns 5
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Building cer-fiyjraticn...
Current ccr.fi~ara.tiGn : 11S6 bytes

varsicr 1:2.3
service tutsstenps debic aetetire in=ec
Service tiffiC3tss{so leg car3tine XOCC

> Wvtep KA prim

rust-naurs Xars-v
{
32it-3t& 1—sa.rkar

h-jt.-i?rizi-r':.ar*=r

lruble occrct 5 £1°i3guinSaw aEXdE- . 17S>"IrSIG0.
>

aj aan ncH-jul-1

xanory-sl2€ isatan 5

1C dCuULSlIr. lIDfguC - .
LiAart-adjivia $

adrisaicr. rtajc-sedata-conris 3

Show the routing table for both routers.

QDynarripsﬂ:R‘.,onstepon T S 2 LR |m'l~3u X1
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$ renis; R, Cosoleport 1P1 1-a iS* jHiE
Warsaw!
Warsaw!
Warsawfsh it rente
Codes: C - connected, 3 - static, R - RIF, M - motile, B - 3GF
D - EIGRP, EX - EIGRP external , C - DSFF, 1A - O5EF inter are

HI - O3PF H53A external type 1, N2 - O3PF NSSA external type

El - OSFF external type 1, E2 - O5FF external type 2
i - I3-1S, su - IS-15 summary, LI - 1S-1S level-1, L2 - I3-15
level-2

ra - I1S-1S inter area, * - car.didate default, U - per-user at
atic rente

0 - GDR, F - periodic downloaded static route
Gateway of last resort is not set
C 192_1iS.1.0/24 is directly connected, FastEthernet0/0
132.1€2.2.0/30 is sutr.etted, 1 subnets
C 132.165.2.0 is directly connected, Seriel0/0
D 192.168.3.8/24 [90/2195456] via 192.168.2.1, 00:07:58, Serial0/

Warsaw!
Warsawt]

Show EIGRP neighbors

* From the Paris router, show any neighbors that are connected by using the
show ip eigrp neighbors command at the privileged EXEC mode prompt.

Verify connectivity based on EIGRP

* Enable the EIGRP routing process .Use EIGRP autonomous system number
101.
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Examine the routers that are running configuration files.

Parisrusn
Faristsh rutning-ccnfig
Building configuration. ..

Current conilguratios : 1246 bytes

version 12.4

service tersstamps debug catetiers r.set
sssvi«  ;insstasis log &j.®ins n.sec
no service passvard-escryptioa

hostname Paris

bont-starc-maxfcer
bost-end-marker

(enable sestet S SISTai. SAHDHj 133s/ isHW<5VI3*y.
jno ass new-model

memory-size louses S
lip cef

no up demur, iooicup
ip auth-proxy msK-rodata-conns 3
ip acKi33iQr. nax-ncdata-ccnrs 3
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RarsawYsb ran
Karsaw#sh rannir.g-ccnfig
Eaildin¢ configuration. ..

Garrent configuration : H8Fi bytes

|

version 12.4

service tiaestangs debug datetime msec
service tinsestaeps log datetice nsec
r.o service password-encryption

bostname Warsaw

hoot-start-narker
boat-enc-marlcer

Ie5nable secret S $I$wH8aSR841u7aDXdEAiTE/iig31SU.
rc aaa r.ew-Rdei

memory-size ioiteic. S
ip cef

to ip domain lookup
ip aoth-proiv irax-aodata-conns 3
ip admission max-nodata-conns 3

Show the routing tables

Paris#
Paris#

-Mar 1 01:50:00.679: %SYS-5-CONFIG_I1: Configured, from console by console

Paris#

Parislshow ip route

Codes: C - connected, S - static, R - RIP, M - rmr.obile, 3 - BGP
D - EIGRP, EX - EI3RF external, C - OSPF, IA - OSPF inter area
NI - OSPF HSSA external type 1, U2 - OSPF HSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-1S, sa - I5-1S summary, Il - 1S-1S level-1, L2 - IS-IS

ia - I1S-1IS inter area, * - candidate default, U - per-user static route

o - ODE, E - periodic downloaded static route
Gateway of last resort is not set
C 192.163.0.0/24 is directly connected, LoopfcackO
D

192.163.1.0/24 {90/21354561 via 192.162.2.2, 00:20:17, SerialQ/Q
192.168.2.0/30 is subnetted, 1 subnets

C 192.163.2.0 is directly connected, Seriai0/Q

C 192.168.3.0/24 is directly connected, FastEthernet0/0
Pari3#

Paris#!
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Warsaw#
Warsaw#
Warsaw#shew ip route
Codes: C - connected, 3 - static, R - RIF, M - mobile, B - BGP
D - EIGRF, EX - EIGRP external, O - C3FF, XA - OSPF inter area
N1 - OSPF NS5A external type 1, M2 - OSPF NS5A external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 15-15, su - 1S-15 summary, LI - 15-15 level-1, L2 - IS-IS 1
evel-2
la - 15-15 inter area, * - candidate default, U - per-user stat
ic route
c - ODR, F - periodic downloaded static route

Gateway of last resort is not set

ic 132.165.1.0/24 is directly connected, FastEthernet0/0
192.165.2.0/30 is subnetted, 1 subnets

C 192.168.2.0 is directly connected, Serial0/0

D 192.166.3.0/24 [90/2195456] via 192.165.2.1, 00:21:03, 5erial0/0

Warsaw#

Warsawtg

View the topology table

 To view the topology table, issue the show ip eigrp topology all-links
command.

Paris#

IParis#ahcw ip eigrp topology all-links

IP-EIGRP Topology Table for AS(101)/1D(192.16S.0.2)

Cades: F - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Stat33, a - sia Status

E 192.163.1.0/24, 1 successors, FD is 2195656, seme 6
via 192.165.2.2 (2195456/231600), Serial0/0

P 192.163.2.0/30, 1 successors, FD is 2165856, serr.c 2
via Connected, Serial0/0

F 192.163.3.0/24, 1 successors, FD is 281600, serno 1
via Connected, FastEthemetQ/0

Paris#

Paris#

Eari3#]|

Wad saw#
sawfshow ip eigrp topology all-links

-EIGRP Topology Table for AS*101)/1D(132.168.2.2)
Codes: P - Passive, A - Active, U - update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 192.165.1.0/24, 1 successors, FD is 281600, serno 1
via Connected, FastEtnernet0/0

F 132.163.2.0/30, 1 successors, FD is 2169856, serno 2
via Connected, Serial0/0

P 192.168.3.0/24, 1 successors, FD is 2195456, serno 4
via 192.162.2.1 (2195456/221600), 5erialQ/0

Warsaw#

Warsaw#

Warsaw#!
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How many routes are in passive mode? 3 routes

« To view more specific information about a topology table entry, use an IP
address with this command: Paris#show ip eigrp topology 192.168.1.0.

F-ilisST
Fari3fshcw ip eigrp topology 192.168.1.0
IP-EI3RP (AS 101): Topology entry for 1ST.168.1.0/24
State is Passive, Query origin flag is 1, 1 Successor(a), FD is 2195456
Routing Descriptor Blocks:
152.165.2.2 (Serial0/0), from 192.168.2.2, Send flag is Ox0
Composite metric is (2195456/281600), Route is Internal

Minimum bandwidth 13 1544 -thit
Total delay is 21000 ir.icrosecor.ds
Reliability i3 255/255
Load is 1/255
Minimum MTU is 1500
Hop count is 1

Peris*§

» Based on the output of this command, does it tell what external protocol
originated this route to 192.168.2.0? No, because route is Internal.

» Use show commands to view key EIGRP statistics. On the Paris router, issue
the show ip eigrp traffic command.

Farts#shov ip eigrp traffic
IP-EIGRP Traffic Statistics for AS 101
Hellos sent/received: 903/404
1 Updates sent/received: 4/5
Queries sent/received: 0/1
Replies sent/received: 1/0
Ack.3 sent/received: 2/2
SXA-Queries sent/received: 0/0
51A-Repl2.es sent/received: 0/0
Hello Process ID: 213
FDM Process 1ID: 212
IP Socket queue: 0/2000/2/0 (current/max/highest/drcps)
Ergrp input queue: 0/2000/2/0 {current/icax/nighest/drops)

Faris®j

 How many hello packets has the Paris router received? Paris router has
received 404 packets.

* How many has it sent? Paris router has sent 903 packets
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6.7.2 Comprehensive EIGRP Configuration

172.16.64.0 /20 172.16.0.0 /18
o

10.0.0.0 /30

10.0.0.8 /30

72.16.80.0 /20

s0/1

172.16.96.0 /20f1/0 10.0.0.4 /30

1/1

e e

172.16.128.0 /19

172.16.160.0 /

et

72.16.192.0 /19

Eikova 49 EIGRP 2 Topology

Device Interface IP Address
RTA SO/l 10.0.0.1
so/o 10.0.0.9
FaO/O 172.16.0.1
RTB SO/l 10.0.0.2
SO/0 10.0.0.6
Lol 172.16.128.1
Lo2 172.16.160.1
Lo3 172.16.192.1
Lo4 172.16.224.1
RTC SO/I 10.0.0.5
so/o 10.0.0.10
Lol 172.16.64.1
Lo2 172.16.80.1
Lo3 172.16.96.1
Lo4 172.16.112.0

Mivakag 5 Addressing Scheme for EIGRP 2 Topology

Subnet Mask

255..255.255.252

255.255.255.252

255.255.192.0

255.255.255.252

255.255.255.252

255.255.224.0

255.255.224.0

255.255.224.0

255.255.224.0

255.255.255.252

255.255.255.252

255.255.240.0

255.255.240.0

255.255.240.0

255.255.240.0
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w ™

© oo N O

The enable secret password for all routers is class.

The VTY, and console password for each router is cisco.

The “IP Host Table Entry” column contents indicate the names of the other routers in
the IP host table.

Configure the motd

Do not forget to write the description of each interface

IP addressing of the topology.

Configure each host or loopbacks according to the topology.

Save each configuration in each router

The first 6 tasks are the main body of the exercises. You have to succesfully complete
in order to proceed to the rest tasks.

Note: You may need to add the command ip subnet-zero because of the use of the
ZERO subnet with VLSM on the 192.168.1.0/30 and 192.168.1.128/26 networks.

Router RTA

T ————___ P
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RTA(cenfig)t
RTA(cenfig>tint f0/0
RTA (ccnfig-if}tdescription FastEthernet
RTA tcenfig-if) tip address 172.16.0,1 255.255.192.0
ETA (cenfig-if) tr.o shut
RTA(config-if)t
-Mar 1 00:05:23.891: %LINK-3-OPDOWH: Interface FastEthernet0/0, changed state t
o up
"Mar 1 00:05:24.891: %LINEPROTO-5-UPDOSEIl: Line protocol on Interface FastEthern
et0/0, changed state to up
RTA(config-if)isxit
RTA(ccnfig)tint s0/0
RTAIconfig-if)»description Serial Connected To RTC
RTAjconfig-if)tip address 1Q.0.0.9 255.255.255.252
RTA(config-if)*no shat
RTA(config-if}*
"Mar 1 90:07:18.463: %LINK-3-OTDOWFI: Interface Serial0/0, changed state to up
RTA j"config-if)t
"Mar 1 00:97:19.467: %LINEPRQTO-5-aPDOWSt: Line protocol on Interface SerialQ/0,
changed state to up
IRTAjconfig-if}»exit
RTA (cenfig) tint s'j/1
RTA (cenfig-if)tdescription Serial Connected To RT
i"Mar 1 00:07:44.855: %LINEPROTC-5-UPDCWN: Line protocol on Interface Serial0/0,
j changed state to down
IRTA(config-if)tdescription Serial Connected To RT3
RTA(ccnfig-if)tip address 10.9.0.1 255.255.255.252
IRTA(cenfig-if)#nc shut
JRTA(cenfig-if)t
I"Mar 1 00:02:11.535: F“LINK-3-UPDOWN: Interface SerialO/1, changed state to up
JRTA(cenfig-if)t
|*"Mar 1 09:08:12.539: %Li:iEPROXO-5-tJPDOWN: Line protocol on Interface Serial0/1,
i changed state to up
JRTA (config-if)tcleclc rate 2090000
IRTA (cenfig-if)texit.
«RTA (cenfig) t
I"Max 1 00:08:34.275: %LItIEFECTC-5-UPDCp«H: Line protocol on Interface Serial0/i,
i changed state tc down
ISTA (cenfig) t
JRTA(cenfig)tip subnet zero

J% Invalid input detected at - marker.

;RTA(cenfig)tip subnet-zero
|RTA (cenfig) 48

.RXAtcopy ru

|RTAtcopy running—config sc
JRTAtcopy running-confxg startup-ccnfig
|Destination filename [startup-config]?
jiBuilding configuration. ..

K]

RTA#

STAtwr

1Building configuration. ..

[0X]

RTA#

RTA#|

127



Router RTB

[R2>

|R2>enable

R2#conf t

jEater configuration canmands, one per line. End with CNTL/Z.
|R2 (config) #hootnarGe RTB

RIB (config) #

RTS(config)#
IRIS(config)((enable secret class
IRT3 (config) #

RTB (cor.fig) t

kT3 (config) #line vty 0 4
IRTS(config-1ine) ((password casco
|RTB(config-liae)#exit

RTS (cor.fig) #

RIB (cor.fig) #

RXBfccafig)#line console 0
RTS(config-liae)lpassword cisco
RTB(config-line)#
IRIS(config-line)$
RTB(config-line)lexit

RTS (cor.fig) #

RTB(config)#

iRTB(config)#

RTB (config) j(banner Jtotd ((Authorized Access Only!” W
RX3(config)#

$ Dynamipi(l): R2, Consoleport

iRTB (config) #mt a0/0

RTB(config-if)#description Connected To RTA a0/1

RTB(config-if)tip address 10.0.0.2 255.255.255.252

:RT3 (config-if)#no shut

RTB(config-if)#

IRT3 (config-if) #

»Mar 1 00:22:46.337: %LINK-3-0TDO8H: Interface Serial0/0, changed state to up
RIB(config-if)#

|*Har 1 00:22:47.351: %LINEFROTO-5-UFDCWH: Line protocol on Interface Serial0/0
changed state to up

RIB(config-if)(exit

RTB(coafig)#

RTB(config)#

IRIS (coafig) tint sQ/I

iRT3 (config-if}((description Connected to RTC 30/0

IRXB(config-if)#ip address 10.0.0.6 255.255.255.252

RTB(config-if)#no shut

RIB(config-if)(clock rate

»Mar 1 00:23:46.323: %LINK-3-DPDCWM: Interface SerialO/1, changed state to up
RIB(config-if)#clook rate 20

»Mar 1 00:23:47.327: %LINEFROTO-5-UPEC«H: Line protocol on Interface Serial0/1
changed state to up

IRTB (cdnfig-if) folock rate 2000000

RTB(config-if)#exit
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Router RTC

&P Dynamips(2): R3, cc,,,s,_“e WW

e e
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Verify interface information

* Ping from one of the connected serial interfaces to the other. If the ping was
not successful, troubleshoot the router configuration until the ping is
successful.
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JRTBtping 10.0.0.1 source 10.0.0.2

Type escape sequer.ce to abort.
|Sending 5, 100-byce ICMP Echos to 10.0.0.1, timeout is 2 seconds:
Facket sent with a source address of 10.0.0.2

Type escape sequence to abort.

pending 5, 100-byte ICMP Echos to 10.0.0.9,

timeout is 2 seconds:
Jpacket sent with a source address of 10.0.0.10

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/18/32 ma

Irtc#|

STA#show ip interface brief

Interface IF-Address
cal

FastEthernet0/0 172.16.0.1
Serial0/Q 10.0.0.9
FastEthernet0/1 unassigned
Serial0/1 10.0.0.1
RIALIF

RT3#sr.ow ip interface brief

Interface XP-Address
ccol

FastEthernet0/0 unassigned
Serial0/0 10.0.0.2
FastEthernet0/1 unassigned
Seriai0/1 10.0 .0.6
fastEthernet1/0 unassigned

STCtshow ip interface brief

Interface IF-Address
ocol

Fa3tEthernet0/0 unassigned
5erial0/0 o oo¥
FastEthernet0/1 unassigned
Serial0/1 10.0 .0.10

OK?

YES

YES

YES

YES

OoK?

YES

YES

YES

YES

YES

OK?

YES

YES

YES

YES

Method

manual

manual

munset

manual

Method

unset

manual

unset

manual

unset

Method

unset

manual

unset

manual

Using the show ip interface brief command, check the status of each interface.

Status

up

up

administratively down

up

Status
administratively down
up

administratively down
up

up

Status
administratively down
wp-

administratively down

up

Frotc
up
up

down

up

o **

i rot
ar-

up

up

up

down

up
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Configure EIGRP Routing to all routers

» Enable the EIGRP routing process .Use EIGRP autonomous system number
101.

IR1A%

IRTA#conf t

[Inter configurarion ccmmands, ene per Une. End with CNTL/2.
IRTA (config) #

|RTA(config)freuter eigrp 101

RIA (config-rcuter) ¢networfc 172.16.0.0
iRTA(config-router) Inetwcrk 10.0.0.3
[RIA config-router};network 10.0.0.0
IRTA (config-router) #;0 autc-suismary
;RTA(config-router)lexit
IRIA(config)#ip sufcnet-zerc
FTA(config)#]|

E.XB#

RT3#conf t

Enter configuration coimands, one per line. End with ONTL-/2.
|RT3 (cor.fig} #rcuter eigrp 101

RTB (config-router>#network: 10.0.0.0

|RT3 (config-router)i,network 10.0.0.0

I-Mar 1 04:30:50.062: %DUA2.-5-NBRCHANGE: XP-EIGRP(0) 101: Neighbor 10.0.0.1 (Serial0/
[ is up: new adjacency

|R73(config-router)#network 10.0.0.4
RTB(config-router)#netwcrk 172.16.123.0

RTB (cor_fig-router)$n._etwcrk 172.16.160.0

RTS (config-router)tnetwork 172.16.192.0

RTS (config-router) ¢network 172.16.224.0

RTB (config-router) #no auto-summary

RTB (config-routex) #

PMar 1 04:31:45.230: %DOAL-5-NSRCHRNGE: IF-EXGRP(0) 101: Neighbor 10.0.0.1 (Serial0/
0) is resync: summary configured

RT3(config-router)iexit

RTB(config>#

RTB(config)#ip subnet-zero

RTB(config)#

RTB (config) #8

ETC(config)#

RTC(config)¢router eigrp 101

ETC(config-rcuter)¢network 10.0.0.4

ETC(onfig-renter);network 10.0.0.

-Mar 1 04:33:30.170; %DUAL-5-MBRCHAMGE: IP-EIGRP(0) 101: Neighbor 10.0.0.9 (Ser
ial0/1) is up: new adjacency

-Mar 1 04:33:30.174: %DUAL-5-NBRCHANGE: IP-EIGRP(0) 101: Neighbor 10.0.0.6 (Ser
ial0/0) i3 up: new adjacency
ETC(onfig-router)inetwork 10.0.0.3
ETC(config-router)inetwork 172.16.6
ETC(config-router)inetwork 172.16.3
RTC(config-router)inetwork 172.16.96.
ETC(config-router)inetwork 172.16.112.0
RTC(config-router);,no auto summary

4.0
0.0
6.0
1

% Invalid input detected at *A* marker.

ETC(onfig-router);,no auto-summary

RTC(config-router)#

-Mar 1 04:34:22.254: %DUAL-5-NBRCHANGE: IP-EIGRP(0) 101: Neighbor 10.0.0.6 (Ser
ialo/0) is resyre: summary configured

-Mar 1 04:34:22.254: %DUAL-5-NBRCHANGE: IP-EIGRP(0) 101: Neighbor 10.0.0.3 (Ser
ial10/1) 13 resync: summary configured

ETC(config-router)iexit

ETC(config)#

RTC(config)#

ETC(config)#ip subnet-zero

ETC(config)#
ETC (config) f
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Examine the routers that are running configuration files.

RTA

RTA (confier) #
RTA (config)
RTA#

RTA#

RTA#

RTA#sh

*Mar 1 04:33:53.546: %SYS-5-CONFIG_JE : Config-ared from console by console
RTA#sh runn

RTA#sin running-config

Building configuration. ..

Current configuration : 1134 bytes
version 12.4

service trir.estarps debug datetime rrseo
service timestamps log datetime rrsec
rio service password-encryption.
hestijaxr.e RTA

boot-start-marker
boot-end-marker

enable secret 5 31£VGADSPcX5ESMWTz6bbM7ntryTrr.X
no aaa new-model

memory-size ioir.em 5
ip cef

no ip domain lockup
ip auth-proxv max-nodata-conns 3
ip admission max-nodata—conns 3
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interface FastEc.hernec0/0
description FdstSthernet

ip address 172.16.0.1 255.255.192.0
duplex auto

speed autre

interface Serial0/0
description Serial Connected To RTC
ip address 10.0.0.9 255.255.255.252
clock: rate 2000000

interface FastEthernet0/1
no ip address

shutdown

duplex auto

speed auto

interface Serial0/1

description Serial Connected To RTB
ip address 10.0.0.1 255.255.255.252
clock: rate 2Q00Q00

router eigrp 101
network-10.0.0.0
network 172.16.0.0
]ho auto-suxmary

ip forward-protocol rd

http server

no ip
no ip http secure-server

control-plane

a

banner motd ~CAuthor!zed Access Only!¥?2AC

line con 0
exec-timeout 0 0
password ciscc
1cgoing synchrohous
line aix 0
line vty D 4
password cisco
login

end

RTA#
ETA#
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RTB

RTB*aii runn
RTB#sr. runaing-coni X
Building configuration...

Current configuration : 1573 bytes

version 12-4

service timestamp3 debug datetime msec
service timestamps log datetime msec
no service password-encryption

»

hostname RTB

boot-start-marker
boot-end-marker

enable secret 5 SI$PylISUCEtFiKAa8MiuR4A2YF"RWGHO/

no aaa new-model
memory-site iom.em 5

ip cef

no ip domain lookup
ip auth-proxy max-—nodata—conns 3
Xp admission rnax-ncdata-ccnns 3

interface Loopbackl
ip address 172.16.125.1 255.255.224.0

interface LoQpback2
ip address 172.16.160.1 255.255.224.0

interface Loopback3
ip address 172.161192.1 255.255.224.0

interface Lccpback4
ip address 172.16.224.1 255.255.224.0

interface FastEt"r.ernet0/0
no ip address

shutdown

duplex auto
speed auto

interface Serial0/0

description Connected To RTA s0/1
ip address 10.0.0.2 255.255.255.252
Iclock rate 2000000

interface FastEth.ernet0/1
no ip address

shutdown

duplex auto
speed auto

interface Serial0/1

description Connected tc RTC s0/0
ip address 10.0.0.6 255.255.255.252
clock rate 2000000

interface
interface
interface
interface

interface

FastEthernetl/0
FastEthernetl/I
FastEthernetl/2
FastEthernet!/3

FastEthemetl/4
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Interface Vianl
| no ip address

iroucer eigrp 101
| network 10.0.0.0
| network 172.16.0.0
| no a,uto~3urtmary

jip forward-protocol rd

p http server
no ip http secure-server

kontrol-plane

jbanner mr.otd ""CAuthcruzed Access Only!?!1-C

iline con O

; exec-timectc 0 O

| password ciscg

| logging synchronous
iline aux 0O

jline vty 0 3

i password cisco

i login

jend

RIB#

137



RTC

138



Show the routing table

ETA#

ETft#sh. ip route

Codes: C - connected, S - static, E - RTF, M - mobile, B - BSF
D - EIGRF, EX - EXGRP external, C - OSPF, XA - CSPF inter area
MI - OSPF MS3A external type 1, N2 - OSPF NSSA external type 2
El ~ OSPF external type 1, E2 - CSPF external type 2
i - IS-1S, su - IS-IS summary, 1,1 - IS-IS level-1, L2 - 13-15 level-2
ra - 1S-1IS inter area, * - candidate default, u - per-user static route
o - CDR, F - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/16 is variably sub-netted, 9 subnets, 3 masks

D .172.16.160.0/1S £90/2297856] via = o o g 00:13:48, Serial0/1

D 172.16.123.0/15 {S0/2297856] via 10.0.0.2, 00:18:48, Serial0/1

D 172.16.224.0/1S [90/2297856] via 10.0.0.2, 00:13:48, Serial0/1

D 172.16.192.0/1S [90/2297856] via 10.0.0.2, 00:1S:48, Serial0/1

C 172.16.0.0/13 is directly ccnnected, FastEthernet0/0

D 172.16.112.0/20 [90/2297856] via 10.0.0.10, 00:17:56, Serial0/0

D 172.16.96.0/20 [30/2297856] via 10.0.0.10, 00:18:01, SerialQ/0

D 172.16.80.0/20 [90/2297856] via 10.0.0.10, 00:18:01, Serial0/0

D 172.16.64.0/20 [30/2297356] via 10.0.0.10, 00:13:01, Serial0/0

10.0.0.0/30 is 3ubnettedf 3 subnets

C 10.0.0.3 is directly connected, SerialOsQ

C 10.0.0.0 is directly connected, Serial0/1

D 10.0.0.4 90/26S1856] via 10.0.0.10, 00:18:58, Serial0/0
£90/2681356] via 10.0.0.2, 00:18:58, Serxal0/1

RTA#

RTS#

RTB#3h ip route

Codes: C - connected, 3 - static, R - RIF, M - mobile, 3 - BSP
D - EIGR.F, EX - EIGRP external, 0 - OSPF, XA - OSPF inter area
HI - OSPF H35A external type 1, M2 - OSPF MSSA external type 2
El - O3FF external type 1, E2 - OSPF external type 2
i - IS-1S, su — 13-13 summary, LI - 15-13 level-1, L2 - IS-IS level-2
la - 13-15 inter area, * - candidate default, 0 - per-user static route
c - ODR, P - periodic downloaded static route

Gateway of last resort is not set

172.16.0. 0/16 is variably subnetted, 9 subnets, 3 masks

C 172.16.160.0/19 is directly connected, loopback!

C 172.16.128.0/19 is directly connected, Loopback!

C 172.16.224.0/1S is directly connected, Loopback4

C 172.16.192.0/19 is directly connected, Loopbacks

D 172.16.0.0/18 £90/21954561 via 10.0.0.1, 00:20:04, Serial0/0

D 172.16.112.0/20 [90/2297856! via 10.0.0.5, 00:19:12, Serial0/1

D 172.16.96.0/20 [90/2297856] via 10.0.0.5, 00:19:12, Serial0/1

D 172.16.80.0/20 [90/2297356] via 10.0.0.5, 00:19:18, Serial0/1

D 172.16.64.0/20 [90/2297856] via 10.0.0.5, 00:19:18, Serial0/1

10.0. 0.0/30 is subnetted, 3 subnets

D 10.0.0.8 £90/2601856] via 10.0.0.5, 00:20:10, Serial0O/1
[90/2681856! via 10.D.0.1, 00:20:10, SerialG/0

C 10.0.0.0 is directly connected, Serial0/0

C 10.0.0.4 is directly connected, Serial0/1

RIB#
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RTC#

RTCish ip route

Codes: C - connected, S - static, R - RIF, M - mobile, 3 - BGF
D - EIGRF, EX - EIGRF external, C - C3FF, IA - G5FF inter area
Mi - C3FF MSSA external type 1, M2 - O5FF BSSA external type 2
El - OSBF external type 1, E2 - OSFF external type 2

X - 1S-1S, su - IS-IS summary, LI - 1S-15 level-1, 12 - 13-13 level-2
la - IS-IS rnter area, * - candidate default, U - par-user static route

0 - OBR, F - periodic downloaded static route

Gateway cf last resort is not set

172.16.0. 0/16 is variably subnetted, 9 subnets, 3 mask"s
D 172.16.160.9/19 {90/229765«] via10.0.0.6, 00:21:42, Serial0/0
p 172.16.129.0/19 {90/2297856] via 19.0.0.6, 09:21:42, Serial0/0
p 172.16.224.0/19 {90/2297856] via 10.0.0.6, 00:21:42, Senal0/0
D 172.16.192.9/19 j90/2297856] via 10.0.0.6, 00:21:42, Serxal0/0
Id 172.16.0.0/18 {90/2195456] via 10.0.0.9, 00:21:42, Serial0/1-
C 172.16.112.0/20 is directly connected, Loopback4
p 172.16.96.0/20 i3 directly connected, Loopbacks
I© 172.16.80.0/20 is directly connected, Loopback!
ic 172.16.64.0/20 13 directly connected, Loopbackl

10.0. 0.0/30 is subsetted, 3 subnets
C 10.0.0.8 is directly connected, Serral0O/1
Id 10.0.0.0 {90/2681356] via 10.0.0.9, 00:21:46, Serial0/1

i90/2631856] via 10.0.0.6, 00:21:46, Serial0/0

IC 10.0.0.4 is directly connected, Serial0/0
RTC#

Ping from loopbacks.

RT3#
RT3#
RT3#ping 172.16.123.1

Type escape 3equer.ce to abort.

Sftindi)ng 5, 100-byte ICMP Echos to 172.16.123.1, timeout is 2 seconds:
n:7

Success rate is 100 percent (5/5), round-trip itin/avg/max = 1/3/4 ns

RIBfping 172.16.160.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.160.1, timeout is 2 seconds:

Success rate is 100 percent (5/5) , round-trip miaZavg/max = 1/2/4 ks
RTBfping 172.16.192.1

Type escape sequence tc abort.

Sﬁr;dlilng 5, 100-byte ICKF Echos to 172.16.192.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/inax * 1/1/1 ms
RIBIping 172.16.224.1

Type escape sequence to abort.
?irﬁing 5, 100-byte ICMP Echos to 172.16.224.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip irwa/aw/rr.ax - 1/3/4 its
RIB#
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ifping 16 .64.1

Type escape sequence to abort:.
ﬁqeﬂ%gg 5, 100-byte ICMP Echos to

Success rate is 100 percent (5/5),
RTBfping 172.16.50.1

Type escape sequence to abort.
ﬁigifng 5, 100-byte ICMP Echos to

Success rate is 100 percent (5/5),
RTBfping 172.16.96.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to
501>

Success rate is 100 percent (5/5),
RTBfping 172.16.112.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to

Success rate is 100 percent (5/5),
Feo#]

RTC#
RTCHpirsg 172.16.64.1

Tipe_escape sequence to abort:.
Sending S, 100-b7ce ICMP Echcs re

Success rate is i10G percent (5/5>,
RTCIping 172.16.S0.1

Type escape sequence to abort.
Sending 5, .103-byte ICMP Echos to

172.16.64.1, timeout is 2

round-trip » i»savg/max =

172.16.50.1, timeout is 2

round-trip min/avg/max =

172.16.96.1, timeout is 2

round-trip mm/avg/max =

seconds:

1/30/8S ms

seconds:

1/25/64 ms

seconds:

1/15/76 ms

172.16.112.1, timeout is 2 seconds:

round-trip min/avg/max =

172.16.64.1, timeout is 2

1/19/64 ms

seconds:

round-trip min/Zavg/max *» 1/1/1 res

172.16.80.1, timeout Is 2

Success rate is 1Q0 percent (5/5) , round-trip min/avg/max —

RICHpir.g 172.16.96.1

Type escape sequence to abort.
Sending 5, i00-byte ICMP EchG3 to

Success rate is 1QG percent (5/5),
RICtpiag 172.16.112.1

Tjpe escape sequence tc abort.
Sending 5, 100-byte ICMP Echos to

uccess rate is 100 percent (5/5),

TCH#
Cfping 172.16.125.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP ecnos tC
72073

Success rate is 100 percent (5/5),

RTCFping 172.16.160.1

Type escape sequence to abort.
Sending 5, 100-byte ICMF Echos tc

Success rate is 100 percent- (5/5) ,

RTCFping 172.16.192.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to
I »1JS

Success rate is 100 percent (5/5),

RTCfpang 172.16.224.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos tc

Success rate is 100 percent (5/5),
RTCFI

172.16.96.1, timeout is 2

round-trip min/avg/max =

seconds:
1/3/4 ms

seconds:
1/3/4 ms

172.16.112.1, timeout is 2 seconds:

round-trip min/avg/max —

172.16.12S.1, timeout :: :

round-trip min/avg/max =

1/1/1 ms

seconds:

1/53/80 ms

172.16 .160.1, timeout is 2 seconds:

round-trip min/avg/max =

4/20/60 ms

172.16.192.1, timeout is 2 seconds:

round-trip min/avg/max =

1/29/64 ms

172.16.224.1, timeout is 2 seconds:

round-trip min/avg/max = 1/29/116 ms
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Show CDP neighbors

e From the RTA router, show any neighbors that are connected by using the
show ip eigrp neighbors command at the privileged EXEC mode prompt.

RIA#

RTA*shcw ip eigrp neighbors
IP-EISRP neighbors for process 101

Address Interface Hold Opfur.e 5R17 RTO Q Seg
(sec) a3 Cnt Num
10.0.0.10 Se0/0 14 00:35:59 91 546 0 16
_10.0.0.2 Se0/1 11 00:33:40 66 396 0 22
RTA#

* Are neighbours shown? Yes.

Verify connectivity based on EIGRP

» Enable the EIGRP routing process .Use EIGRP autonomous system number
101.

» Show the routing table

RIRS
-Mar 1 05:34:07.662: *SYS-5-CC-3FI13_X: Configured from console by console
RTA#sh rp route
Codes: C - connected, 5 - static, S - RIP, M - mobile, 3 - 3GP
D - EIGRP, EX - EIGRP external, O - C5FF, 1A - C5PF inter area
MI - CSPF MSSA external type 1, N2 - C5PF NS5A external type 2
El - GSPF external type 1, E2 - O5FF external type 2
i - IS-1S, sa - IS-TS summary, LI - 1S-15 level-1, L2 - 1S-1S level-2
ia - IS-1IS inter area, * - candidate default, U - per-user static route
o - CDS, P - periodic downloaded static route

Gateway of la3t resort is not set

172.16.0. 0/16 is variably subnetted, 5 subnets, 3 masks

D 172.16.160.0/19 [90/2237856] via 10.0.0.2, 00:15:08, SerialQ/1

D 172.16.128.0/19 [90/2297556] via 10.0.0.2, 00:15:08, Serial0/1

D 172.16.224.0/19 {90/2237556] via 10.0.0.2, 00:15:08, Serial0/1

D 172.16.192.0/19 [90/2237556] via 10.0.0.2, 00:15:08, Serial0/1

C 172.16.0.0/13 is directly connected, FastEthernet0/0

D 172.16.112.0/20 [90/2237556] via 10.0.0.10, 00:16:56, Seriai0/0

D 172.16.96.0/20 [90/2297356] via 10.0.0.10, 00:17:02, 5erial0/0

D 172.16.S0.0/20 [90/2297356] Via 10.0.0.10, 00:17:02, Serial0/0

D 172.16.64.0/20 [90/2297556] via 10.0.0 .10, 00:17:02, Serial0/0

10.0. 0.0/30 is sufcnetted, 3 subnets

C 1G.0.0.S is directly connected, Serial0/0

C 10.0.0.0 is directly connected, Serial0/1

D 10.0.Q-4 [90/21024000] via 10.0 .0.10, 00:15:34, Serial0/0
[90/21024000] via 10.0.0.2, 00:15:34, Serial0/1

RTA*
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ETB#
“Mar 1 05:38:30.433: %SY5-S-CGMFIG_I1: Configured from console by console
RI8#sh ip route
Codes: C - connected, 3 - static, R - RIF, M - mobile, 3 - 3SF

D - EIC-RP, EX - EISRP external, C - CSFF, 1A - OSFF inter area

N1 - CSFF N3SA external type 1, M2 - OSFF MSSA external type 2

El - CSFF external type 1, E2 - CSFF external type 2
i - IS-1S, 3u - I3-1S summary, LI - IS-IS level-1, L2 - 13-13 level-2
la - IS-1S inter area, * - candidate default, O - per-user static route
0o - ODR, F - periodic downloaded static route

Gateway of last resort is not set

172.16.0. 0/16 is variably subnetted, 9 subnets, 3 mask"s

C 172.16.160.0/19 is directly connected, Loopbacks

C 172.16.125.0/19 13 directly connected, Loopbackl

C 172.16.224.0/19 is directly connected, Loopbackl

C 172.16.192.0/19 is directly connected. Loopbacks

D 172.16.0.0/13 [90/20537600] via 10.0.0.1, 00:17:39, Serial0/0

D 172.16.112.0/20 (90/20640000] via 10.0.0.5, 00:17:39, Serial0/1

D 172.26.96.0/20 (90/20640000] via 10.0.0.5, 00:17:39, Serial.0/1

D 172.16.80.0/20 [90/20640000] via 10.0.0.5, 00:17:44, Serial0/1

E 172.16.64.0/20 [90/20640000] via 10.0.0.5, 00:17:44, Serial0/1

10.0. 0.0/30 is subnetted, 3 subnets

E 10.0.0.3 [90/21024000] via 10.0.0.5, 00:17:44, Serial0/1
[90/21024000] via 10.0.0.1, 00:17:44, Serial0/0

C 10.0.0.0 is directly connected, SerialQ/Q

C 10.0.0.4 is directly connected, Serial0/2

RTC#

RTC#

*Mar 1 05:39:08.546: %SYS-5-COHFIG_I: Configured from console by console
RTC#sh ip route
Codes: C - connected, S - static, R - RIF, M - mobile, 8 - BGP

D - -EISRP, EX - EIGRP external, O - OSFF, 1A - OSFF inter area

MI - OSFF NSSA external type 1, M2 - OSFF M53A external type 2

El - OSFF external type 1, E2 - OSFF external type 2
i - IS-1S, su - IS-IS summary, LI - IS-1S level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - CDE, P - periodic downloaded static route

Gateway of last resort Is not set

172.16.0. 0/16 is variably subnetted, S subnets, 3 masks

B 172.16.160.0/19 [90/20640000] via 10.0.0.6, 00:16:31, Sexial0/0
D 172.16.128.0/13 [90/20640000] via 10.0.0.6, 00:16:31, Serial0/0
Q 172.16.224.0/19 [90/2064.0000] via 10.0.0.6, 00:16:31, SerialQ/Q
Ro 172.16.192.0/19 (90/20640000] via 10.0.0.6, 00:16:31, Serial0/Q
D 172.16.0.0/18 (90/20537600] via 10.0.0.9, 00:16:31, Serial0/1
C 172.16.112.0/20 is directly connected, Loopback4
C 172.16.96.0/20 =3 directly connected. Loopbacks
C 172.16.80.0/20 ia directly connected. Loopback!
C 172.16.64.0/20 is directly connected, Loopbackl

10.0. 0.0/30 is subnetted, 3 subnets
C 10,0.0.8 is directly connected, Serial0/1

10.0.0.0 [90/21024000] via 10.0.0.9, 00:16:35, SerialO/i

190/21024000J via 10.0.0.6, 00:16:35, Serial0/Q
C 10.0.0.4 is directly connected, Serial0O/C



» According to the topology, RTB and RTC are connected with a 128-kbps link. Enter
the commands on both routers necessary to adjust the default bandwidth to match the
actual speed.

|RT3#

[STBfeonf t

Enter configuration commands, one per line. End with CIJTI/Z.
|RT3 (config) #rnt s0/0
IR1S(config-if)tbandwidth 123
RTB (config-if) fex.it

|R23 (confia) i

RT3(config)#

iSTB (config) iint s0/ 1
iRT3(oonfig-if)fbandwidth 123
iST3lcon Fin—ifitexit

;STB (config)#

RTC#conE t
Enter configuration commands, one per line. End with CHTL/Z.
RTC (confier) i

RTC (config) iir.t s0/0

RTC (config-ifj (ftandwidtfc 123

RTC (config-if) iexit

RTC (config)4

RXC (cofxsr)tint sQ/i

ETC(config-if)tbandwidth 123

RXC (config-if}fex.it

RXC(confiaif

» Display the routing table on RTA.

RIAtsh ip route

Codes: C - connected, S - static, R - RIF, M - mobile, 3 - 3GF
D - EIGRP, EX - EIGKF external, C - OSFF, 1A - GSFF inter area
HI - OSPF NS5A external type 1, M2 - CSFF M35A external type 2
El - OSFF external type 1, E2 - CSFF external type 2
i - IS-XS, su - IS-15 sun-mary, LI - 1S-13 level-1, L2 - 15-1S level-2
ia - IS-1IS inter area, * - candidate default, U - per-user static route
o - CDR, P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 9 subnets, 3 masks
172.16.160.0/19 [90/2297856] via 10.0.0.2, 00:15:08, Serial0/I1
172.16.125.0/19 [90/2297856} via 10.0.0.2, 00:15:08, Serial0/1
172.16.224.0/19 [90/2297856] via 10.0.0.2, 00:15:05, Serial0/1
172.16.192.0/19 [90/2297856] via 10.0.0.2, 00:15:08, Serial0O/1
172.16.0.0/12 is directly connected, FastEthernet0/0
172.16.112.0/20 [90/2297856] via 10.0.0.10 00:16:56 Serial0/0
172.16.96.0/20 {90/2297556] via 10.0.0.10, 00:17:02, Serial0/0
172.16.S0.0/20 [90/2297356] Via 10.0.0.10, 00:17:02, 5erial0/0
172.16.64.0/20 [90/2297=56] via 10.0.0.10, 00:17:02, Serial0/0

19.0.0.0/30 is subnetted, 3 subnets
10.0. 9.5 is directly connected, Serial0/5
10.0. 0.0 is directly connected, Serial0/1

D 10.0.0.4 {90/21024000] via 10.0.0.10, 00:15:34, Serial0/0

[90/21024000] via 10.0.0.2, 00:15:34, SerialQ/1

lvhvivivEeolvAvivlw)

RTAT
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Notice that RTA does not have routes to the simulated LANs on RTB and RTC

the command to disable automatic summarization on all three routers.

RTB(config)e

RTB (config)erouter ergrp 101

RTB (config-router) tno auto-summary
RTB(config-router)texit

RTE ":cr.fi-,1

RTC(config)e

RTC(config)#router eigrp 101

RTC (config-router) #no auto-summary
RTC (config-router)fexit
RTC(conflg)#

6.7.3 EIGRP Design and Configuration

100:10.0.64.0 /27
i0l.10.0.80.0 727
102:10.0.96.0 /727
103:10.0.112.0 /727

Address space
10.0.0.0 /17

10.0.0.4 /30

Public Web Server

. Enter

5.165.202.129 /32 100:10.0.32.0 /28

101:10.0.40.0 /28

l02:10.0.48.0 /28
103:10.0.65.0 /28

Eikova 50 EIGRP Design And Configuration Topology

You are given the address space, 10.0.0.0/17. The four loopback interfaces on HQ and
four loopback interfaces on REMOTE are used to simulate different parts of a global

network. Complete the following steps to design your addressing scheme.
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For HQ, begin with the 10.0.64.0 address as the subnet for loopback 0. What subnet
mask would you use to provide enough space for 4000 users while maximizing the
number of subnets?

Answer
255.255.240.0 (/20 ) because we need 4000 hosts, which means 12 bits for hosts.
2122=4094 for each subnet

Starting with 10.0.64.0, contiguously assign the next three subnets, all supporting 4000
hosts. List all four subnets.
Answer

10.0.64.0,10.0.80.0,10.0.96.0,10.0.112.0

For REMOTE, begin with the 10.0.32.0 address as the subnet for loop back 0. What
subnet mask would you use to provide enough space for 2000 users while maximizing
the number of subnets?

Answer

255.255.248.0 or /21 because we need 2000 hoists, whitch means 11 bits for hosts.
2"'-2=2046 hosts for each subnet.

Starting with 10.0.32.0, contiguously assign the next three subnets, all supporting 2000
hosts. List all four subnets.

10.0. 32.0/21
10.0. 40.0/21
10.0. 48.0/21

10.0. 56.0/21

Now pick a WAN subnet for the link shared by HQ and REMOTE. List the subnet you
assigned.
10.0.0.8 /21

Label the topology with the networks and finish filling in the IP address table with
your chosen addressing scheme. Use the first available IP address in each subnet as the
interface address. For the WAN subnet, assign HQ the first address.
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Device Interface
ISP LoO
SO0
HQ SO0
SO/l
LoO
Loi
Lo2
Lo3
REMOTE SOl
LoO
Loi
Lo2
Lo3

IP Address
209.165.202.129
209.165.201.1
209.165.201.2
10.0.0.5
10.0.64.1
10.0.80.1
10.0.96.1
10.0.112.1
10.0.0.6
10.0.32.1
10.0.40.1
10.0.48.1
10.0.56.1

Subnet Mask
255.255.255.255
255.255.255.252
255.255.255.252
255.255.255.252

255.255.240.0
255.255.240.0
255.255.240.0
255.255.240.0
255.255.255.252
255.255.248.0
255.255.248.0
255.255.248.0
255.255.248.0

» Configure the routers with basic configurations including interface addresses.

Connected, to Dynaitlps VM "RIn {ID O, type c3745) - Console port

Press ENTER to get the proir.pt.

Ri>enable
RItconf t

Enter configuration conrr.ands, one per line.

Ri(config)#hostname ISP
13F(confia)tenable secret class

Connected to Dynamips VM "EI'" (ID O, type c3745> - Console port

Press ENTER to get the prorr.pt.

RI>enafele
Rltccenf t

Enter configuration ccim.ar.ds, one per line.

RI (config) #liostmair.e ISF
13F(config)tenable secret class

End with CNTL/Z.

End with CNTL/Z.
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ISP (config) Ame console 0
13P (config-line)¢password cisco
ISP (config-line) t
ISF iconfig-line)¢sexit
I1SP(config)#
ISF(config)#
I1SP(config)t
ISP(config)tip subnet-zero
ISF (config)*
ISP(config)tint s0/0
ISF(config-if)tip address 209.165.201.1 255.255.255.252
ISP (config-if) fno shut
ISF (config-if)t
“"Mar 1 00:07:37.347: «.IHK-3-OPDOHH: Interface Serial0/0, changed state to op
ISP (config-if)#
"Mar 1 00:07:35.351: %LINEPROTC-5-UPDOWN: Line protocol on Interface Sexial0/0
changed state to op
ISF (config-if) #
"Mar 1 00:07:55.735: %IISEFROTO-S-OTDCHS: Line protocol on Interface Seriax0/0
changed state to down
I1SP(config-if)iclock rate 2000000
ISP(config-if)¢sexit
ISP (config) (tint loop
ISP(config)fiat loopback 0O
ISP(config-if)tic addr
«Mar 1 00:10:29.759: %LIHEPROTO-5-UPDCWN: Line protocol on Interface LoopfcackO
changed state to up
I1SP(config-if)tip address 209.165.202.129 255.255.255.255
ISF(config-if)ésexit
ISF (config) t]|
ISF#

. WEgSMBBBsm#

HHhB H H

H onraran
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HQ (cenfig) #

HQ(ccnFig)#inmt

«Mar 1 00:17:38.535: %LINEPROXO-5-UFDOWN: Line protocol on interface Serial0O/1,
changed State to down

HQ (cor-fig) #int loop

HQ (cenfig)lint loopfcack O

HQ (cenfig-if)#ip addres

"Mar 1 00:17:48.207; %LINEPROtO-5-UPDOWil: Lias protocol on Interface LoopbackO,
changed acate co ap

HQ(config-ifj#ip address 10.0.64.1 255.255.240.0

HQ (cor_Fig-if)iexit

SQ(eonfig)#

HQ(conFig)#int loo

HQ(cenfig} #ir-t loopfcack 1

HQ (config-ifi#ip address

»Max 1 00:13:22.215: %LIIFFiPRCIO-5-UPDOWN: tina protocol on Interface Loopfcack!,
changed acate to ap
HQ (cor.fig-if) #ip address 10.0.30.1 255.255.240.0

HQ (config-if)iexit

HQ jcenfig)i

HQ (cer.-fig) fir.t loo

HQ (ccnfig) #int loopback: 2

HQ(conflg-if)#rp addre

«Mar 1 00:18:41.471: %LINEPROTC-5-UPDOWN: Line protocol on Interface Loopback2,
changed State to up

HQ(config-if}#ip address 10.0.96.1 255.255.240.0

HQ conflg-if)dexit

HQ(cenfig)#

HQ (cor_figitint loo

HQ (cenfig) #int loopback: 3

HQ(ccnfig-if>#ip addr

«Mar 1 00:13:10.463: %LIUEFRCTC-5-UPDOWN: Lene protocol on Interface Loopback3,
changed State to up

HQ(config-if)*ip address 10.0.112.1 255.255.240.0

HQ (cor-fig-if) fexit

HQ(ccnfig)4
HQ(cenfig)#ip sabnet-zero
HQ(confia)4® n n

........ - .wbbwimimbb-
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REMOTE

S3>enable

R3#CONf t

Enter configuration commands, one per line. End with CITTL/Z.

S3 (config) lhostname REMOTE

REMOTE(config)lenabie secret class

REMOTE(config)liine vty 0 4

REMOTE(config-linei ~password cisco

REMOTEiconfig-line)lexit

REMOTE(config)l

REMOTE(config)liine console 0

REMOTE (ccnfig-Lmej Ipasswoxd casco

REMOTE(config-line)lexit

REMOTE(config)#

REMOTE(config)lip subnet-zero

REMOTE(config)#

REMOTE(config)list 30/0

REMOTE (config-if) ~description Link To HQ

REMOTE(config-if)#

REMOTE(config-if)lip address 10.Q.0.6 255.255.255.252

REMOTE(config-if)Inc shut

REMOTE(config-if)#exi

"Mar 1 00:23:35.731: %LINK-3-UPDOWN: Interface 5erial0/0, changed state tc up

REMOTE(config-if)lexit

REMOTE(config)#

eMar 1 00:23:36.735: %LINEFRCTO-5-UFDCWN: Line protocol on Interface Serial0/0,
changed state to up

REMOTE (config) #

REMOTE (ccr-fig) #
REMOTE(config)tiot Ico
REMOTE(config)fine loopback 0
REMOTE(config-if)#ip addres
“Mar 1 00:23:47.237: %LINEPROTC-5-OFDOWH: Line protoco|
changed state to up
REMOTE(config-if)lip address 10.0.32.1 255.255.245.0
REMOTE (config-if) lexit
REMOTE(config)#
REMOTE(config)lint loo
REMOTE(config)lint loopback 1
REMOTE(cenfig-if)lip addre
“‘Mar 1 00:24:12.233: «JHEPROTO-S-OPDOMN: Line protoco|
changed 3tate to up
REMOTE(config-if)#ip address 10.0.40.1 255.255.243.0
REMOTE(config-if)lexrt
REMOTE(config)l
REMOTE(config)lint loo
REMOTE(config) lint loopback 2
REMOTE(config-if)lip address
“Mar 1 00:24:33.303: %LIMEPROTO-5-UPTOWN: Line protoco
changed state tc up
REMOTE(config-if)lip address 10.0.48.1 255.255.243.0
REMOTE(config-if)lexit
REMOTE(config)#
REMOTE(config)lint loo
REMOTE(config)lint loopback 3
REMOTE(config-if)lip addr
"Mar 1 00:24:52.291: iLITJEPRCTO-S-OPDOWN: Line protoco
changed state to up
REMOTE(config-if)lip address 10.0.56.1 255.255.24S.0
REMOTE(config-if)lexit
REM- =71 mr:nil 1
REMOTE#
"Mar 1 03:03:31.147; %sts-5-COMFI13_1: Configured from console by console
REMOTE#copy ru

REMOTE#copy running-ccnfig at

REMOTE#copy running-ccnfig startup-config

Destination filename (startup-config)? 151
Building configuration...
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Configure EIGRP Routing and Default Routing

» Configure both HQ and REMOTE to use EIGRP as the routing protocol. Enter
the simulated LAN subnets and the WAN link between HQ and REMOTE. Do
not advertise the 209.165.201.0/30 network. Make sure you disable automatic

summarization.

ISP(config)#
ISF (corfia)¢irouter eigrp 101
ISF(config-router)»network 20S.16S.202.128
ISF (config-router)#no auto-suirmary

ISF (cor-Fig-router) ¢exit

ISF (conflgj #

HQ (config)#

HQ(config) router eigrp 101
HQ(config-router) ¢/network 10.0.64.0
HQ(config-router):network 10.0. SO.0
HQ(config-router);network 10.0.96.0
HQ(config-router) ¢network 10.0.112.0
HQ (config-router) ;no auto-suitraary
HQ(config-router)¢iexit

HQ(cenfig)#

REMOTE (cor.fig) i

REMOTE(config)¢ router eigrp 101
REMOTE (ccr-fig-router)inetwork 10.0.0.4
REMOTE (config-router)¢inetwork 10.0.0.4

“Mar 1 01:37:53.123: 4DUAL-5-HBRCHSNSE: IF-EIGRF(0) 101:

ial0/0) is up: new adjacency
REMOTE(config-router)¢snetwork 10.0.32.
REMOTE(config-router)inetwork 10.0.40.
REMOTE(config-router)i;network 10.0.42.
REMOTE(config-router)¢snetwork 10.0.56.
REMOTE (config-router) #no aato-3umsary
REMOTE(config-router)iexit

0
0
0
0

“Mar 1 01:38:30.027: %Da&lr-S-NBRCHS3GE: IP-EIGRP(0) 101:

ial0/0) is resync: sumr.ary configured
REMOTE(config-router)¢exit
REMOTE (cor.fig) *

» Configure ISP with a static route pointing to the 10.0.0.0/17 Address Space .

Neighbor 10.0.0.5 (Ser

Neighbor 10.0.0.5 (Ser

» Configure HQ to advertise the default route to REMOTE with the redistribute static

command within the EIGRP routing process. Write down the command.
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HQ(canfigs#

HQ(config)#router eigrp 101
HQ(cenflg-raurer)fredistribute static
HQ(config-router}iexit

HC(configl#

Verify HQ and REMOTE routing tables.

|HQ#sr.ow ip route
Codes: C - connected, 5 - static, R - RIF, M - mobile, 3 _ 3£p

D - EIGRF, EX — EIGRF external,. 0 - C3FF, IA - O3FF inter area

MI - OSPF MSSA external type 1, M2 - OSPF MSSA external type 2

El - C5FF external type 1, E2 - OSFF external type 2
i - IS-13, & - IS-IS summary, LI - 13-1S level-1, L2 - 13-13 level-2
ia - IS—IS inter area, * - candidate default, O - per-user static route
a - CDR, F - periodic downloaded 3tatic route

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

209.165.201.0/30 is subnetted, 1 subnets
209.165.201.0 is directly connected, Serial0/0

10.0. 0.0/3 is variably subnetted, 9 subnets, 3 ir.ass
10.0.0.*3/30 is directly connected, SerialQ/1
10.0.«0.0/21 [90/2297556] via 10.0.0.6, 01:04:30, Serial0/1
10.0.32.0/21 [90/2297356] via10.0.0.6, 01:04:30, Serial0/1
10.0.56.0/21 [90/2297856] via10.0.0.6, 01:04:30, Serial0/1
10.0.48.0/21 [30/2297356] via 10.0.0.6, 01:04:30, Serial0/1
10.0.64.0/20 is directly connected, LoopbackO
10.0.S0.0/20 is directly connected, Loopbackl
10.0.96.0/20 is directly connected, Locpbackl
10.0.112.0/20 is directly connected. Loopbacks

0.0.0.0/70 is directly connected, Serial0/0

(@]

*

VDOOOOTTOOoOUTOO

REMOTE#

REMOTE#shew ip route

Codes: C - connected, S - static, R - RIF, M - mobile, 3 - 3GP
D - EIGRP, EX - EIGRF external, 0 - OSFF, IA - C-SPF inter area
N1 - OSFF MSSA external type 1, N2 - OSFF NS3Aexternal type 2
El - OSFF external type 1, E2 - OSFF external type 2
x - 1S-1S, 3U - 15-15 summary, Li - 13-1S level-1, L2 - IS-IS level-2
ia - 1S-1S Inter area, * - candidate default, O - per-user static route
0o - CDR, F - periodic downloaded static route

Gateway of last resert is 10.0.0.5 to network 0.0.0.0

10.0. 0.0/8 is variably subnetted, 3 subnets, 3 masks
C 10.0.0.4/30 is directly connected, Serial0/0
C 10.0.40.0/21 is directly connected, Locpbackl
C ]o.0.32.0/21 is directly connected, LoopbackO
C 10.0.56.0/21 is directly connected. Loopbacks
C 10.Q.48.0/21 is drrectly connected. Loopback!
D 10.0.64.0/20 [90/2297856] via 10.0.0.5, 01:05:43, SerialQ/0
D 10.0.80.0/20 [90/2297856] via 10.0.0.5, 01:05:43, Serial0/0
D 10.0.96.0/20 [90/2297356] via 10.0.
D 10.0.112.0/20 ¢90/2297856] via 10.
D*EX 0.0.0.0/0 [170/2621856] via 10.0.0.5,

0.5, 01:05:44, SerialQ/0
0. 01:05:44, Serial0/0

5
5
0.5,
0:02:18, Serial0/0

5
0
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* HQ should have six directly connected routes, four EIGRP routes, and one
static route.

 REMOTE should have five directly connected routes, four EIGRP routes, and
one EIGRP external route. Yes or No? Yes.

» Verify that REMOTE can ping the Simulated Web Server at 209.165.202.129.

REMOTEIping 209.165.202.129

Type escape sequence Co abort.
Sending 5, 100-byte ICMP Echos to 209.165.202.129, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/8/20 ms
REMOTE#

Manual Summarization

» Because the simulated LANs on both HQ and REMOTE were assigned
contiguously, you can summarize the routing updates to reduce the size of the
routing tables. What command will summarize the simulated LANs on HQ?

e What command will summarize the simulated LANs on REMOTE?

REMOTE (conlig) #

REMOTE(config)lint sG/0

REMOTE(config-if)iip summary eigrp 101 10.0.32.0 255.255.224.0
REMOTE(config-if)#

eMar 1 03:05:06.827: %BO»L-5-N3RCt»NSE: IP-EIGRE(0) 101: Neighbor 10.0.0.5 {Ser
ialQ/Q) is resync: summary configured

REMOTE(ccnfig-if)iexit

RNOE -mm-r-:
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Verification and Documentation

Ping output from REMOTE pinging the Simulated Web Server.

REMOTE#
REMOTE#ping 209.165.202.129

Type e3cape sequence to abort.
Sending 5, 100-byte ICMP Echos tc 209.165.202.129, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/msax = 1/11/45 its
REMOTE#

» Capture show ip route on all three routers: ISP, HQ, and REMOTE.

ISPtsh ip route
Codes: C - connected, S - static, S - RIF, M - mobile, 3 - BSP

D - EISRP, EX - EIGRP external, 0 - OSFF, 1A - OSFF inter area

ill - C-SPF HSSA external type i, M2 - C5FF NS5A external type 2

El - CSPF external type i, E2 - OSFF external type 2
i - IS-1S, ss - IS-IS summary, LI - 1S-1S level-1, L2 - 15-1S level-2
ia - IS-1IS inter area, * - candidate default, U - per-user static route
0 - ODR, F - periodic downloaded statue route

Gateway of last resort is net set

209.165.201.0/30 is subnetted, 1 subnets

C 209.165.201.0 is directly connected, Serial0/0
209.165.202.0/32 is subnetted, 1 subnets

C 2Q9.165.202.129 is directly connected. Loopback®
10.0. 0.0/17 is subnetted, 1 subnets

5 10.0.0.0 [1/0] via 209.165.201.2

1SP#

HQish ip route

Codes: C - connected, S - static, R - RIP, M - mobile, 3 - 3GP
D - EIGRF, EX - EIGRP external, C - OSFF, IA - CSPF inter area
N1 - OSPF HSSA external type 1, N2 - OSFFHSSA external type 2
El - OSFF external type 1, E2 - CSPFexternal type 2
1 - IS-1S, su - I1S-1S summary, LI - IS-IS level-1, L2 - 1S-1S level-2
ra - IS-IS inter area, * - candidate default, t) - per-user static route
o0 - ODR, F - periodic downloaded static route

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

209.165.201.0/30 is subnetted, 1 subnets
209.165.201.0 is directly connected, Serial0/Q

10.0. 0.0/5 is variably subr.etted, 7 subnets, 4 masks
10.0.0.4/30 is directly connected, Serial0/1
10.0.32.0/19 {90/2297356] via 10.0.0.6, 00:06:44, SerialQ/1
10.0.64.0/20 is directly connected, LocpfcackO
10.0.64.0/18 is a summary, 00:09:45, NullO
10.0.S0.0/20 is directly connected, Locpbackl
10.0.96.0/20 is directly connected, Locpback2
10.0.112.0/20 is directly connected, LocpbackS

* 0.0.0.0/0 is directly connected, Serial0/0

(@]
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REMOTE*3h ip route

Codes: C - corrected, S - static, R - RIP, M - mobile, 3 - S&&
D - EISRFf, EX - EIGRP external, O - CSPF, IS. - CSPF inter area
NI - C-SH NSSA external type 1, M2 - CSPF MSSAexternal type 2
El - CSPF external type 1, E2 - CSPF external type 2
i - IS-I1S, au - 1S-13 summary, LI - IS-IS level-1, L2 - IS-IS level-2
ia - IS-1S inter area, * - candidate default, O - pex-user static route
o - CDS, P - periodic downloaded static route

Gateway cf last resort is 10.0.0.5 to network 0.0.0.0

10.0.0.0/8 is variably subnetted, 7 subnets, 4 masks

10.0.0.4/30 is directly connected, Serial0/0

10.0.40.0/21 is directly connected, Loopback!

10.0.32.0/21 rs directly connected, LoopbackO

10.0.32.0/19 is a summary, 00:07:14, tfallo

10.0.56.0/21 is directly connected, Loopbacks

10.0.43.0/21 is directly connected. Loopback!

10.0.64.0/1S [90/2297=56] via 10.0.0.5, 00:10:14, Serial0/0
D*EX 0.0.0.0/0 1170/2681256] via 10.0.0.5, 00:31:03, Serial0/0
REMOTE#

COTS 000

e Capture show ip eigrp neighbor and show ip eigrp topology on HQ and
REMOTE.

HQ*
HQ#sh ip eigrp neighbor
IF-EIGRP neighbors for process 101

Address Interface Hold Uptime SRTT RIO (Q Seq

(sec) (M) cnt Hum

0 10.0.0.6 Se0/i 12 01:35:17 22 200 0 13
HQ#
HQ™*

HQ#sh ip eigrp topology

IF-EIGRP Topology Table for AS(191)/1D(10.0.112.1)

Codes: P - Passive, A - Active, 0 - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 0.0.0.0/0, 1 successors, FD is 2169856
via Rstatic (2169556/0)

|P 10.0.0.4/30, i successors, FD is 2169856
via Connected, SerialQ/1

F 10.0.32.0/19, 1 successors, FD is 2297556
via 10.0.0.6 (2297856/128256), Serial0/1

F 10.0.64.0/18, 1 successors, FD is 128256
via Summary (123256/0), HullO

P 10.0.64.0/20, 1 successors, FD is 122256
via Connected, LoopbackO

P 10.0.20.0/20, 1 successors, FD is 12-2256
via Connected, Loopbackl

P 10.0.96.0/20, 1 successors, FD is 122256
via Connected, Lc*opback2

P 10.0.112.0/20, 1 successors, FD is 123256
via Connected, Loopbacks

ha*
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REMOTE™>
REMOTE*sh ip eigrp neighbor
IP-EIGRP neighbors for process 101

H Address Interface Hold Uptime SRTT RTO QSeq

(sec) (ms) Cnt” Num
0 10.0.0.5 Se0/0 14 01:36:59 14 200 0 13
REMOTE*

REMOTE*sh ip eigrp topology

IP-EIGRP Topology Table for AS(101)/1D(10.0.56.1)

Codes: P - Passive, A - Active, 0O - Opdate, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 0.0.0.0/0, 1 successors, FD is 2651856
via 10.0.0.5 (26B1856/2169856), Serial0/0
P 10.0.0.4/30, 1 successors, FD is 2169856
via Connected, Serial0/0
P 10.0.40.0/21, 1 successors, FD is 128256
via Connected, Loopbackl
P 10.0.32.0/19, 1 successors, FD is 128256
via Summary (128256/0), NullO
P 10.0.32.0/21, 1 successors, FD i3 128256
via Connected, LoopbackO
P 10.0.56.0/21, 1 successors, FD is 128256
via Connected, Loopback3
P 10.0.48.0/21, 1 successors, FD is 128256
via Connected, Loopback2
P 10.0.64.0/18, 1 successors, FD is 2297856
via 10.0.0.5 (2297856/128256), Serial0/0
REMOTE*

6.8 Open Shortest Path First (OSPF)

To KEQAANIO AUTO TOPOLCIALEl Ta BOCIKA OTOIXEID TOU TPWTOKOAAOU dPOPOAOYNONG
Open Shortest Path First (OSPF).

ZuumeptAapPavet:

*>0voun kat’Evvoleg tou OSPF.

s/Acttoupyia tou OSPF.

Mapapetponoinon Tov OSPF ge pia meptoxn Aeitoupyiag (single area).
*E&akpiBwvovtac T owotn Asitoupyia (troubleshooting) Tou OSPF.
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6.8.1 Configuring the OSPF Routing Process and verify costs and
authentication.

192.168.15.1 /30 ROME
Z sO/Qy
s0/0
192.168.1.129 /26 192.168.15.2 /3 /0
192.168.0.1 /24
- R
192.168.1.130 /26 192.168.0.2 /24

Eikéva 51 OSPF Topology

The enable secret password for all routers is class.

The VTY, and console password for each router is cisco.

The “IP Host Table Entry” column contents indicate the names ofthe other routers in
the IP host table.

Configure the motd

Do not forget to write the description of each interface

IP addressing of the topology.

Configure each host according to the topology.

Save each configuration in each router.

The first 6 tasks are the main body of the exercises. You have to succesfully complete
in order to proceed to the rest tasks.
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Router BERLIN

& DynamtpsiH); RL Cons«« pon , >S iei

ecfotlg&r*t :on. <«*« p«* line. End with CiiTL/2.
icenii.g>#he5tRaese BERLIN
;ELIN (coni i<?#enable secret class
‘REXKicbhniig>*linc yty 0 4
;RLINicer>flg-1lir.e) ¢password cisco

:&lH(coni i d" m-stej #password cisco

:&Ixjh iconi iQ mLine 2«exir ) )

.RLINicont'igi ¢ba.nner jnotd «Authorised Access OnAyS-l.Mf
BERLIN(config)#int s0/0
BERLIN(config-if)tdescription Link To Rome!!
BERLIN(config-if)*ip address 192.163.15.1 255.255.255.252
BERLIN(config-if)#no shut
BERLIN(config-if)#
BERLIN(config-if)#
BERLIN(config-if)fclock rate 64000
BERLIN(config-if)#iji

ISfciniijj-ifi t*xrt
IN(configilint fOO
BEaDiMconfiu-if) tdsscription tinic to vorkstatio
t 00:05:14.927: IiLIRSfROtO-5-Uf'1>0OK?i: Line protocol or. Intérlope SeriilB/0,
hanged otate to down
oriit-if)edescription _Link To workstation!
address 192.168.1.119 2S5.2S5.255.152
snfig-if)*no shut

BERLIN(config-if)#
*Mar 1 00:09:56.947: %LIHK-3-OPDOMN: Interface FastEthernet0/0, changed state t
o up
*Mar 1 00:09:57.947: %LINEPROTO-5-OPDOWN: Line protocol on Interface FastEthern
et0/0, changed state to up
BERLIN (config-if) #5j

|BERLIN#copy ru

|BERLIN#copy running-config st
IBERLIN#copy running-config startup-config
Destinatien filename [startup-config]?
¢Building configuration...

1[oK1
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Router ROME

U Dynamips(14): R2, Console port .Mb
Connected to Dynamips VM "R2" (ID 14, type c3745) - Console port
Press ENTER to get the prompt.

R2>enable
2#conf t
Enter configuration commands, one per line. End with CNTL/&.
R2(config)#hostname ROME
ROME(config)tenable secret class
ROME(config)#line vty 0 4
word cisco
JRCME(config-line)tline console Q ~ - —
ROME(config-line)lpassword cisco
JROME (config-lirte) fbanner motd #Authorized Access Only!!ll#
ROME con fig)#int s0/0
ROME (config-if)-fdescription Link To Berlin!!!
ROME(config-if)tip address 192.168.15.2 255.255.255.252
JROME (config-if)#no shut
ROME(config-if)tint 0/
Mar 1 00:12:46.319: %LINK-3-DPDOWN: Interface Serial0/G, changed state to up
ROMS, (config-if)#int £0/0
ROME(config-if)#
*Mar 1 00:12:49.323: %LINEPROTO-5-UPDCWN: Line protocol on Interface Serial0/0,
changed state to up
ROME(config-if)tdescription Link To Workstation!!l

ROME(config-if)lip address 192.168.0.1 255.255.255.0
ROME(config-if)#no shut
ROME(config-if)#
*Mar 1 00:13:14.787: %LINK-3-UPDCWN: Interface FastEthernet0/0, changed state tj
o up
Mar 1 00:13:15.787: [ILINEPROTO-5-UPDOS®?: Line protocol on Interface FastEthern]
etd/.G, changed state to up
ROME(config-if)#]
ROME#copy ru
ROME#copy running-config st
ROMEtcopy running-config startup-config
Destination filename [startup-config]?
Building configuration. ..

[CK]

Workstation A

Workstation B

QEMU (QEMU2)

tcBhox:

lceboxsudo su

rootebox:-# ifeonfig eth© 192.168.0.2 rieti»ask 255.255.255.0 up
rootebox:~8 route add default gu 192.168.0.1

rootebox:~tt
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Verify host local connectivity

* At this point, the workstations will not be able to communicate with each
other. The following tasks will demonstrate the process that is required to get
communication working while using OSPF as the routing protocol.

riltl1.OIHIX ; Wit il »h." .\hH »-
rim< ioz .!<>« e . »192 168 i1 Si» (lata heEC3

"Z1 1]« Stopped ping 192.1U0&.0.Z
root (¢box: n
rtto meaBor 1 M«

| rootebox:~B ping 192.168.1.130
IPING 192.168.1.130 (192.168.1.130): 56 data bytes

2tl11- Stopped ping 192.168.1.130
JrootBbox:'fl
Irootebox: "B

Verify Interface Information

* Ping from one of the connected serial interfaces to the other. If the ping was
not successful, troubleshoot the router configuration until the ping is
successful.

NOTE: Using the show ip interface briefcommand, check the status ofeach interface.

BERLIN#ping 192.168.15.2

Type escape sequence to abort.
?Ieﬁd'ing 5, 100-byt.e ICMP Echos to 192.168.15.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip rain/avg/raax = 8/54/112 ms
BERL IN#

iBERLINF|

ROME#ping 192.168.15.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.15.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/64/163 ms
ROME#
KOME#I1

Configure OSPF Routing on Router Berlin

» Configure an OSPF routing process on router BERLIN. Use OSPF process
number 1and ensure that all networks are in area 0.
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BERL IN#

BERLINtconf t

Enter configuration commands, one per line. End with CNTL/2.
BERLIN(config)trouter ospf 1

BERLIN(config-router)#network 1S2.168.1.123 0.0.0.63 area O
BERLIN(config-routerJ#netvork 192.168.15.0 0.0.0.3 area O

BERLIN (config-router) #er.d

BERL IN#

*Mar 1 00:41:40.063: %SYS-5-CONFIG_I: Configured from console by console
BERL IN#!

» Examine the routers that are running configuration files.
BEF.LIN*sh running—config
|Building configuration. ..
,Furrent configuration : 1186 bytes
[version 12.4
iservice timestamps debug datetime msec
iservice timestamps log datetime msec
ino service password-encryption

jhostname BERLIN

boot-start-marker
boot-end-marker

enable secret 5 $1Surk: "$RSLSTH6zTM2gWRBOOB9e/
no aaa new-model

memory-size iomem 5
ip cef

no ip domain lookup
--More— §
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interface FastEthernetG/0

description Link To workstation!

ip address 192.163.1.129 255.255.255.192
duplex auto

_speed auto

1

interface SerialQ/0

description Link To Rome!!

ip address 192.168.15.1 255.255.255.252
Iclock rate 64000

interface FastEthernetO/1

no ip address

shutdown

duplex auto
)speed auto

interface Serial0/1

no ip address

shutdown

Iclock rate 2000000

router ospf 1

log-adjacency-changes

network 192.168.1.128 0.0.0.63 area O
tnetwork 192.168.15.0 0.0.0.3 area O

ip forward-protocol nd

no ip http server
no ip http secure-server

fPanner motd ACAuthorized Access Only!!lII1AC

line con O
exec-timeout 0 O
password cisco
logging synchronous
line aux O

line vty 0 4

I password cisco
login

[end

BERLIN*
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* Type the following commands:
BERLIN (config-router)#log-adjacency-changes

BERL IN#

BERLIN#conf t

Enter configuration commands, one per line. End with CNXL/Z.
BERLIN(config)#router ospf 1
BERLIN(config-router)#log-adjacency-changes
BERLIN(config-router)#f

Show the routing table for the BERLIN router.

[BERLIN(config)#do sh ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area

HI - OSPF NSSA external type 1, N2 - OSPF NS5A external type 2

El - OSPF external type 1, E2 - OSPF external type 2

i - IS-1S, su - 1S-1IS summary, LI - 1S-1S level-1, L2 - 1S-1S level-2
ia - IS-IS inter area, * - candidate default, U - per-user static rou

te
0o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

192.163.15.0/30 is subnetted, 1 subnets

[ 192.163.15.0 is directly connected, Serial0/0
192.168.1.0/26 1is subnetted, 1 subnets
jc 192.163.1.128 is directly connected, FastEthernet0/Q

[BERLIN (config) #| |

Configure OSPF Routing on Router Rome

» Configure an OSPF routing process on router ROME. Use OSPF process
number 1and ensure that all networks are in area 0.

ROME#
ROME#conf t
Enter configuration commands, one per line. End with CNTL/S.
ROME(config)#router ospf 1

ROME(config-router)fnetwork 192.163.15.0 0.0.0.3 area O
ROME(config-router)fnetwork 192.168.15.0 0.0.0.3 area O

*Mar 1 00:57:11.011: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.15.1 on Serial0/Q
from LOADING to FuLL, Loading Done

ROME(config-router)fnetwork 192.168.0.0 0.0.0.255 area O

ROME(config-router)#
fcme (config-router) #§
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e The ROME router running configuration files.

ROME(config)#do show running-config
Building configuration. ..

Current configuration : 1185 bytes

?

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
jno service password-encryption

?

hostname ROME
?

boot-start-marker

boot-end-marker
<«

{enable secret 5 $1$cL3W$SPTHTbEk2eUW/W8FoqgLyKIl
{no aaa new-model

{memory-size iomem 5
{ip cef

{no ip domain lookup
auth-proxy max-nodata-conns 3
{ip admission max-nodata-conns 3

{- More- U
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jinterface FastEthernetQ/G

I description Link To Workstation !!!

1 ip address 192.163.0.1 255.255.255.0
| duplex auto

hspeed auto

jinterface Serial0/0
idescription Link To Berlin!!!
1ip address 192.168.15.2 255.255.255.252
bclock rate 2000000
jinterface FastEthernet0O/1
I no ip address
: shutdown
I duplex auto
ispeed auto
interface SerialG/1
no ip address
shutdown
i\clock rate 2000000
jrouter ospf 1
[ log-adjacency-changes
network 192.163.0.0 0.0.0.255 area O
network 192.168.15.0 0.0.0.3 area O

Qp forward-protocol nd
I

— More— |

jbanner motd ACAuthorized Access Only!l1IAC

iline con O

i exec-timeout 0 O

; password cisco

; logging synchronous
jline aux 0

iline vty 0 4

| password cisco

‘ login

lend

IROME (config) #

* Type the following commands:
Rome(config-router)#log-adjacency-changes

OME(config)#router ospf 1
OME(config-router)#log-adjacency-changes
ROME(config-router)
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Show the routing table for the BERLIN router.

IBERLIN(config)#do show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, 1A - OSFF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF N3SA external type 2
El - OSPF external type 1, E2 - OSPF external type 2

i - I1S-1S, su - IS-IS summary, LI - 1S-1S level-1, L2 - 1S-13 level-2
ia - IS-1S inter area, * - candidate default, 0 - per-user static rou
jte
J 0o - ODR, P - periodic downloaded static route

[Gateway of last resort is not set

1S2.168.15.0/30 is subnetted, 1 subnets

t: 192.168.15.0 is directly connected, SerialQ/0

0 192.168.0.0/24 [110/74] via 192.168.15.2, 00:05:35, Serial0/0
192.168.1.0/26 is subnetted, 1 subnets

IC 192.168.1.128 is directly connected, FastEthemet0/0

[BERLIN (config) #|

Are there OSPF entries in the Yes,because rome is also configured with ospf.
routing table now?

What is the metric value of the
OSPF route?

What is the VIA address in the
OSPF route?

Are routes to all networks Yes
shown in the routing table?

Are routes to all networks Yes, they are.
shown in the routing table?
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e Test Network Connectivity

Ping the Yew, the ping was successful.
host from oatibox 't s2.160.0.2 (
S Hi Ifif.e z M2 1,3 0.2) il yt.:
4 bytes fr(:M 1* 160 0.2 =wry tt. 6L 13251 as
the ROME 4 bytr\ fin. 1V 16H.0.2 «1 | ft: 62 631«5
H 1byte:. ftea 1% ifi ;2 seq tti b2 1k »-
host. Was it 125 10 ™ tiaa” T 1k e e Fao
bIJtEK from H2 160.0. tt: 62 ticr H.Z51 *s
successful 4 nijtss froa VR If.il 0 }‘) EH 362 licr 46 ns
1 hjjtf3 Z 168.».Z seq t) 62 fity Zmﬂ
4 feutr: Z 1686).2 siq V tt) 62 tsde
4 bijter 1« 16902 seq gytt! 6Z tS«c
|f not 4 byes* tria H2 16» 0.2 Sty }tl 62 Tirr ﬁfﬁl’ﬁ
) 1bytes ifUB hz 16002 g Dy 6 tin. 17231 m
4 bytes 1fnB 161,02 seq 1 AL :6Z tiew« -7g@71
troubleshoot " PR
as s tej-pri e HZ 16:1.0.2
necessary.

Look at OSPF cost on the Berlin Router interfaces.

» Show the properties of the BERLIN router serial and Fast Ethernet interfaces
by using the show interfaces command.

BERLIN#sh
SeriaiC/0

int s0/0

is up, line protocol is up

Hardware

is GTS6K Serial

Description:

Link To Rome®s

Internet address
MTU 1500 bytes,

is 192.163.15.1/30
BW 1544 Kbit/sec,

DLY 20000 usee,

reliability 255/255,

Encapsulation HDLC,

txloaa 1/255,
loopback not set

rxload 1/255

Keepalive set (10 sec)

Last

Input queue:
Queueing strategy:
Output queue:

Conversations

input 00:00:04,
Last clearing of "show interface"
0/75/0/0 (size/inax/drops/flushes); Total

weighted fair

output 00:00:01,

counters never

output hang never

0/1000/64/0 (size/max total/threshola/drops)
0/1/256 (active/max active/max total)

Reserved Conversations 0/0 (allocated/max allocated)
Available Bandwidth 1158 kilobits/sec

5 minute

input rate O bits/sec,

5 minute output rate 0O bits/sec,

0 packets/sec
0 packets/sec

531 packets input, 38780 bytes, 0 no buffer
Received 409 broadcasts, O runts, 0 giants, O
0 input errors, 0 CRC, O frame, O overrun, O

throttles
ignored, O abort

output drops:

643 packets output,

46849 bytes,

0 output errors,

0 collisions, 17

0 underruns
interface resets

0

0 unknown protocol drops
0 output buffer failures,
0 carrier transitions

DCD=up DSR=up PTR=up

0 output buffers swapped out
R?3=up CTS=up

BERL IN#
BERLIN#!
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BERLIN#show int f0/0
FastEthernet0/Q is up, line protocol is up
Hardware is Gt9ok EE, address is c40d.Q9fG.0000 (bia c4Cd.0Sf0.C0O00)
Description: Link To workstation!
Internet address is 192.168.1.129/26
MTU 1500 bytes, BW 10000 Kbit/sec, DLY 1000 usee,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Half-duplex, [10Mb/s, 10GBaseTX/FX
ARP type: ARFA, AP.P Timeout 04:00:00
Last input 00:00:20, output 00:00:06, output hang never
Last clearing of "show interface”™ counters never
Input queue: 0/75/0/0 (size/max/drops/flushes}; Total output drops: O
Queueing strategy: fifo
Output queue: 0740 (size/max)
5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec
742 packets input, 158662 bytes
Received 380 broadcasts, O runts, O giants, 0 throttles
0 input errors, 0 CRC, O frame, O overrun, O ignored
0 Wwatchdog
0 input packets with dribble condition detected
985 packets output, 87323 bytes, O underruns
output errors, O collisions, 1 interface resets
unknown protocol drops
babbles, 0 late collision, 0 deferred
lost carrier, Q no carrier
0 output buffer failures, O output buffers swapped out
BERL IN#

BERLIN# |

0
0
0
0

What is the default bandwidth of Serial: 128 kbit

the interfaces Fethernet: 100000 kbit
Calculate the OSPF cost. Serial:64
FEthemet:!

Record the OSPF cost on the Serial and Fast Ethernet Interfaces.

Using the show ip ospf interface command, record the OSPF cost of the serial and Fast
Ethernet interfaces

NOTE: The clock rate setfor the interface should have been 64,000. This is what has been used as a
default to this point and specified in previous sections Lab, “Review ofBasic Router Configuring with
RIP. ” Therefore, to calculate the cost ofthis bandwidth, you need to divide 10A8 by 64,000
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OSPF cost of serial interface

BERLIN#show ip ospf interface

ISeriaiO/O is up, line protocol is up

ir_ Internet Address 192.168.15.1/30, Area O

Jv., Process ID 1, Router ID 192.168.15.1, Network Type PGINT_TC_?OINT,:"cost: 6

m Transmit Delay is 1 sec, State FOINT_TO_POINT
Timer intervals configured. Hello 10, Dead 40, Wait 40, Retransmit 5

OSPF cost of Ethernet interface

FastBthernet0/Q is up, line protocol is up
Internet Address 192.168.1.129/26, Area O
Process ID 1, Router ID 192.16S.15.1, Network Type BROADCAST, .Cost: 10
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 192.168.15.1, Interface address 192.168.1.129

Manually Set The Cost on the Serial Interface and verify

e On the serial interface of the BERLIN router, set the OSPF cost to 1562 at the serial
interface configuration mode prompt.

NOTE: that it is essential that all connected links agree about the costfor consistent calculation o fthe
SPF in an area.

IBERLIN(config)tint s0/0
iBERLIN(config-if)#ip ospf cost 1562
iBERLIN(config-if)#

iBERLIN (config-if)#j

Record the new OSPF cost of the serial interface
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Reverse the effect of this command by entering the command no ip ospf cost in
interface configuration mode (i.e. change the cost and display it)

BERLIN(config)tint s0/Q
BERLIN(config-if)fno ip ospf cost 1562
BERLIN (config-if) #
BERLIN(config-if)*
BERLIN(config-ifl#exit
BERLIN (config) #
BERLIN(config)#do show ip ospf int s0/Q
SerialG/0 is up,” 1Iné prS'tScol™lils “up" *
Internet Address 152.168.15.1/30, Area O
Process ID 1, Router ID 192.168.15.1, Network Type POINT TO POINT, Cost: 64
Transmit Delay is 1 sec, State POINTjro_POINT V o>
Timer intervals configured, Hello 10, Dead 40, wait 40, Retransmit 5
oob-resync timeout 40
Hello due in 00:00:03

Enter the command bandwidth 2000 at the serial O interface configuration mode
prompt.

BERLIN(config)tint s0/0
BERLIN(config-if)tbandwidth 2000
BERLIN(config-if)tend

Record the new OSPF cost of the serial interface

|BERLIN#show ip ospf int s0/0
Serial0/0 is up, line protocol is up
Internet Address 192.163.15.1/30, Area O R
Process 1D 1, Router ID 1S2.168.15.1, Network Type PCINT_TO_POINT/ Cost: 50
Transmit Delay is 1 sec, state POINT_TO_POINT -
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40

* W

* You can set the speed on an Ethernet interface. Will this affect the OSPF cost
ofthat interface? Yes, this will affect ODPF cost of the interface.

» Reset the bandwidth on the serial interface by using no bandwidth 2000 at the
serial O interface configuration mode prompt.

[BERLIN(conFig)#int s0/0
[BERLIN(config-if)#no bandwidth 2000
[BERLIN(config-ifF)#|
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Set up OSPF authentication on interface

OSPF authentication is being established on the routers in the network. First, introduce
authentication only on the BERLIN router.

* What is the appropriate command?
BERLIN(config-if)#ip ospf message-digest-key 1 md5 7 cisco

* What is the OSPF password that is being used for MD5 authentication? Cisco
* What encryption type is being used? Type 7

e Enable OSPF authentication in area 0

* What is the appropriate command to Enable OSPF Authentication in this Area, Area
0?

BERLIN(conflg)#router ospf 1
BERLIN(conflg-router)#area 0 authentication

» Wait for a few seconds. Does the router generate output? Yes, it does.

» Give the command to check the ospf neighborship.

[BERLINtshow Ip ospf neighbor

berlin»8

» Are there OSPF neighbours? No, there are no neighbours.

» Give the command to check the routing table

LIN#3h ip route
es: C - connected, S - static, R - RIP, M - mobile, B - EGP

D - EIGRP, EX ®mEIGRP external, 0 - OSPF, 1A - OSPE inter area

N1 - OSPF NSSA external type 1, H2 - OSPF NSSR external type 2

El - OSPF external type 1, E2 - OSPF external type 2

i - I1S-1S, su - XS-1S summary, LI - IS-1S level-1, L2 - IS-1S level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
c - ODR, P - periodic downloaded static route

Gateway of last resort is not set

152.168.1S5.0/30 is subnetted, 1 subnets 172

C 132.168.15.0 is directly connected, Serial0/0
192.168.1.0/26 is subnetted, 1 subnets

C 192.168.1.123 is directly connected, FastEthernet0/0



» Are there OSPF routes in the BERLIN router routing table? No, there are no OSPF
router on BERLIN router routing table.

» Can the host ping each other? No, they cannot.

rootebox:“»

rooteboxJ}U pi*>y 192. 168.0.2

IMHO 192.160.0,2 (192 .168.0.2): 5b d&t« bytes
""213J*- Stopped pirn 192.1bU.V).2
rootBhox:”#

rootPbox :~B

rootwbox:"B

Observe OSPF Traffic

e At privileged EXEC mode, type the command debug ip ospf events and
observe the output.

BERLIN#debug ip ospf events

CSFF events debugging is on

BERL IN#

*Mar 1 01:55:13.843: OSPF: Send hello to 224.0.0.5 area 0 on FastEthernetO/G from 192.1
68.1.129

BERL IN#

*Mar 2 01:55:17.543: OSPF: Send hello to 224.0.0.5 area O on Serial0/0 from 1S2.168.15.1
BERL IN#

""Mar 1 01:55:21.155: OSPF: Rev pkt from 192.168.15.2, Serial0/0 : Mismatch Authentication
type. Input packet specified type 0, we use type 1

BERL IN#

*Mar 1 01:55:23.843: OSPF: Send hello to 224.0.0.5 area 0 on FastEthernet0/0 from 192.168
.1.129

3ERLIN#

“Mar 1 01:55:27.543: OSPF: Send hello to 224.0.0.5 area 0 on Serial0/0 from 152.168.15.1
BERL IN#

*Mar 1 01:55:31.203: OSPF: Rev pkt from 192.168.15.2, Serial0/0 : Mismatch Authentication
type. Input packet specified type 0, we use type 1

* How frequently are Hello messages sent? Hello messages are sent every 3 seconds.

» Turn off debugging by typing no debug ip ospfevents or undebug all

yBEFXINtno debug ip ospf events

OSPF events debugging is off
BERL IN#
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Show the hello and dead interval timers on the Rome router Ethernet and serial
interfaces by entering the command show ip ospf interface in privileged
EXEC mode. Record the Hello and Dead interval timers for these interfaces:

Hello interval? 10
Dead interval? 40
What is the purpose of the dead The time the router waits to hear a
interval? HELLO from its neighbor before it

announces to the ospf environment
that the specific neighbor is *"down™.

Modify the OSPF Timers

Modify the Hello and Dead interval timers to smaller values to try to improve
performance. On the Rome router only, change the hello and dead intervals to
5 and 20 (4*5) seconds respectively, using the appropriate commands.

ROME(config)tint sQ/0

ROME(config-iF)tip ospf hello-interval 5
ROME(config-if}#ip ospf dead-interval 20
ROME(config-if)tint 0/0
ROME(conTig-if5#ip ospf hello-interval 5
ROME(config-if)#ip ospf dead-interval 20
ROME(config-if)tend

ROME#

Wait for a minute and then check the ospf neighbors with the consistent command
Write down the command? ROMEi#sh ip ospf neighbor

Do OSPF neighbours exist? no
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Examine the Routing Table

Do OSPF routes exist in the table no

Wait for a minute and then check the ospfneighbors with the consistent command

Can the host ping each other? No

e Look at the OSPF Data Transmissions

Enter the command debug ip ospfevents in privileged EXEC mode.

If there is, what is the issue? AUTHENTICATIon tipe is not the same on
router Rome.

» Check the Berlin Routing Table Status

On the Berlin router, check the routing table

Do OSPF routes exist in the table ?

Set the Rome Router Interval timers

e Match the timer values on the Berlin serial link with the Rome router.

IBERLIN(config)tint s0/0

BERLIN(config-if)#no ip ospf hello-interval 5
BERLIN(config-if)#no ip ospf dead-interval 20
JBERLIN(config-if)tint f0/0
IBERLIN(config-if)tno ip ospf hello-interval 5
BERLIN(config-if)#no ip ospf dead-interval 20
BERLIN(config-if)#
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Verify that the interval timers are turned to the dafaults

» Use the show ip ospf interface command to verify that the timers are reset to
their default values.

192.168.15.1, Interface add

iter -nfll 11 "2FfiF+ V
red, {Hello luTDead Wai

6.8.2 Configuring OSPF with Loopback Addresses

————

192.168.1.2 /2
192.168.31.22 /3

I 192.168.1.1 /24
‘Jo 192.168.31.11 /32

B
192.168.1.3 /24 | A

lo 192.168.31.33 /32

Eikova 52 OSPF Loopback Address Configuration Topology

Router Router Routing OSPF Network
Designation Name Protocol Routing ID Statements
Router 1 London OSPF 1 192.168.1.0
Router 2 Ottawa OSPF 1 192.168.1.0
Router 3 Brasilia OSPF 1 192.168.1.0

Mivakag 6 Equipment Configuration: Part |
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Router IP Host Fast Ethernet O Loopback

Designation Table Entry Address/Subnet Interface/
Mask Subnet Mask
Router 1 Ottawa Brasilia 192.168.1.1/24 192.168.31.11/32
Router 2 London Brasilia 192.168.1.2/24 192.168.31.22/32
Router 3 London Ottawa 192.168.1.3/24 192.168.31.33/32

Mivakag 7 Equipment Configuration: Part |1

1 The enable secret password for all routers is class.
2. The VTY, and console password for each router is cisco.

3. The “IP Host Table Entry” column contents indicate the names of the other
routers in the IP host table.

4. Configure the motd

5. Do not forget to write the description of each interface
6. IP addressing of the topology.

7. Configure each host according to the topology.

8. Save each configuration in each router

The first 6 tasks are the main body of the exercises. You have to succefully complete
in order to proceed to the rest tasks.

Router Configuration
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London

Router>

Router>enable

Routertconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config!thostnane LONDON

LONDON(config)»ENABLE SECRET class

LONDON(conFfig)#line vty 0 4

LONDON(config-line)tpassword cisco

LONDON(config-line)tlogin

LONDON(config-line)texit

LONDON(config)tline console 0

LONDON(config-line)tpassword cisco

LONDON(config-line)tlogin

LONDON(config-line)texit

LONDONTOtmi igitbanneio- motd--#AU7-HGRI-ZED ACCESS.. QNLXUJ.J 1 1#
LONDON(config)tip subnet-zero

LONDON(config)tint f0/0

LONDON(config-if)tdescription LINK TO HUB!"!
LONDON(config-if)tip address 192.163.1.1 255.255.255.0
LONDON(config-if)#no shut

LONDON(config-if)#

*Mar 1 00:05:06.079: %LINK-3-UPDOWN: Interface FastEthernet0/0, changed state t
o up

»Mar 1 00:05:07.079: %LINEPROTO-5-UPDCWN: Line protocol on Interface FastEthern
et0/0, changed state to up

LONDON(config-if)texit

LONDONicopy ru

LONDONtcopy running-config st

LONDONfcopy running—config startup-config
Destination filename [startup-config]?
Building configuration...

[X]
LONDON# -

Ottawa

Press ENTER to get the prompt.

R2>enable

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)thostname OTTAWA

OTTAWA(config)tenable secret class

OTTAWA(config)tline vty Q 4

OTTAWA, (config-line) tpassword cisco

OTTAWA(config-line)#login

OTTAWA(config-line)texit

OTTAWA(config)tline console 0O

OTTAWA(config-line)tpassword cisco

OTTAWA(config-line)tlogin

OTTAWA(config-line)texit

DTTAWA(config)»banner motd »AUTHORIZED ACCESS ONLY!llI*
OTTAWA(config)tip subnet-zero

OTTAWA(config)tint f0/0

OTTAWA(config-if)tdescription LINK TO HuBI!!1
OTTAWA(config-if)tip address 192.168.1.2 255.255.255.0
OTTAWA(config-if)#no shut

OTTAWA(config-if)#

»Mar 1 00:10:42.139: SLINK-3-BPDOWN: Interface FastEthernet0/0, changed state t
»Mar 1 00:10:43.139: %LTNEPRGTQ-5-UPDOWN: Line protocol on Interface FastEthern
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OTTAWA#copy ru

|OTTAWA#copy running-config st

|OTTAWA#copy running-config startup-config
{Destination filename [startup-config]?
{Building configuration. ..

1[0Kj

TOTTAWA#]

Brasilia

R3(config)thostname BRASILIA

BRASILIA(config)tenable secret class
BRASILIA(config)#line vty 0 4
BRASILIA(config-line)tpassword cisco
BRASILIA(config-line)flogin

BRASILIA(config-line)#exit

BRASILIA(config)#line console 0
BRASILIA(config-line)#password cisco
BRASILIA(confrg-line)#login

BRASILIA(config-line)#exit

BRASILIA(COnfig)fbanner motd #AUTHORISED ACCESS ONLY!IU#
BRASILIA(config)#ip subnet-zero

BRASILIA(config)tint f0/0
BRASILIA(config-if)idescription LINK TO HUBI!:!I
BRASILIA(config-if)tip address 192.163.1.3 255.255.255.0
BRASILIA(config-if)#no shut

BRASILIA(config-if5#

*Mar 1 00:15:39.363: %LINK-3-UPDOWN: Interface FastEther.net0/0, changed state t
o up

*Mar 1 00:15:40.363: %LINEPROTO-5-UPDOWH: Line protocol on Interface FastEthexn
et0/0, changed state to up

Ib RASILIA.#copy ru

3RASILXA#copy running-config st
BRASILIA#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

BRASILIA#

BRASILIA#"

Verify host local connectivity
» Each workstation should be able to ping the attached router. Troubleshoot as
necessary.
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13 QEMU (QEMU1) - Press Ctrl-Ait to exit grab

tcObox:"$

tcObox:"S sudo su

root~box:"8 ifconfig ethO 132.168.1.4 netmask 255.255.255.0 up
rooteboxroute add default gw 132.168.1.

root(?box:~8 route

Kernel IP routing table

Dest ination Gateway Genmask Flags Metric F.ef
127.0.0.1 255.255.255.255 UH 0 0
132.168.1.0 255.255.255.0 U 0 0
jdefau 11 132.168.1.1 0.0.0.0 uG 0 0
jrootebox: el

sb : *: not found

root1?box:~8

jrootebox :"8 ping 132.168.1.1

PIMG 132.168.1.1 (132.168.1.11: 56 data bytes

64 bytes from 132.168.1.1: seq O ttl 255 time 68.283 ms
64 bytes from 132.168.1.1: seq=l ttl1l=255time=15.410 ms
64 bytes from 132.168.1.1: seq=2 ttl-255time=24.131 ms
~ZC11l* Stopped ping 132.168.1.1
rootShox : * 8 -————————- -

*  QEMU (QEMU2)

tcBbox:"'$

tcObox:”$ sudo su

rootebox:"# ifconfig ethO 192.168.1.5 netmask 255.255.255.0 up
rootebox:"# route add default gw 192.168.1.2

rootebox:"# route

Kernel IP routing table

|Dest inat ion Gateway Genmask Flags Metric Ref
112?.0.0.1 255.255.255.255 UH 0 0
«192.168.1.0 * 255.255.255.0 U 0 0
[jcefau It 192.168.1.2 0.0.0.0 UG 0 0

rootebox:"# *

sh: *: not found

rootebox:"# ping 192.168.1.2

PING 192.168.1.2 (192.168.1.2): 56 data bytes

64 bytes from192.168.1.2: seq=0 tt.1=255time=?3.148 ms
64 bytes from192.168.1.2: seq=l1 tt1=255time=?.292 ms
64 bytes from192.168.1.2: seq=2 ttl=255 tirae=5.255 ms
rztll+ Stopped ping 192.168.1.2
rootebox: 't

3\>
SJ QEMU (QEMU3)

tcBbox:

tcBbox:

tcBbox:

tcOhox:~§ sudo su

rootebox:"# ifconfig ethO 192. 168.1.6 netmask 255.255.255.0
rootObox:~it ifconfig ethO 192. 168.1.6 netmask 255.255.255.0 up
rootebox:"# route add default gw 192.168.1.3

rootebox:"# route

Kernel 1P routing table

mbest ination Gateway Genmask Flags Metric Ref
|127.0.0.1 & 255.255.255.255 1H 0 0
m192.168.1.0 M 255.255.255.0 U 0 0
mdefault 192.168.1.3 0.0.0.8 UG 0 0

rootebox:"'#

rootebox:"# ping 192.168.1.3

PING 192.168.1.3 (197.168.1.3) : 56 data bytes

64 bytes from 192.168.1.3: seq=8 ttl1=255 time=63.386 ms
64 bytes from 192.168.1.3: seq=1 ttl=255 time=15.607 ms
64 bytes from 192.168.1.3: seq=2 ttl=255 time=37.150 ms
64 bytes from 192.168.1.3: seq-3 ttl=255 time=9.182 ms
AZI11+ Stopped ping 192.168.1.3
rootebox :~#

Use Iface
10

0 ethO

0 ethO

Use Iface
0 lo
0 ethO
0 ethO

Use Iface
0 lo
0 ethO
0 ethO

1C3 1[BJ {WIgS-»]
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Verify Interface Information
* Ping from one of the connected serial interfaces to the other. If the ping was
not successful, troubleshoot the router configuration until the ping is
successful.

BRASILIAfping 192.168.1.1

[Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
}oLPit

[Success rate is 80 percent (4/5), round-trip min/avg/max = 16/28/48 ms
[BRASILIA#

[BRASILIA#-

o i R X Al P ——— EE

|OTTAWA#ping 192.168.41.1

Type escape sequence to abort.
Sﬁﬂ%ﬂng 5, 100-byte ICMP Echos to 192.163.1.1, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 20/36/48 ms
OTTAWA#

|LONDON#ping 192.168.1.2

[Type escape sequence to abort.

[Sending 5, 100-byte ICMP Echos to 192.168.1.2, timeout is 2 seconds:
hit!l

Success rate is 100 percent (5/5), round-trip min/avg/max = 16/24/44 ms
LONDON #Jj

Configure OSPF Routing on each Router in the given topology

» Configure an OSPF routing process on router London Ottawa Brasilia. Use
OSPF process number 1 and ensure that all networks are in area 0.

LONDON(config)#

LONDON(config)trouter ospf 1
LONDON(conflg-router)#network 192.168.1.0 0.0.0.255 area O
LONDON(config-router)tend

LONDON#

OTTAWA(config)#router ospf 1

OTTAWA(config-router)#network 192.163.1.0 0.0.0.255 area O

OTTAWA, (config-router) #en

"Mar 1 00:36:57.391: %OSPF-5-ADJCHG: Process 1, Mbr 192.168.1.1 on FastEthernet
0/0 from LOADING to FULL, Loading Done

OTTAWA(config-router)#ena
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BRASILIA#

BRASILIA#conf t

Enter configuration commands, one per line. End with CNTL/2.
BRASILIA(config)frouter ospf 1

BRASILIA(config-routex)»network 192.168.1.0 0.0.0.255 area O
BRASILIA(config-router)#end
BRASILIA#

*Mar 1 00:38:15.147: %SYS-5-CONFIG 1 : Configured from console by console
BRASILIA#

»Mar 1 00:38:17.055: %0OSPF-5-ADJCHG: Process 1, Nbr 192.168.1.2 on FastEthernet
0/0 from LOADING to FULL, Loading Done

»Mar 1 00:38:17.063: %0SPF-5-ADJCH.G: Process 1, Nbr 192.168.1.1 on FastEthernet
0/0 from LOADING to FULL, Loading Done

BRASILIA#!

» Examine the routers that are running configuration files.

London

LONDOMtsh run
LONDON#sh running-config
Building configuration. ..

%urrent configuration : 909 bytes

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

»

QOstname LONDON

boot-start-marker
boot-end-marker

%nable secret 5 $1$73118sJ3cTnx29NKIhv92nTAdWaS/
no aaa new-model

memory-size iomem 5
ip cef
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f

interface FastEthernet0/Q

description LINK TO HuBI It

ip address 192.168.1.1 255.255.255.0
duplex auto

ispeed auto

interface FastEthernetO/1
no ip address

shutdown

duplex auto

1speed auto

router ospf 1

log-adj acency—changes

_network 192.168.1.0 0.0.0.255 area O
|

ip forward-protocol nd

ip http server
no ip http secure-server

line con O
password cisco
login

line aux O

line vty 0 4
password cisco
lIogin

!

end

LOUDON#
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Ottawa
OTTAWA#sh run
OTTAWA#sh running-config
Building configuration. ..

Current configuration : 970 bytes

version 12.4
service timestamps debug datetime msec
service timestamps log datetime msec

imemory-size iomem 5
ip cef

no ip domain lookup
ip auth-proxy max-nodata-ccnns 3
ip admission max-nodata-conns 3

Interface FastEthernet0/0

description LINK TO HUB I!!IT

ip address 192.163.1.2 255.255.255.0
duplex auto

speed auto

interface FastEthernetQ/1
no ip address

shutdown

duplex auto

tspeed auto

router ospf 1

log-adjacency-changes

network 192.168.1.0 0.0.0.255 area O
ip forward-protocol nd

no ip http server
no ip http secure-servei

control-plane

184



(Panner motd ACAUTHORIZED ACCESS ONLYIITIAC

iline con O

; exec-timeout 0 O
password cisco
logging synchronous

(login

(line aux O

(line vty 0 4

s password cisco

rlogin

]

\i

lend

OTTAWA#

Brasilia

BRASILIA#sh running-config
Building configuration. ..

Current configuration : 972 bytes

!

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

1

hostname BRASILIA
1
boot-start-marker

boot-end-marker
?

ﬁnable secret 5 $I1S1i8J8XV30qmuVetiTcEiajgzYX.

no aaa new-model
memory-size iomem 5
ip cef

ip domain lookup

ip admission max-nodata-conns 3

auth-proxy max-nodata-conns 3
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interface FastEthernet0/G
description LINK TO HUB!III
ip address 192.168.1.3 255.255.255.0

duplex auto
speed auto

interface FastEthernetO/1
no ip address

1 shutdown

| duplex auto

[ speed auto

router ospf 1
1 log-adjacency-changes

ip forward-protocol nd

!

!

ino ip http server

no ip http secure-server

control-plane

banner raotd ACAUTHORIZED ACCESS ONLY!IIIIAC

line con O
exec-timeout 0 O
password cisco
logging synchronous
login
line aox O

[line vty 0 4
password cisco

[ login

lend

BRASILIA*

Type the following commands:

Router (config-router)#log-adjacency-changes



L. ONDON#
i LONDONfconf t

Enter configuration commands, one per line. End with CNTL/Z.
LONDON(config)#router ospf 1
LONDON(config-router)flog-adjacency-changes
[LONDON(config-router)#[

PDTTAWA#
OTTAWA . #conf t

Enter configuration commands, one per line. End with CNTL/Z.
iOTTAWA(config)#router ospf 1
{OTTAWA(config-router)#log-adjacency-changes
{OTTAWA(config-router5tend

{OTTAWA#

BRASILIA#
BRASILIAtconf t

iEnter configuration commands, one per line. End with CNTL/Z.
BRASILIA(config)trouter ospf 1

BRASILIA(config-router)#log-adjacency-changes
BRASILIA(config-router)fend
BRASILIA#

Show and examine the routing table for each router.

LONDON#sh ip route

jCodes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 - OSPF, 1A - OSPF inter area
NX - OSPF NSSA external type 1, H2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - is-rs, su - 1S-IS summary, LI - IS-IS level-1, L2 - 1S-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.1.0/24 is directly connected, FastEthernet0/0
LONDON#

OTTAWA™*

iOTTAWA#sh ip route

Codes: C - connected, 3 - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, 1A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El .- OSPF external type 1, E2 - OSPF external type 2
1 - IS-1S, su - 1S-1S summary, LI - 1S-1S level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, 0 - per-user static route
0o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

C 192.163.1.0/24 is directly connected, FastEthernet0/0
OTTAWA# -
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BRASILIA#
BRASXLIA#sh ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O ~ OSPF, IA - OSPF inter area

S1 - OSPF NSSA external type 1, M2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2
i - IS-1S, su - 1S-1S summary, LI - 1S-1S level-1, L2 - IS-1IS level-2
ia - IS-IS inter area, * - candidate default, O - per-user static route
0o - OCR, F - periodic downloaded static route

Gateway of last resort is not set

C 152.168.1.0/24 is directly connected, FastEthernet0/0
BRASILIA#
BRASILIA#!

Ping the Brasilia Yes, the ping was succesfull.

router from the

London router. Was  BRASILIA#
H BRASILIAtping 142.168.1.1
it successful?

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 142.168.1.1, timeout is 2 seconds:
;1111

Success rate is 100 percent (5/5), round-trip min/avg/isax = 20/31/52 as
BRASILIA#

BFJ.SHIXA%]

Configure the Loopback Interfaces

» Configure Loopback for London router.

LONDON#

LONDONtCONnf t

Enter configuration commands, one per line. End with CNTL/2.
LONDON(config)#int loo

LONDON(config)#int loopback O

LONDON(config-i f)#ip addres

*Mar 1 00:58:02.023:
changed st

LONDON(config-ifl#ip address 192.168.31.11 255.255.255.255
LONDON {conf.ig-if)tend

LONDON#

%L INEPROTO-5-UPDOWN: Line protocol on Interface LoopbackO,
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Configure Loopback for Ottawa router.

OTTAWA(config)tint loo
OTTAWA(config)tint loopback 0O
OTTAWA(config-if)tip addr

*Mar 1 00:58:54.767: %LINEPROTO-5-OPDOWN: Line protocol on Interface LoopbackO,

changed state to up
OTTAWA(config-if)#ip address 192.168.31.22 255.255.255.255
OTTAWA(config-if)tend

OTTAWA#

*Mar 1 00:59:13.059: %SYS-5-CONFIG_I: Configured from console by console

OTTAWA#

» Configure Loopback for Brasilia router.

BRASILIA(config}tint loo
BRASILIA(config)tint loopback 0O
BRASILIA(conTig-if)#

“"Mar 1 00:59:31.391: %LINEPROTO-5-UPDOWN: Line protocol on Interface LoopbackO,

changed state to up

BRASILIA(config-if)tip address 192.168.31.33 255.255.255.255
BRASILIA(config-if)tend

BRASILIA#

Show OSPF Adjacency

» Verify that the OSPF routing has formed adjacencies.

LONDON#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address
%92.168.1.2 1 FLTLL/BDR 00:00:38 192.163.1.2
192.168.1.3 1  FULL/BROTHER 00:00:34 192.168.1.3
0

LONDON#

Interface
FastEthernet0/

FastEthernetO/
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TAWA#show ip ospf neighbor

Neighbor ID Pri State
192.168.1.1 1  FULL/DR

0

192.168.1.3 1 FULL/DRCTHER
0

OTTAWA#

SPAS ILIA #show ip ospf neighbor

Neighbor 1D Fri State
192.168.1.1 1  FULL/DR
0

192.168.1.2 1  FULL/BDR
1]

BRASILIA#

Is there a designated router identified
Is there a backup designated router

What is the neighbor priority of 192.168.1.1
from router Brasilia

Dead Time
00:00:31

00:00:30

Dead Time
00:00:33

00:00:36

yes

yes

What interface is identified as being part ofarea  F0/0

0
Is there a designated router identified

What are the Router ID and link address of the
DR

Is there a backup designated router

What are the Router ID and link address of the
BDR

Which interface is identified as being part of
area 0

yes

Address
152.168

192.168.

Address

192.168.

192.168.

192.168.31.33
192.169.1.3

yes

192.168.31.22
192.168.1.2

F0/0

Sl

1.

1.

1.

Interface
FastEthernet0/

FastEthernet0/

Interface
FastEthernet0/

FastEthernet0/
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6.8.3 Propagating Default Routes in an OSPF Domain,

0 192.168.0.1224 -

s0/
200.2020.2

192.168.1.129/26
/0

fo/

lo 138.25.6.33 /32

Eikova 53 OSPF Default Routes Topology

Router Router Routing  Network Loopback O Address/
Designation  Name Protocol  Statements Subnet Mask
Router 1 Tokyo OSPF 192.168.1.0 192.168.31.11/32

Router 2 Madrid OSPF 192.168.1.0 192.168.0.0 192.168.31.22/32

Mivakag 8 Address Scheme 1 for OSPF Default Routes Topology

Router IP Host Fast Ethernet 0 Interface Serial 0 Interface Serial 1
Designation Table Address/Subnet Type Address/Subnet Type Address/
Entry M ask Serial 0 M ask Serial 1 Subnet Mask
Router 1 Madrid 192.168.1.129/26 DCE 192.168.1.1/30 N/A N/A
Router 2 Tokyo 192.168.0.1/24 DTE 192.168.1.2/30 DTE 200.20.20.2/30

Mivakag 9 Address Scheme 2 for OSPF Default Routes Topology
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» Configure the routers

Tokyo

('jP Dynamips(22): R3, Console port

Connected to Dynamips VM "R3" (ID 22, type c3745) - Console port
Press ENTER to get the prompt.

R3>ENABLE

R3»conf t _

Enter configuration commands, one per line. End t
R3(config)#hostname TOKYO

TOKYO(conFig)#enable password cisco
TOKYO(config)tenable secret class
TOKYO(config)#line vty 0 4
TOKYO(conFig-line)#password cisco
TOKYO(config-line)#line console 0O
TOKYO(config-line)»password cisco

TOKYO(config)#ip subnet §?ro

% Invalid input detected at marker .
mTOKYO(conFig)#ip subnet-zero

mTOKYO(config)tint s0/0

mTOKYO(config-if)»description link to madrid! I

B tOKYO(config-if)»ip address 192.168.1.1 255.255.255.252
Btokyo (config-if)#no shut

TOKYO(config-if)»clock rate 64000

TOKYO(conFig-if)#int loo

TOKYO(conFig-if)#int loopbackO

TOKYO(config-if)#

*Mar 1 00:04:27.875: %LINEPROTO-5-UPDOWN: Line protocol on Interface Loo
pbackO, changed state to up

TOKYO(config-if)#ip address 192.168.31.11 255.255.255.255
TOKYO(conFig-if)#exit

TOKYO(conFig)#

*Mar 1 00:04:40.675: %LINEPROTO-5-UPDOWN: Line protocol on Interface Ser
ial0/0, changed state to down

TOKYO(config)#int 10/0

TOKYO(config-if)#link to workstation!

% Invalid input detected at " marker.

TOKYO(config-if)»description link to workstation!

TOKYO(conFig-iF)#ip address 192.168.1.129 255.255.255.192
TOKYO(config-if)#no shut

TOKYO(config-if)#

*Mar 1 00:06:32.439: ILINK-3-UPDOWN: Interface FastEthernet0/0, changed
state to up

*Mar 1 00:06:33.439: %LINEPROTO-5-UPDOWN: Line protocol on Interface Fas
tEthernet0/0, changed state to up

TOKYO(conFig-iH)#[
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TOKYO#copy running-config startup-config
Destination filename [startup-config]?
JjBuilding configuration. ..

[OK]

Madrid

A

R eT I SHOUBUEN, R S SPRIERY Dowr ToR oS il

Dynamips(21): R2, Console port

MADRID(config-if)tip address 192.168.0.1 255.255.255.0

MADRID(config-1f)#no shut

MADRID(corFig-if)tint

eMar 1 00:11:01.455: %LINK-3-UPDOWN: Interface FastEthernet0/Q, changed state to up

oMar 1 00:11:02.455: %LINEPROTO-5-DPDCWN: Line protocol on Interface FastEthernet0/0, cha
nged state to up

MADRIDor fig-if)tint sQ/0

MADRID(config-if)tdesription link to ISP!!I

% Invalid input detected at marker .

MADRID(config-if)#

MADRID(config-if)tdescripticn link to ISPI!II!

MADRID(config-if)tip address 2G0.20.20.2 255.255.255.252

MADRID(config-if)#no shut

MADRID(conFfig-if)tint s

eMar 1 00:11:50.531: %LINK-3-U?DGWN: Interface SerialG/0, changed 3tate to up
MADRID(config-if)tint s

eMar 1 00:11:51.535: %LINERROTO-5-UPDCWN: Line protocol on Interface Serial0/0F changed s
tate to up

MADRID(config-if)tint s0/1
MADRID(config-if)»description link to TOKYO!!!
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Verify Host Conectivity

Host Connected to Tokyo

t 3R -~  ~ NMMedm N N
1.1 QEMU (QEMU3) ;oL *m m m a

Host Connected to Madrid

QUY-Jx»* Osann jfiyM raw An \mgi w

El Qemu (QEMU2)
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« At this point, the workstations will not be able to communicate with each
other. The following tasks will demonstrate the process that is required to get
communication working while using OSPF as the routing protocol.

rootsbox 11 ping 192.168.0.2
PIMG 192.168.0.2 (192.168,0.2): 56 data bytes

"'ZC23+ Stopped ping 192.168.0.2
rootebox :~tt

rootsbhox:"# _

Verify Interface Information

* Ping from one of the connected serial interfaces to the other. If the ping was
not successful, troubleshoot the router configuration until the ping is successful

J10KYQ#ping 192.168.1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.2, timeout is 2 seconds:

M il

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/57/92 ms
TOKYO#

TOKYO#|

MADRID*ping 192.168.1.1

Type escape sequence to abort.

%%qqﬂng S, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/47/128 ms
MADRID#

MADRID#!

Configure OSPF routing on each router in area 0.

» Configure an OSPF routing process on router. Use OSPF process number 1
and ensure that all networks are in area O.

MADP.ID (config) frouter ospf 1
MADRID(config-router)lnetwork 192.168. 3 area O

1.0 0.0.0.
MADP.ID (config-router ){network 192.168.0.0 0.0.0.255 area O
MADRID (conficr-routeri #
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[TOKYO(config)lrouter ospf 1

TOKYO (config-router)»network 192.168.1.1
TOKYO(config-router)»network 192.168.1.0
TOKYO (config-router )#

28
0.

Examine the routers that are running configuration files.

MADRID

Building configuration. ..
Current configuration : 1252 bytes

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

hostname MADRID

boot-start-marker
boot-end-mar ker

enable secret 5 $1$42pj58d2g9/nTqYkX5612K1cpb7/
enable password cisco

no aaa new-model
memory-size ionem 5
ip cef

[ip auth-proxy. max-nodata-conns 3
ip admission max-nodata-conns 3

0.0.
0.0.

0.
3

1
a

27 al
rea O
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interface LoopbackQ
ij address 192.168.31.22 255.255.255.255

interface FastEthernet0/0

description link to workstation!!!
ip address 192.168.0.1 255.255.255.0
duplex auto

speed auto

interface Serial0/0

description link to ISP!!!

ip address 200.20.20.2 255.255.255.252
oclock rate 2000000

interface FastEthernet0/1
no ip address

shutdown

duplex auto

speed auto

jinterface Seriai0/1

1 description link to TOKYO!i!

1 ip address 192.168.1.2 255.255.255.252
1 clock rate 2000000

irouter ospf 1

log-adjacency-changes
1 network 192.168.0.0 0.0.0.255 area O
I network 192.168.1.0 0.0.0.3 area O

?
banner motet ~authorized access only! 151AQ

line con O
password cisco
line dux O

line vty 0 4
password cisco
?Iogln

?

end

MADRID#
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TOKIO

run
configuration. ..

¢»Figuration : 1191 bytes

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
qp service password-encryption

hostname TOKYO

boot-start-raarker

enable secret 5 $1$0qgC$VQDXFMvCt8gkmhgzLanXH/

[no aaa new-model
[memory-size iomem 5
[ip cef

ip auth-proxy max-nodata-conns 3
ip admission max-nodata-conns 3

interface LoopbackO

ip address 192.168.31.11 255.255.255.255
5
interface FastEthernet0/0

description link to workstation!!!!

ip address 192.168.1.129 255.255.255.192
duplex auto
ospeed auto

interface Serial0/Q

description link to laadrid! !!

ifs address 192.168.1.1 255.255.255.252
clock rate 64000

interface FastEthernet0/1
no ip address

shutdown

duplex auto

|speed auto

interface Serial0O/1

no ip address
shutdown

clock rate 2000000
\
router ospf 1
log-adjacency-changes
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router ospf 1

I log-adjacency-changes

| network 192.163.1.0 0.0.0.3 area O

I network 192.168.1.128 0.0.0.127 area O

ip forward-protocol nd

ip http server
no ip http secure-server

ranner motd ""Cauthorized access only-"."C
1

ine con C
password cisco
line aux O
line vty 0 4
password cisco
1 login

End
OKYO#

» Type the following commands: Router (config-router)#log-adjacency-changes

TOKYO (config)trauter ospf 1
iTOKYO (config-router)#log-adjacency-changes
[TOKYO (config-router)# §

» Show and examine the routing table for each router.

TOKYOtsh ip route
Codes: C - connected, S - static, E - RIP, M - mobile, 5 - BGF

D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area
N1 - OSPF N33A external type 1, N2 - OSPF NSSh external type 2

ElI - OSPF external type 1, E2 - OSPF external type 2

i - IS-1S, su - 1S-IS summary, LI - 13-1S level-1, L2 - IS-1IS

level-2

ia - IS-1S inter area, * - candidate default, U - per-user static route

0o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

192.168.31.0/32 is subnetted, 1 subnets

C 192.168.31.11 is directly connected, LoopbackO

0 192.168.0.0/24 [110/74] via 192.168.1.2, 00:07:32, Serial0/0
1S2.168.1.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.1.0/30 is directly connected, Serial0/G

C 192.168.1.128/26 is directly connected, FastEthernet0/0

tokyc#]
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MADRIDtsh ip route
jCodes: C - connected, S - static, R - RIP, M - mobile, B - BGJ?
D - EXGRP, EX - EIGRP external, 0O - OSPF, 1A - OSPF inter area

HI - OSPF NSSA external type 1, N2 - OSPF NS3A external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - I1S-1S, su - IS-IS summary, LI - IS-IS level-1, L2 - 1S-1S level-2

ia - is-1S inter area, * - candidate default, U - per-user static route
0o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

192.168.31.0/32 is subnetted, 1 subnets
C 192.168.31.22 is directly connected, LoopbackO
C 192.168.0.0/24 is directly connected, rastEthernet0/0
192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.1.0/30 is directly connected, Serial0/1

iMADRID#
MADRiD#|

Configure the loopback interfaces.
Configure all Loopback interfaces according the topology.

Normally, the ISP would configure the ISP router (Router 3). For the purpose of this

lab, after you erase the old configuration, configure the ISP router (Router 3) by typing
the following:

Router>enable

Router#configure terminal

Router(config)#hostname ISP

ISP(config)#line vty 0 4

ISP(config-line)#password cisco
ISP(config-line)#login

ISP(config-line)#interface serial 1

ISP(config-if)#ip address 200.20.20.1 255.255.255.252
ISP(config-if)#clock rate 64000

ISP(config-if)#no shutdown

ISP(config-if)#interface loopback 0

ISP(config-if)#ip address 138.25.6.33 255.255.255.255
ISP(config-if)#exit

ISP(config)#ip route 192.168.1.0 255.255.255.0 200.20.20.2
ISP(config)#ip route 192.168.0.0 255.255.255.0 200.20.20.2
ISP(config)#end

ISP#copy running-config startup-config

Destination filename [startup-config]? [Enter]

Building configuration...

[OK]

ISP#
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Rltconf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)thostname ISP

ISF(config)#line vty 0 4

ISP(config-iine)tpassword cisco

ISP(config-line)#login

11SP (config-line) tint s0/0

I1SP(config-if)#ip address 200.20.20.1 255.255.255.252
ISP(config-ifltclock rate 64000

I1SP(config-if)#no shut

I1SP(config-if)tint loopback

*Mar 1 00:48:46.059: %LTNK-3-UFDOWK: Interface Serial0/0, changed state to up
I1SP(config-if)tint loopbackO

ISP(config-if)#

*Mar 1 00:48:47.063: %LINEPROTC-5-OPDOKN: Line protocol on Interface Serial0/0,
changed state to up

I1SP(config-if)tip addre

*Mar 1 00:48:48.811: %LINEPROTO-5-OPDOS®i: Line protocol on Interface LoopbackO,
changed state to up

ISP(config-if!tip address 138.25.6.33 255.255.255.255

ISP(config-if)texit

ISP(config)tip route 192.168.1.0 255.255.255.0 200.20.20.2

ISP(config)tip route 192.168.0.0 255.255.255.0 200.20.20.2
I1SP(config)tend

ISF#

*Mar 1 00:49:34.499: %SYS-5-CONFIG_I: Configured from console by console
I1SPtcopy ru

ISPtcopy running-config st

ISPtcopy running-config startup-config

Destination filename [startup-config]?

Building configuration. ..

[0K]

1SP#1

» At privileged EXEC mode, type the command debug ip ospf events on ISP and
observe the output. Is there OSPF traffic

ISPfdebug ip ospf events
jOSPF events debugging is on
[ISP#!

* Turn offdebugging by typing no debug ip ospfevents or undebug all.

ISPfundebug all
All possible debugging has been turned off
1SP#
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Create a default route to the ISP

* On the Madrid router only, type a static default route via the serial 1 interface.
Write the command ip route 0.0.0.0 0.0.0.0 200.200.200.1

MADRID{config}#
MADRID(config)tip route 0.0.0.0 0.0.0.0 200.200.200.1
MADRID(config)#

Verify connectivity from the Madrid Router

» Verify connectivity from the Madrid router by pinging the ISP serial 1
interface from the Madrid router.
MAORID-#ping 200.20.20.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 200.20.20.1, timeout is 2 seconds:

Success rate is 100 percent (&/5), round-trip min/avg/max = 52/164/320 ms
MADRID*|

* Ping from a DOS window on the host that is attached to the Madrid router Fast
Ethernet interface to the ISP router serial 1 interface.

rnnt(*hox :"h piuf zee.ze. .t

PIMG 200 .20.20.1 (200.20.20. : 56 data bytes

64 bytes from 260.20.20.1: s -0 ttl-254 time-1225.009 ms
64 bytes from 200.20.20.1: s =1 iti=254 time 195.159 ms
64 bytes from 200.20.20.1: s =2 tt1=254 ti»e=119.799 ms
64 bytes from 200.20.20.1: s =3 ttl1=254 U«: 1/6.098 ms
64 bytes i'rom 200.20.20.1: s =4 ttl=254 tiae=211.954 as
64 bytes from 200.20.20.1: s =5 tt =254 time 522.358 ms
64 bytes from 200.20.20.1: s -ft tt1=254 time=65.544 ms
64 bytes from 200.20.20.1: s ? ttl=254 time 266.5V7 ms
64 bytes from 200.20.20.1: s -8 ttl-254 time 106.749 ms
64 bytes from 200.20.20.1: s =9 ttl=254 time=186.182 ms
64 bytes 1rom 200.28.20.1: s =18 tti=254 time=685.113 ms
64 bytes frow 208.20.20.1: s -U ttl=254 tlae=108.794 as
64 bytes from Z0e.20.20.1: s =12 ttl=254 time=226.868 ms
64 bytes from 200.20.20.1: s =13 tt1=254 time=143.289 ms
64 bytes from 200.29.20.1: s =14 tt1=254 time=348.326 ms
64 bytes from 200.20.20.1: s =15 tt!1=254 tiae=512.754 ms
64 bytes frow 200.20.20.1: 5 =16 ttl=254 time-181.221 ms
»4 bytes from 280.20.20.1: s 17 tt! 254 time-132.382 ms
64 bytes from 200.20.20.1: £ =18 ttl1=254 1 ime=293 654 ms
64 bytes from 260.20.20.1: s =19 ttl1=254 time=63.663 ms
64 li)ytes from 200.20.20.1: s =20 tt1=254 1i®=3Z7.326 as
Ztl' )+ stopped ping 200.20.20.1
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6.8.4 Allin one configuration

| Address Space |
{192.168.1.0 124

192.168.1.252 /30

Simulated ISP Link

192.168.1.248 /30

192.168.1.244 /30

100 209.165.202.129 /32

192.168.1.64 /2-

P,

Eikova 54 All In One Configuration Topology

- -

Device Interface

RTA Fa0/0
S0/1
so/o
LoO

RTB S0/1
Fa0/0
Q0

RTC S0/1
Fa0/0
Q0

IP Address

192.168.1.1

192.168.1.245

192.168.1.254

209.165.202.129

192.168.1.246

192.168.1.65

192.168.1.249

192.168.1.250

192.168.1.129

192.168.1.253

Subnet Mask
255.255.255.192
255.255.255.252
255.255.255.252
255.255.255.255
255.255.255.252
255.255.255.192
255.255.255.252
255.255.255.252
255.255.255.192

255.255.255.252
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w ™

o N O

Mivakag 10 OSPF (All in one) Addressing Scheme Topology

The enable secret password for all routers is class.

The VTY, and console password for each router is cisco.

The “IP Host Table Entry” column contents indicate the names o fthe other routers in
the IP host table.

Configure the motd

Do not forget to write the description of each interface

IP addressing of the topology.

Configure each host according to the topology.

Save each configuration in each router.

Configure the Routers

Router RTA

Dynamips(24): R, Console port

Connected to Dynamips VM "RI” (ID 24, type i Console port
Press ENTER to get the prompt.

RI>

RI>

RI>enable

Rl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rl(config) lhostnarae RTA

RTA(config)tenable password cisco

RTA(config)tenable secret class

RTA(config)tline vty 0 4

RTA(config-line)tpassword cisco

RTA(config-line)tlogin

RTA(config-line)tline console 0O

RTA(config-line)tpassword cisco

RTA(config-line)tlogin

RTA(config-line)texit

RTA(config)tbanner motd tauthorized access only!!1lit
RTA(config)tip subnet-zero

RTA(config)t

RTA(config)tint s0/1

RTA(config-if)tdescription link to RTBI

RTA(config-if)tip address 192.168.1.245 255.255.255.252
RTA(config-if)tno shut

RTA(config-if)t

*Mar 1 00:09:48.591: %LINK-3-UPDOWN: Interface Serial0O/1, changed state to up
RTA(config-if)tclo

*Mar 1 00:09:49.595: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1

204



205



Router RTB

$ Dynamips(26): R3, Console port "* #'d11* 4AMP N IBIS
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Router RTC

Connected to Dynamics vM "R2" (ID 25, type c3745) - Console port

Press SHIER to get the prompt.

R2>enable

R2#conf t

Enter configuration commands, one per line. End with CNTL/2.
R2(config)thostname RTC

RTC(config)tenable password cisco

RPC(config)tenable secret class

RTC(config)tline vty 0 4

RTC(config-line)»password cisco

P.TC (config-line) ilinecty O

% Invalid input detected at marker .

RTC(config-line)#line console 0
RTC(config-line)»password cisco
RTC(config-line)»login

RTC(config-line)#exit

RTC(config)tbanner motd tauthorized access only!!l#
RTC(config)tip subnet-zero

RTC(config)t

RTC (config)tint sQ/Q

RTC(config-if)tdescription link to RTZ-!
RTC(config-if)#ip address 192.168.1.253 255.255.255.252
RTC (config-if)#no shut

RTC(config-if)tciock rate 64000

RTC(config-if)#

RTC (config-if)tint s0/1

RTC(config-if)tdescription link to RTB!

RTC(config-if)tip address 1S2.163.1.250 255.255.255.252

RTC(config-if)#no shut

iRTC(config-if)#

I"Mar 1 00:49:34.223: %LIUK-3-UFDCWN: Interface Serial0/1, changed state to up
IRTC(config-if)#

i"Mar 1 00:45:35.227: %LXNEPRGIO-5-TJPDCWK: Line protocol on Interface Serial0/1,
1 changed state to up

iETC(config-if)#

TRTC (config-if) #

iRTC (config-if) #

iRTC(config-if)tint fC/C

IRTC(config-if)»description link to host!

iRTC(config-if)tip address 192.168.1.129 255.255.255.192

iRTC(config-if)#no shut

RTC(config-if)#

*Mar 1 00:50:03.411: %LINK-3-OPDOWN: Interface FastEthernet0/0, changed state t
o up

“Mar 1 00:50:04.411: %LINEPROTO-5-OPDOWN: Line protocol on Interface FastEthern
lec0/0, changed state to up

|RTC(config-if)

JRTCtcopy running-config startup-config
. iDestination filename [startup-config]?

ey

jiBuilding configuration...

K,
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Host 1

13 QEMU (QEMU1) eat E hndim

tcebox:~$

tcBbox:~$

tcBbox:~S sudo su

rootebox :~#

rootebox:~a ifconfig etliG 192 .168.1.2 netmask 255.255.255.0 up

rootebox:~#
rootebox:~# route add default gw 192.168.1.1
rootebox: “«

Host 2

13 QEMU (QEMU?2) - Press Ctri-Alt to exit grab H i *=> usi-biEStfI

Icebox:~S
tceboxsudo su
ifconfig etliG 192 .rootebox:-# ifconfig ethO 192. 168.1.66 netmask 255.255.255.0 u

[rooteboxroute add default gw 192.168.1.65 1
Jrootebox:~tt _

Host 3

\%
I3 QEMU 0QEMU3) m

tcebox: 5

tcebox : ! sudo su

ifconfiq etliO rootebox :“# ifconfig ethO 192.168. 1.130 255.255.255.0 up
ifconfig : SiaCSIFftDDR: 1Invalid argument

rootebox:"# route add default gw 192.168.1.129

run sy Lux :

Verify Interface Connection

* Ping from one of the connected serial interfaces to the other. If the ping was
not successful, troubleshoot the router configuration until the ping is
successful.
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RTA#ping 192.168.1.246

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 1S2.168.1.246, timeout is 2 seconds:
[ |

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/45/96 ms
RTA#ping 192.168.1.253

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.253, timeout is 2 seconds:
rim;

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/45/128 ms
R T f i » |

RTBtping 192.168.1.245

Type escape sequence to abort.
$?Qqﬁng 5, 100-byte ICMP Echos to 1S2.168.1.245, timeout is 2 seconds:
L 7 -

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/52/152 ms
RTB#ping 192.168.1.250

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.250, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/53/140 ms
RTB#|

RTCtping 192.163.1.245

Type escape sequence to abort.
%ggﬂgng 5, 100-byte ICMP Echos to 192.168.1.249, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/73/128 ms
RTCtping 192.168.1.254

Type escape sequence to abort.

%qq%ing 5, 100-byte ICMP Echos to 192.168.1.254, timeout is 2 seconds:
1il

mSuccess rate is 100 percent (5/5), round-trip min/avg/max = 8/55/100 ms
Jrtc#l

. Configure an OSPF routing process on router. Use OSPF process number
and ensure that all networks are in area O.

RTA(config)#router ospf 1
RTA(config-router)tnetwork 192.168.1.9 0.0.0.63
% Incomplete command.

iRTA(config-router)#networ!c 192.168.1.9 0.0.0.63 area O
RTA(config-router)tnetwork 192.168.1.0 0.0.0.63 area O
RTA(config-router>tnetwork 192.168.1.244 0.0.0.3 area O
RTA(config-router)tnetwork 192.168.1.252 0.0.0.3 area O
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RTBteonfig}trouter ospf 1

RTB(config-router)»network 192.168.1.64 0.0.0.63 area O
RTB(config-router)»network 192.168.1.244 0.0.0.3 area O

RTB(config-router)*

«Mar 1 02:13:00.063: %OSPF-5-ADJCHG: Process 1, Nbr 209.165.202.12 sn Serial0/
0 from LOADING to FOIL, Loading Done

RTB(config-router)tnetwork 192.168.1.248 0.0.0.3 area O

RTB(config-router)

:TC (config) trouter ospf 1
iTC(config-router)tnetwork 192.168.1.128 0.0.0.63 area 0
|RTC(config-router)»network 192.168.1.243 0.0.0.3 area O
OTC (config-router) #
Mar 1 02:15:12.683: %O0SFF-5-ADJCHG: Process 1, Nbr 192.168.1.249 on Serial0/1
[from LOADING to FULL, Loading Dona
[RTC(config-router)fnetwork 192.166.1.252 0.0.0.3 area O
|RTC(config-router)#
jar 1 02:15:27.947: %0SPF-5-ADJCHG: Process 1, Nbr 209.165.202.129 on Serial0o/
from LOADING to FULL, Loading Done
(RTC(config-router)»m

Examine the routers that are running configuration files.

RTA

RTA#-sh run
Bu.llding conflgurat.on ...

rent configuration : 1316 bytes

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

hostname RTA

boot-start-marker
boot-end-marker

(enable secret 5 $1$FIAS$WXE6MBF3SA9MBC31oWnWbU/
Henable password, cisco

Ly
[no aaa new-model

[hemdpydsiadn idmgikuz

lip aefh-proxy max-nodata-conns 3
lip admission max-nodata-conns 3
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banner raotd reauthorized access only!!ti=c

line con O
exec-timeout 0 O
password cisco
logging synchronous
login

line aux O

line vty 0 4
password cisco
login

end

RTA#
"interface LoopbackO

\ip address 209.165.202.129 255.255.255.255

interface FastEthernetQ/0
description link to host!

ip address 192.168.1.1 255.255.255.192

duplex auto
speed auto

interface Serial0/0
description link to RTCIIII

ip address 152.168.1.254 255.255.255.252

iclock rate 2000000
interface FastEthernet0/1
| no ip address

shutdown

duplex auto

|speed auto

linterface Serial0/1
description link to RT3M!

ip address 192.168.1.245 255.255.255.252

' clock rate 64000
?

frouter ospf 1
log-adjacency-changes

network 192.168.1.244 0.0.0.3 area O
network 192.168.1.252 0.0.0.3 area O

\

ip forward-protocol nd
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RTB

interface FastEthernet0/0

description link to host!

ip address 192.163.1.65 255.255.255.192
duplex auto

speed auto

interface Serial0/0

description link to R?AIll

ip address 192.163.1.246 255.255.255.252
clock rate 2000000

interface FastEthernet0/1
no ip address
shutdown
duplex auto
speed auto

interface Serial0/1

description link to R?C!

ip address 192.168.1.249 255.255.255.252
clock rate 64000

router ospf 1

iog-adjacency-changes

network 192.163.1.64 0.0.0.63 area O
network 192.163.1.244 0.0.0.3 area C
network 192.168.1.243 0.0.0.3 area O

ip forward-protocol nd

banner motd reauthorized access only!!1!11°C

line con O
exec-timeout 0 O
password cisco
logging synchronous
line aux C
line vty 0 4
password cisco
login

end

R?E#
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RTC

RTCtsh run
Building configuration...

Current configuration : 1285 bytes

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

7

hostname RTC
1

boot-start-marker
boot-end-marker

enable secret 5 51$np59%$0q2dSuUgQ2 feGFIHKEXig30
enable password cisco

no aaa new-model
pemory-size iomem 5
ip cef

no ip domain lookup
ip auth-proxy nax-nodata-conns 3
ip admission max-nodata-conns 3

interrace FastEthernet0/0

description link to host!

ip address 192.168.1.129 255.255.255.192
duplex auto

speed auto

interface Serial0/Q

description link to P.?A!

ip address 192.163.1.253 255.255.255.252
clock rate 64000

interface FastEthernet0O/1
no ip address

shutdown

duplex auto

speed auto

interface Serial0/1

description link to RTB!

ip address 192.163.1.250 255.255.255.252
Iclock rate 2000000

router ospf 1
log-adjacency-changes

network 192.163.1.128 0.0.0.63 area O
network 192.168.1.248 0.0.0.3 area O
network 192.163.1.252 0.0.0.3 area O

ip forward-protocol nd

no ip http server
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%?nner motd ACauthorized access only!!?AP

line con O
exec-timeout 0 O
password cisco
logging synchronous
login
line aux O
line vty 0 4
password cisco
login

end

* Type the following command: Router (config-router)#log-adjacency-changes

and show the routing table for all routers.

RTA(config)trouter ospf 1
RTA(config-router)tlog-adjacency-changes
RTAfconfig-router)#do sh ip route
Codes: C - connected, 3 - static, R - RIP, M - mobile, B - BGP
D - EIGRF, EX - EIGRP external, C - OSFF, 1A - CSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF M3SA external type 2

S El - OSPF external type 1, £2 - OSFF external type 2
i - IS-1S, su - I1S-1S summary, LI - 1S-1S level-1, L2 - 1S-1S level-2
ia - IS-1S inter area, * - candidate default, V - per-user static route
J 0o - QDR, F - periodic downloaded static route

[Gateway of last resort is not set

209.165.202.0/32 is subnetted, 1 subnets

1C 209.165.202.129 is directly connected, LoopbackC
192.168.1.0/24 is variably subnetted, 6 subnets, 2 masks
0 192.168.1.64/26 [110/74] via 192.168.1.246, 00:10:08, SeriaiC/1
Jc 192.168.1.0/26 is directly connected, Fast"EthernetC/D
0 152.168.1.243/30 [110/123] via 192.168.1.253, 00:10:08, Serial0/0
[110/128] via 192.163.1.246, 00:10:08, Serial0/1
C 192.168.1.252/30 is directly connected, Serial0/0
1C 192.168.1.244/30 is directly connected. Serial0/1
0 152.168.1.123/26 [110/74] via 192.168.1.253, 00:10:13, Serial0/Q

(RTA(config-router)
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RTB(config}#router ospf 1
RTB(config-router)tlog-adjacency-changes
RTB(config-router)#
RTB(config-router)#do sh ip route

Codes:

C - connected, S - static, R - RIP, M - mobile, B - BGF

D - BIGRP, EX - EIGRP external, O - OSPF, 1A - OSEF inter area

Ul _ OSEF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - CSPF external type 2

i - IS-1S, su - 1S-IS summary, LI - IS-IS level-1, L2 - 1S-IS level-2
ia - 1S-IS inter area, * - candidate default, B - per-user static route
0o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 5 subnets, 2 masks

C
C
0

C
C

192.168.1.64/26 is directly connected, FastEthernet0/0
192.163.1.248/30 is directly connected, Serial0O/1
192.163.1.252/30 [110/128] via 192.168.1.250, 00:10:46, Serial0/1
[110/128] via 192.168.1.245, 00:10:46, Serial0/0
192.163.1.244/30 is directly connected, Serial0/Q
192.168.1.128/26 [110/74] via 192.168.1.250, 00:10:46, SerialG/1

RTB(config-router)#8§

RTC(config)irouter ospf 1
RTC(config-router)#log-adjacency-changes
RTC(config-router)#
RTC(config-router)#do sh ip route

Codes:

C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, C - OSPF, 1A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - CSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2

i - I1S-1S, su - IS-1S summary, LI - 1S-1S level-1, L2 - 1S-1S level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 5 subnets, 2 masks

[eNeoNeoNe]

C

192.168.1.64/26 [110/74] via 192.168.1.249, 00:11:03, Serial0/1
192.168.1.248/30 is directly connected, Serial0/1
192.168.1.252/30 is directly connected, Serial0/0
192.168.1.244/30 [110/123] via 192.168.1.254, 00:11:09, Serial0/0
[110/123] via 192.168.1.243, 00:11:09, Serial0/1
192.168.1.128/26 is directly connected, FastEthernet0/0

RTC(config-router)

Modify OSPF Cost

At this point, all routers are using the default bandwidth for serial interfaces:
for 2500s and 2600s, 1544 kbps; for 1700s, 128 kbps. Use the show interface
serial command to view the bandwidth used to calculate cost.
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IftTAtsh int sC/0
Serial0/0 is up, line protocol is up
Hardware is GT96K Serial
Description: link to RTCI!I"!
Internet address .is -151: x6S:4;,254/30
MTO 1500 bytes, .BW 1544 Kbit/sec!? DLY 20000 usee,
reliability 2&ST255, tr.ioaa "1/255, rxload 1/255
Encapsulation HDLC, loopback not set
Keepalive set (10 sec)
Last input 00:00:04, output 00:00:00, output hang never
Last clearing of "show interface"™ counters never-
input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: weighted fair
Output queue: 0/1000/64/0 (size/max total/threshold/drops)

When RTB pings
the LAN interface
on RTC, it sends it
directly to RTC
even though the
path through RTA
is faster. How do
you verify this?

. Configure both RTB and RTC with the correct bandwidth. Write down the
command

RTC (ani; D3 RTB(config) tint

RT2(confog-if *advicir.h 6 RTB(config-if)#bandwidth 386
RTC (coni in-ifS*;m. cC RTB(config-if)tint si/1
RTC(canf ic- - - iibar.dviir ;-6 RTB(config-if)tbandwidth 386
FFiirtttygnC — - RTB(config-iF)#|

* How you can verify that RTB sends pings destined for the LAN on RTC to RTA,
which then routes the ping to RTC.Write down the command(s)

RTBftraceroute 192.168.1.129

Type escape sequence to abort.
Tracing the route to 1S2.168.1.1291

1 192.168.1.250 120 msec * 0 msec
RTB#
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Configure MD5 Authentication

To make sure routing updates come from trusted sources, configure each router to use
MD5 authentication

After configuring authentication on each router, neighbour adjacency will go to the
DOWN state and then reinitialize. Which commands are you going to use to verify
reconvergence and that ospf routes are present on the Routing Table again?

RTA(config)tint s0/Q
RTA(config-if) #ip ospf message-digest-key 1 itacb 7 allrouters

If.TA(config-ifH) #

IRTA(config-if)tint s0/1

RTA{config-if)#ip ospf message-digest-key 1 md5 7 allrouters
RTA(config-if)trouter ospf 1

JRTA(config-router)#area 0 authentication message-digest

IRTB(config-if!Itint s0/0
IRTB(config-if)tip ospf message-digest-key 7 md5 7 allrouters

RT3(config-if)tint sO/1
RTB(config-if)tip ospf message-digest-key 7 md5 7 allrouters

RTB(config-if)#
RTB(config-if)trouter ospf 1

RTB (config-router)#area 0 authentication message-digest
RTB(config-router)#

1IRTC (config-if) tint s0/0
LIRTC(config-if)tip ospf nessage-digest-key 1 md5 7 allrouters

1IRTC (config-if)tint s0/1
[RTC(config-if)tip ospf message-digest-key 1 md5 7 allrouters

RTC(config-if)trouter ospf 1

RTC(config-router)#area 0 authentication message-digest
RTC(config-router)#

How you can verify authentication on each link. Write down the command(s)

show ip ospf

show ip ospfinterface
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Adjust OSPF Timers

* Notice in the previous output for show ip ospf interface that the Hello and
dead interval timers are shown as 10 and 40, respectively.

RTAtsh ip ospf int
Serial0/0 is up, line protocol is up
Internet Address 192.168.1.254/30, Area O
Process ID 1, Router 1D 209.165.202.129, Network Type POIKT_TO_FOIHTF Cost:

64
Transmit Delay is 1 sec. State PQINT_TO_PQINT

ocb-resync timeout 40

Hello due in 00:00:05
Supports Link-local Signaling (LLS)
Index 3/3, flood queue length O
Next 0x0(0)/Gx0(0)

» Configure these intervals to be 40 and 160 on all three routers.

|RTA(config)tint s0/0

iRTA(config-if)tip ospf hello-interval 40
JRTA(config-if)lip ospf dead-interval 160
iRTA(config-if)tint sQ/1
IRTA(config-if)#ip ospf hello-interval 40
RTA(config-if)#ip ospf dead-interval 160
IRTA(config-if)#

Ir tb (config-router )tint s0/0

mRTB(config-if)tip ospf hello-interval 40

mRTB(config-if)tip ospf dead-interval 160

mRTB{config-if)#int sG/1
RTB(config-if)tip ospf hello-interval 40
RTB(config-if)tip ospf dead-interval 160
RTB(config-if)t

RTC(config-if}tint s0/0

RTC(config-if)tip ospf hello-interval 40
RTC(config-if}tip ospf hello-interval 160
*Mar 1 03:03:53.367: %O0SFF-5-ADJCHG: Process
O from LOADING to FULL, Loading Done
RTC(config-iF)#ip ospf dead-interval 160
RTC (config-if}#int sG/1

RTC(config-if}tip ospf hello-interval 40
RTC(config-if)#ip ospf dead-interval 160
RTC(config-ifH)#

RTC(config-if)*|
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» Verify that all routers have full routing tables and have re-established neighbor
adjacencies. If adjacency has not been re-established, you can use the debug ip
ospfevents command to find where there might be a timing mismatch

RTA#sh ip route

I1Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-1S, su - I1S-1S summary, 11 - 1S-IS level-1, L2 - IS-1S level-2
ia - IS-1S inter area, * - candidate default, U - per-user static route
0 - CF., P - periodic downloaded static route

Gateway of last resort is not set

209.165.202.0/32 is subnetted, 1 subnets

Ic 209.165.202.129 is directly connected, LoopbackO
192.168.1.0/24 is variably subnetted, 5 subnets, 2 masks
C 192.168.1.0/26 is directly connected, FastEthernet0/0
0 192.168.1.248/30 [110/323] via 192.168.1.253, 00:02:12, Serial0/0
C 192.168.1.252/30 is directly connected, Serial0/0
iC 192.168.1.244/30 is directly connected, Serial0/1
[c 192.168.1.123/26 [110/74] via 192.168.1.253, 00:02:12, Serial0/0
F?a#t~z
RTA»|

RTBish ip .route

Codes: C - connected, S - static, F - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0O - OSPF, IA - OSPF inter area
Xl - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
1 - 1S-1S, su - 1S-1S summary, LI - 1S-IS level-1, L2 - I1S-IS level-2
ia - IS-1S inter area, * - candidate default, O - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 3 subnets, 2 masks

C 192.168.1.64/26 is directly connected, FastEthernet0/0
C 192.168.1.248/30 is directly connected, Serial0/1

C 192.168.1.244/30 is directly connected, SerialG/0
RCB#]

RTC#sh ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, 1A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2
1 - I1S-1S, su - 1S-IS summary, LI - 1S-1S level-1, L2 - 1S-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route

0o - ODR, F - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 4 subnets, 2 masks
C 192.168.1.243/30 is directly connected, Serial0O/1
C 192.168.1.252/30 is directly connected, Serial0/Q
0 192.168.1.244/30 [110/323] via 192.168.1.254, 00:02:34, Serial0/0
C 192.168.1.123/26 is directly connected, FastEthernet0/0
k

tc#] _
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Configure and propagate a default route

» Because the ISP is only simulated, RTA does not have a real default route.
However, you can simulate a default route by configuring it to forward to a null
interface.

RTA (config) #
RTAconfig)#ip route 0.0.0,0 0.0. j.O null 0
RTA(config)#|

* Now, you can configure RTA to propagate the default route to RTB and RTC.

RTA(config)#router ospf 1
RTA(config-router)#default-information originate

RTA(config-router)#8§

* RTB and RTC should now be able to successfully ping the 209.165.202.129
interface, which verifies that both routers have a working default route. Is that

true? Yes, it is true.

RTC#
RTCtping 209.1€5.202.129

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 209.165.202.125, timeout is 2 seconds:
Ll

iSuccess rate is 100 percent (5/5), round-trip mxn/avg/max = 1/68/196 ms
RTC#]| *
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6.9 Layer 2 Switching and Spanning Tree Protocol (STP)

H evotnta autr avaAlel Aemtopepwg v Asrtoupyia twv LAN switches kot bridges
(YEQUPWV) KOl TWE TOPAUETPOTIOI00VTAL KOl Xpnalponololy Ti¢ MAC d1subivaelg yia
va petagépouv frames péoa o éva switched diktuo. Emiong avaAlel ta mpofAfuata
Tou dnpiovpyoulvTtal o€ reduntant TomoAoyieg pe TNV xprion Twv switches kai bridges
KOl TW¢ ITIOPOUE VO TO ATIOQUYOUUE PE TNV XPron Tou Spanning Tree TPWTOKOAOU.

YAomoinon AoKnoewv

6.9.1 Verifying Default Switch Configuration

Host A Switch Host B

fo/ 0/1

Eikova 55 Switch Configuration Topology

* Examine the current running configuration file:

Switch#sh run
Building configuration...

Current configuration : 1051 bytes

interface FastEthernet0/13
1nterface FastEthernet0/14
interface FastEthernet0/15

\

interface Vlanl
no ip address

no ip http server
no ip http secure-server
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« How many Ethernet and Fast Ethernet interfaces does the switch have? The
switch has 16 FastEthernet interfaces.

* What is the range of values shown for the VTY lines? The range of values is 5
to 15.

e Examine the current content of NVRAM.

Switch#sh startup-config
startup-config is not present
Switch#]|

* Why does the switch give this response? Because there is nothing stored in
NVRAM because of the erase startup.

e Show the current IP address of the switch.

Switchlsh int vlan 1
Vlanl is up, line protocol is up
Hardware is EtherSVl, address is cc00.08d8.0000 (bia cc00.08d8.0000)
MTU 1500 bytes, BW 100000 Kbit/sec, DLY 100 usee,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:00, output never, output hang never
Last clearing of ''show interface'" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: Tfifo
Output queue: 0/40 (size/max)
5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec
41 packets input, 13407 bytes, O no buffer
Received 41 broadcasts, O runts, O giants, O throttles
O input errors, 0 CRC, O frame, O overrun, O ignored
0 packets output, O bytes, O underruns
0 output errors, 1 interface resets
0 unknown protocol drops
0 output buffer failures, O output buffers swapped out
[switch#!

e |s an IP address set on the switch? No
 What is the MAC address of this virtual switch interface? ¢c00.08d8.0000
» Isthis interface up? Yes
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Show the IP properties ofthe interface.

Switch#sh ip int vlan 1

Vlanl is up, line protocol is up
Internet protocol processing disabled

Switch#!

Get Cisco 1QS Software Information

» Examine the version information that the switch reports.

Switch#sh version

Cisco 10S Software, 3600 Software (C3640-1K903S-M), Version 12.4(25c!, RELEASE S
OFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (©) 1936-2010 by Cisco Systems, Inc.

Compiled Fri 12-Feb-i0 00:48 by prod rel team

ROM: ROMMON Emulation Microcode
ROM: 3600 Software (C3640-1K903S-M), Version 12.4(25c), RELEASE SOFTWARE (fc2)

Switch uptime is 11 minutes

System returned to ROM by unknown reload cause - suspect boot_data[BGOT_CODMT3 O
X0, BOOT_COUNT 0O, BOOTDATA 19

System image file is "tftp://255.255.25S,255/unknown™

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg. html

If you require further assistance please contact us by sending email to
export@cisco.com.

Cisco 3640 (R4700) processor {revision OxFF) with 124928K/6144K bytes of memory.
Processor board ID FF1045C5

R4700 CPU at 100MHz, Implementation 33, Rev 1.2

16 FastEthernet interfaces

DRAM configuration is 64 bits wide with parity enabled.

125K bytes of NVRAM.

81S2K bytes of processor board System flash (Read/Write)

Configuration register is 0x2102

Switch#
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Cisco 3640 (R4700) processor (revision OxFF) with 124923K/6144K bytes of memory.
Processor board 1D FF1045C5

R47-30 CPO at 10GMHz, Implementation 33, Rev 1.2
16 FastEthernet interfaces

DRAM configuration is 64 bits wide with parity enabled.
125K bytes of MVRAM.

3192K bytes of processor board System flash (Read/Write)

Configuration register is 0x2102

Switch#

* What is the 10S version that the switch is running?

Switchtsh version

Cisco 10S Software, 3600 Software (C3640-1K903S-M)(version 12.4(25c), (RELEASE S
OFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

* What is the system image filename?

Switch#sh version -

Cisco 10S Software, 3600 Software (I‘3640—IK903$—VJ), Version 12.4 (25c), RELEASE S
OFTWARE (fc2) Mo

Technical Support: http://www.cisco.com/techsupport

* What is the bajse MAC address of this switch?

zoi 158
address is cc0C.08d8.0000 i

» Isthe switch running Enterprise Edition software? No
» Is the switch running Enhanced Image software, indicated by the letters EA in
the 10S filename? Yes
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. Examine the default properties of the Fast Ethernet interfaces. As an example,
examine the properties of the fourth interface:

Switch#sh int. f0/4
FastEthernet0/4 is up, line protocol is down
Hardware is Fast Ethernet, address is cc00.08d8.f004 (bia cc00.03d8.f004)
MTU 1500 bytes, BW 100000 Kbit/sec, DLY 100 usee,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Auto-duplex, Auto-speed
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output never, output hang never
Last clearing of "show interface” counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Output queue: 0/4C (size/max)
5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec
0 packets input, O bytes, 0 no buffer
Received 0 broadcasts, O runts, O giants, O throttles
O input errors, O CRC, O frame, O overrun, O ignored
0 input packets with dribble condition detected
0 packets output, O bytes, 0 underruns
0 output errors, 0 collisions, 2 interface resets
0 unknown protocol drops
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, O output buffers swapped out
Switch*

» Isthe interface up or down? The interface is down.
* What event would make an interface go up? Connecting a host to the
interface, it would make it to go up.

 What is the MAC address of the interface?

Switch#sh int f0/4
FastEthernetQ/4 is up, line protog,al.,ds;*-dQwn,,-- --
Hardware is Fast Ethernet,Address is ccQ0.08d8.fC04 (bia cc00.08d8.f004)
MTU 1500 bytes, BW 100000 Kbit/sec', TOTTmTu"sec,"” "
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA. loopback not set

* What is the speed and duplex setting of the interface? Auto
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Examine the contents of the startup configuration file.

-Switch#sh startup-config
startup-config is not present
Switch#|

Copy the current configuration to NVRAM. This setup ensures that any
changes made will be available to the switch if there is a reload or ifthe power
goes off.

iSwitchtcopy running-config startup-config
[Destination filename [startup-config]?
JBuilding configuration...

1
[Switch#!

Show the contents of NVRAM.

[Switch#sh start.up-cmnfig
Using 1051 out of 129016 bytes
i

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

?

hostnante Switch

boot, -start-marker

boot. -end .marker

no aaa new-model
memory-size iomsm 5

Lip cef
no ip domain lookup

ip auth-proxy max-nodata-conns 3
ip admission max-nodata-conns 3
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interface Viani
no ip address

no ip http server
no ip http secure-server

ip forward-protocol nd

control-plane

line con O
exec-timeout 0 O
logging synchronous

line aux O
line vty 0 4
IIogin

|
lend

Exit to the switch welcome screen.

Switch#exit



6.9.2 Basic Switch Configuration

Vian 1
192.168.1.2/24

Host A

- ALSwrtch
-

fO/0O’ fo/4

Host B

Elkova 56 Basic Switch Configuration Topology

» Examine the current running configuration file:

Switch#sh run
Building configuration...

Current configuration : 1051 bytes

e Examine the current content of NVRAM.

Switch#sh startup-config
startup-config is not present
Switch#|

» Why does the switch give this response? Because there is nothing stored in
NVRAM yet.
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Enter enable and then configuration mode. Configuration mode allows the
management of the switch. Enter the name by which this switch will be
referred, ALSwitch.

Switch(config)fhostname ALSwitch

* Notice that the prompt changed to reflect its new name. Type exit or press
Ctrl-Z to go back into privileged mode.

ALSwitch(config)#

ALSwitch(config)#"2

ALSwitch#

*Mar 1 00:04:11.543: %SYS-5-CONFIG_I: Configured from console by console
ALSwitch#!

« Examine the current configuration to verify that there is no configuration
except for the hostame.

ALSwitch#sh running-config
Building configuration. ..

%yrrent configuration : 1053 bytes

Iversion 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
Iq? service password-encryption

hostname ALSwitch
1

boot-start-marker
?oot—end—marker

no aaa new-model
memory-size iomem 5

J
ip cef
no ip domain lookup
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interface FastEthernet0/14
interface FastEthernetC/15

interface Vlanl
no ip address

no ip http server
qp ip http secure-server

ip forward-protocol na

?
!

1
?

control-plane
2

J

* Are any passwords set on lines? No

*
line con O
exec-timeout 0 O
logging synchronous
line aux O
line vty 0 4
login

1
end

ALSwitch#

* What does the configuration show as the hostname of this switch? ALSwitch.

» Enter config-line mode for the console. Set the password on this line to cisco
for login. Configure the VTY lines 5 to 15 with the password cisco.

ALSwitch(config}#line vty 0 15
ALSwitch(config-line)#password cisco
ALSwitch(config-line)#login
ALSwitch(config-line)#line console 0O
ALSwitch(config-line)tpassword cisco
ALSwitch(config-line)#login

ALSwitch(config-line) #

» Set the enable password to cisco and the enable secret password to class.

ALSwitch(config-line)tenable password cisco
ALSwitch(config)tenable secret class

* Which password takes the precedence: the enable password or the enable secret
password? The enable secret password takes the precedence.
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Set the IP address of the switch to 192.168.1.2 with a subnet mask of
255.255.255.0. Note that this is done on the internal virtual interface VLAN 1

JALSwitch(config)tint vlan 1
ALSwitch(config-if)#ip address 192,168,1,2

ALSwitch(config-if)#ip address 192.168.1.2 255.255.255.0

ALSwitch(config-if)#no shut

ALSwitch(config-iT) #j
[T

» Verify the interface settings on VLAN 1

ALSwitch(config-if)#do sh int vlan 1
Vlanl is administratively down, line protocol is down

Hardware is EtherSVl, address is cc02.08d3.0000 (bia cc02.08d3.0000!

Internet address is 192.168.1.2/24

MTU 1500 bytes, BW 100000 Kbit/sec, DLY 100 usee,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set

ARP type: ARPA, ARP Timeout 04:00:00

Last input 00:00:04, output never, output hang never

Last clearing of '"show interface” counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:

Queueing strategy: Tfife
Output queue: 0/40 (size/max)
5 minute input rate 1000 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
183 packets input, 59841 bytes, O no buffer
Received 183 broadcasts, O runts, O giants, O throttles
input errors, O CRC, O frame, O overrun, O ignored
packets output, O bytes, O underruns
output errors, 2 interface resets
unknown protocol drops
output

oO0Oooo

* What is the bandwidth on this interface?

ALSwitch(config-if)ldo sh int vlan 1
Vlanl is administratively down, line protocol is down

Hardware is EtherSVI, address is cc02.03d8.0000 (bia ccC2.Q8d0.0000)

Internet address

MTU 1500 bytes, BW 100000 Kbit/sec. DLY 100 usee,
reliability 25572557 Lli0a"d1l/255, rxload 1/255

Encapsulation ARPA, loopback not set

e What are the VLAN states?

ALSwitch (config-if)#do sh int. vlan 1
linistratlvel% dowtH line protocol is down

Hardware is EtherSVl, aaaress is ccG2.G68d3.0000 (bia cc02.08d3.0000)
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e Enable the virtual interface.

AlSwitch(config-if)fno shut

AlSwitch(config-if)#

»Mar 1 00:20:04.543: %LINK-3-OPDOWN: Interface Vlanl, changed state to up)

»Mar 1 00:20:05.543: %LINEPROTO-5-UPDO8N: Line protocol on Interface Vlanl, cha
nged state to up

AlSwitch(config-if)#]

* Prepare to configure the fastethemet 0/4 interface.

ALSwitch#
ALSwitchfconf t
Enter configuration commands, one per line. End with CNTL/Z.
ALSwitch(config)tint f0/4

ALSwitch(config-if)#]|

e Set the port speed of interface fastethemet 0/4 to 100 Mbps and to operate in
full-duplex mode.

ALSwitch(config)tint f0/4
ALSwitch(config-if)#speed 100
ALSwitch(config-if)#duplex full
AlSwitch(config-if)#]|

ALSwitch(config-if)#do sh int f0/1
FastEthernetO/1 is up, line protocol is down
Hardware is Fast Ethernet, address is cc02.03d3.f001 (bia cc02.08d8.f001)
MTU 1500 bytes, BW 100000 Kbit/sec, DLY 100 usee,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Auto-duplex, Auto-speed
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output never, output hang never
Last clearing of "show interface"™ counters never
Input queue: 0/75/0/0 (size/iaax/drops/flushes); Total output, drops: O
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec
0 packets input, O bytes, 0 no buffer
Received O broadcasts, O runts, O giants, 0 throttles

O input errors, 0 CRC, O frame, O overrun, O ignored

0 input packets with dribble condition detected

0 packets output, O bytes, 0 underruns

0 output errors, 0O collisions, 2 interface resets

0 unknown protocol drops

0 babbles, 0 late collision, 0 deferred

0 lost carrier, 0 no carrier

0 output buffer failures, O output buffers swapped out

ALSwitch(config-if)#
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Save the Configuration

* The basic configuration of the switch has just been completed. Back up the
running configuration file to NVRAM. This ensures that the changes made will
not be lost if the system is rebooted or loses power.

ALSwitchtcopy running-config startup-config
Destination filename [startup-config]?
Building configuration. ..

[0K]

ALSwitch#!

» Examine the Startup Configuration File
ALSwitch#sh startup-config
%sing 1245 out of 129016 bytes
version 12.4
service timestamps debug datetime .msec
service timestamps log datetime msec
qo service password-encryption

hostname ALSwitch

boot-start-marker
b|oot—end—marker

enable secret 5 $1$13eg$1Za0q50hotlLt.TTrtmpQkl
enable password cisco

no aaa new-model

memory-size iomem 5

ip cef
no ip domain lookup

ip auth-proxy max-nodata-conns 3

ip admission max-nodata-conns 3

— More— |j
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Lfiterface FastEthernet0/0
5ntertace FastEthernet0/1

interface FastEthernet0/2

»

interface FastEthernetQ/3
1

interface FastEthernet0/4
duplex full
speed 10G

1nterface FastEthernet0/5
interface FastEthernel0/6
gpterface FastEthernet0/7
interface FastEtlernetC/6

1nterface FastEthernet0/9
i

r;terface FastEthernel0/1C

1
Snterface Fs-istEthemel0/11
interface FastEthernetO-12
|
ihterface FastEthernel10/13

interface FastEthernet0/15

interface Vlanl

_ip address 152.168.1.2 255.255.255.0

Ino
ino

hip
I
1
i
I\

ip http server
ip http secure-server

forward-protocol nd

control-plane
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line con O
exec-timeout 0 0
password cisco
logging synchronous
login

line aux 0

lin e vty 0 4
password cisco
login

lin e vty 5 15
password cisco

login

end

RALSwitch#

Are all the changes that were entered recorded in the file? Yes

Remove the Enable and Enable Secret Passwords

ALSwitch(config)#no enable password
ALSwitch(config)#no enable secret
jALSwitch(conFig)#[




6.9.3 Managing the MAC Address Table

Vian 1
192.168.1.2/24
DGW 192.168.1.1

Host A Host B Host C

ALSwitch ~ .
-~ = ‘ ‘

192.168.1.6 192.168.1.7

fo/s fO/4
192.168.1.5

Eikova 57 Switch MAC Configuration Topology

e Configure the hostname and passwords, as well as the management VLAN 1
settings for the switch.

Switch(config)#hostname ALSwitch

[ALSwitch(config-line)tenable password cisco
[ALSwitch(config)tenable secret class

ALSwitch(config)#line vty 0 15
ALSwitch(config-line)»password cisco
ALSwitch(config-line)tlogin
ALSwitch(config-line)#line console 0O
ALSwitch(config-line)»password cisco
ALSwitch(config-line)#login
ALSwitch(config-line) #

» Configure the Vlan 1 with ip address 192.168.1.2 /24 and gefault gateway
192.168.1.1

jALSwitch(config)tip default-gateway 192.168.1.1
ALSwitch(config)tint vlan 1

ALSwitch(config-if)tip address 192.168.1.2 255.255.255.0
ALSwitch(config-if)t
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Configure the hosts to use the same IP subnet for addresses, masks, and the
default gateway as the switch.

1J QEMU (QEMU1L)

tc@box:“$

icebox:

icebox sudo su

rootPbox:~B ifconfig ethO 132.168.1.5 netmask 255.255.255.0
rootebox:“« route add default gw 192.168.1.1

rootebox:~tl

5 QMU QEMUZ
Wi i

» To verify that the hosts and switch are correctly configured, ping the switch IP
address from the hosts.

Irootebox it ping 132.168.1 .2

If INC 192 .168.1.2 (192.168. 1.2): b6 data bytes

64 bytes from 192.168.1.2: seq=0 ttl1=255 time=82.779 ms
64 bytes from 192.168.1.2: seq=1 ttl=255 time=44.030 ms
64 bytes from 192.168.1.2: seq=2 ttl=255 time=30.545 ms
64 bytes from 192.168.1.2: seq=3 ttl=255 time=55.265 ms
64 bytes from 192.168.1.2: seq=4 ttl=255 time=26.407 ms

Determine the MAC Addresses that the Switch Has Learned

JALSwitch#sh ess-table
Destination Address Address Type VLAN Destination Port

cc02.00dSs.0000 Self 1 Vianl

00ab.298c .3eG0 Dynamic 1 FastEthernetC/0
Q0ab.e790.7700 Dynamic 1 FastEthernet0/4
|AL3wi tch#]
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« Determine the options that the show mac-address-table command has
by using the ? option.

ALSwitchfsh mac-address-tabie ?

address mac address name
J aging-time Show address aging time
count Show address count
dynamic Show S02.1d dynamic addresses
interface interface name
multicast Show multicast addresses for selected wildcard
. secure Show secure addresses
self Show system self addresses
i static Show static addresses
vian vlan name
<Cr>

|ALSwitch#sh mac-address-tabie J

e How many options are available for the show mac-address-table
command? 10

e Show the MAC address table for the switch. How many total MAC
addresses exist? 3

|ALSwitch#sh : ess-tabie

iDestination Address Address Type VLAN Destination Pert
Icc02.08d8.0000 Self 1 Vlianl
|]0Cab.29ec.3e00 Dynamic 1 FastEthernet0/Q
| Q0ab.e790."700 Dynamic 1 FastEthernet0/4
|ALSw/~ch#]

» Show only the MAC address table addresses that were learned dynamically.

ALSwitchfsh mac-address-tabie dynamic
Non-static Address Table:
Destination Address Address Type VLAN Destination Port

03ab.298c.3e00 Dynamic 1 FastEthernet(/0
00ab.e790.7700 Dynamic 1 FastEthernet0/4

* How many exist? 3 dynamic MAC addresses exist

238



e Clear the MAC Address Table

jALSwitehtclear mac-address-table

» Determine the options that are available.

ALSwitchtciear mac-address-table ?

address mac address name

dynamic Clear 802.l1la dynamic addresses
interface iInterface name

secure Clear secure addresses

static Clear static addresses

vian vlan number

<cr>

ALSwitchfclear mac-address-table |j

* How many options exist? 6 options exist

» Configure the hostname and passwords, as well as the management VLAN 1
settings for the switch.

Switch, (config) fhostname ALSwitch

ALSwitch(config-line)tenable password cisco
jALSwitch(config)tenable secret class

ALSwitch(config)tline vty 0 15
ALSwitch(config-line)tpassword cisco
ALSwitch(config-line)flogin
ALSwitch(config-line)fline console 0
ALSwitch(config-line)”password cisco
ALSwitch(config-line)flogxn
ALSwitch(config-line)#

» Configure the Hosts that Are Attached to the Switch
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% QEMU (QEMUD)

tc8box:~$
tc8box:"$

tcebox: sudo su
rootebox:"# ifconfie/ eth©® 132.168.1.5 netmask 255.255.255.0
rootebox:~# route add default gw 132.168.1.1

rootebox:"#

tc8box:~$
tcebox:

tcebox:~S sudo s u

rootebox:"8 ifeonfig ethO 132.168.1.6 lietmask 255.255.255.0 up
rootebox:"# route add default gw 192.168.1.1
mrootebox:~# _

» To verify that the hosts and switch are correctly configured, ping the switch IP
address from the hosts.

rootebox ~# ping 192. 168.1 .2

PIMG 132 168.1 .2 (192 .168 .1.2) 56 data jytes

64 bytes from 192 .168 . : seg--0 tt1=255 time -82 779 ms
64 bytes from 132 .168 . seq 1 tt1=255 time -44 090 ms
64 bytes frow 192 .168 . seq-=2 tt1=255 time =30 545 ms
64 bytes from 192 .168 . seq=3 tt1=255 time =55 265 ms
64 bytes from 192 .168 . seq= tu =255 time =26 40? ms

PR
NNNNN

e Set up a static MAC address on Fast Ethernet interface 0/4.

ALSwitch(config)#mac-address static

» Verify the MAC address table entries.

:witch#sh mac-aaaress-tabxe
Destination address address Type VLAN Destination Port

cc02.08d6.0000 Self 1 vianl

00ab .293c.3e00 Dynamic 1 FastEthernet0/0
0060.703b.2127 Static 1 FastEthernet0/4
90ab.e790.7700 Dynamic 1 FastEthernet0/4
A1 Switch#/
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* Remove the static MAC address from the table.

ALSwitch(config)#no mac-address static 0060.703b.2127 int fO/4 vian 1
ALSwitch(config)#

» Determine options for setting port security on interface Fast Ethernet 0/4.

jALSwitch(config-if)fswitchport ?

access Set access mode characteristics of the interface
mode Set trunking mode of the interface
priority Set 802.Ip priorities
trunk Set trunking characteristics of the interface
voice Voice appliance attributes

i <cr>

* Allow the switch port fastethemet 0/4 to accept only one device.

ALSwitch(config)#int fO/4

ALSwitch(config-if)#switchport mode access
ALSwitch(config-if)#switchport port-security
ALSwitch(config-if)#switchport port-security mac-address sticky

* On interface fastethemet 0/4, set the port security maximum MAC countto 1

ALSwitch(config-if)#switchport port-security maximum 1

» Disconnect the PC that is attached to fastethemet 0/4 and connect to that port
the PC that has been given the EP address 192.168.1.7. This PC has not been
attached to the switch. To generate some traffic, you might need to ping the
switch address 192.168.1.2.

* Reconnect the PC that had previously been connected to Fast Ethernet 0/4 to
Fast Ethernet 0/8. The PC has been moved to a new location. This could be to
another VLAN, but in this instance, all switch ports are in VLAN 1 and
network 192.168.1.0. From this PC on Fast Ethernet 0/8, ping 192.168.1.2 -n
50. Was this successful? No, because we set port security, so it will not
allow another user to access the switch.
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» Observe that Fast Ethernet 0/4 is secure but that the security should be applied
to the machine on port 0/8 because that is the machine that was moved from
port 0/4. Remove port security from interface Fast Ethernet 0/4.

» Apply port security with a max-mac-count of 1to interface FaO/8.

ALSwitch(config)#int fO/8

ALSwitch(config-if)#switchport mode access
ALSwitch(conflg-if)#switchport port-security
ALSwitch(config-if)#switchport port-security mac-address sticky

ALSwitch(config-if)#switchport port-security maximum 1

6.10 Virtual LANs (VLANS)

Ta VLAN 6nuioupyolvTal yIo Vo TOPEXOLV UTINPECIEC KATATUNGNC TIOV
TOPOd0CIaKd Tapéxovtal and Toug routers ae LAN TomoAoyieg mapéxouv QIATPAPIOUA
TwV broadcasts, ag@dAcla, address Kai dloxeipion NG pong Tn¢ KukAogopiag. EE
0pIopoUL, Ta switches iowg dev dpopoAoyolY
KukAo@opia IP peta&d VLAN domain tou VLAN. Xpnaotyonoiwvtag VLAN,
UTIOPOUKE VO EAEYXOLV TO HOTIBa KUKAOQOPIOE Kal Vo avTidpoUuE ypriyopa OTIC
peteykataotdoelq. Ta VLAN mapéxouv Tnv eveAi&ia va mpooapuolovtal oTIC aAAayEC
OTIC OTIOITACEIG TOU OIKTUOU KOI VO ETITPETOLY TNV AMAOTIOINUEVN dlaxeipion.

>TI¢ ouokevgg Cisco, 1o VTP (VLAN Trunking Protocol) diatnpei Tnv ouveneia twv
VLAN nopoap€tpwv o€ 0AOKANPO 1o diktuo. Xpnatuomolei Layer 2 trunk mou eival og
Kataotaon Astrtoupyiag VTP server. To VTP gival umebBuvo yia guyxpoviopo Twv
VLAN nAnpo@opiwv péaa o€ €vav Topéa VTP Kal PEIWVEL TNV avAykn va pubuicete
TIC id1EC MANPOo@opie¢ VLAN yia kdbe switch. EAaXIOTOTOIED TIC OOVVETEIEC O€ OOV
pUBUION TMAPAUETPWY TIOU AVOKUTITOUV OTOV yivovTal aAAayéc. To VTP mapéxel va
OXAUO QVTIOTOIXNONC TOUL €MITPEMEL KABE €idoug trunking péoa oe €va dikTuo TOUL
AMOOXOAEL PEIKTA PEGA TEXVOAOYIQV.

YAomoinon AOKNOEwV
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6.10.1 Verifying Default Switch Configuration

Host A switch Host B

miEE-« .. rz-Amal P ] - -

Eikova 58 Default Switch Configuration Topology

Configure the Switch

» Configure the hostnames and passwords, as well as the management
VLAN 1settings for the switch, as indicated in Table 1

R1(config)#hostname Switch_A
Switch_A(config) iennable password cisco

% Invalid input detected at “A" marker.

Svitch_A(config)#

Switch_A(config)#

Switch_A(config)tenable password cisco
Switch_A(config)tenable secret class
Switch_A(config)#line vty 0 15
Svitch_A(config-line)fpassword cisco
Switch_A(config-line}tlogin

Switch_A(config-line)#line console O
|]Switch_A(config-line)tpassword cisco
[Switch_A(config-line)tlogin

Switch_A(config-line)tbanner motd tauthorized access only!!l)#
Switch_A(config)#int vlan 1

;Switch_A(config-if)#ip address 192.168.1.2 255.255.255.0
Switch_A(config-if)#no shut

Switch_A(config-if)#exit

Switch_A(config)#ip default-gateway 192.168.1.2
Switch_A(config)#]|

» Configure the host to use the same subnet for addresses, masks, and the
default gateway as the switch.
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13 QEMU (QEMUI) #H t * 0 *
tcPbox:

tcObox:~$ sudo su

root8box:~8 ifconfig eth© 192.168.1.3 netmask 255.255.255.0
rootObox:"tt route add default gw 192.168.1.1

rootBbox:"#

JtcSbox:

1tcObox:~$

| tcObox:"$ sudo su

irootebox:"# 1ifconfig eth© 192.168.1.4 netmaks 255.255.255.0 up
lifconfig: bad address "netmaks~”

|root.Obox:~8 route add default gw 192.168.1.1

nroot8box:~B ifconfig eth©® 192.168.1.4 netmask 255.255.255 Q up
1j rootBbox:"IS

Verify Connectivity

» To verify that the hosts and switch are correctly configured, ping the
switch from the hosts.

Irootebox "B ping 192.168.1 .3
PING 192 .168.1 .3 (192.168. 1.3): 56 data bytes

i64 bytes frora 192.168.1.3: seq=0 ttl=64 time=6.757 ms
.. bytes from 192.163.1.3: seq=Il tti=64 time=2.943 ms

LJ bytes from 192.168.1.3: seq=2 ttl=64 time=3.394 ms
*64 bytes from 192.168.1.3: seq=3 ttl=64 time=4.235 ms
64 bytes from 192.168.1.3: seq=4 tti=64 time=3.188 ms
64 bytes from 192.168.1.3: seq=5 ttl=64 time=3.115 ms
bytes from 192.168.1.3: seq=6 ttl=64 time=3.1Q0 ms

i bytes from 192.168.1.3: seq=7 ttl=64 time=2.154 ms

rootPbox ~f ping 192.168.1 .4
PING 192 168.1 .4 (192.168. 1.4): 56 data bytes

64 bytes from 192.168.1.4: seq=0 tt1=64 time=23.092 ms
64 bytes from 192.168.1.4: seq=1 ttl=64 time=2.973 ms
64 bytes from 192.168.1.4: seq=2 tt1=64 time=2.196 ms
64 bytes from 192.168.1.4: seq=3 ttl=64 time=2.190 ms
64 bytes from 192.168.1.4: seq=4 ttl=64 time=2.211 ms
64 bytes from 192.168.1.4: seqg=5 ttl1l=64 time=3.176 ms
64 bytes from 192.168.1.4: seq=6 ttl=64 time=2.34?7 ms
64 bytes from 192.168.1.4: seq=? ttl=64 time=2.187 ms
64 bytes from 192.168.1.4: seq=8 ttl=64 time=2.351 ms
64 bytes from 192.168.1.4: seq=9 ttl=64 time=2.196 ms

Show the Cisco 1QS Version

e It is important that you know the version of the operating system.
Differences between versions might change how you enter commands.
Enter the show version command at the user EXEC or privileged EXEC
mode prompt.
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Switch A#sh version

Cisco 10S Software, C€2960 Software (C2960-LANBASE-M), Version
12.2(25)FX, RELEASE SOFTWARE (fcl)

Copyright (c) 1986-2005 by Cisco Systems, Inc.

Compiled Wed 12-Oct-05 22:05 by pt_team

ROM: C2960 Boot Loader (C2960-HBOOT-M) Version 12.2(25r)FX, RELEASE
SOFTWARE (fc4)

System returned to ROM by power-on

Cisco WS-C2960-24TT (RC32300) processor (revision CO) with 21039K bytes of
memory.

24 FastEthernet/IEEE 802.3 interface(s)
2 Gigabit Ethernet/IEEE 802.3 interface(s)

63488K bytes of flash-simulated non-volatile configuration memory.
Base ethernet MAC Address : 00D0.FFC0.4CD3
Motherboard assembly number : 73-9832-06
Power supply part number :341-0097-02
Motherboard serial number : FOC103248MJ
Power supply serial number : DCA102133JA
Model revision number : BO

Motherboard revision number : CO

Model number: WS-C2960-24TT

System serial number : FOC1033Z1EY

Top Assembly Part Number : 800-26671-02

Top Assembly Revision Number : BO

Version ID : V02

CLEI Code Number : COM3KOOBRA
Hardware Board Revision Number : 0x01

Switch Ports Model SW Version SW Image
* 126 WS-C2960-24TT 12.2 C2960-LANBASE-M
Configuration register is OxF

Switch A#
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Display the VLAN Interface Information

What version of the switch 10S is displayed? Version 12.2(25)FX

On Switch_A, enter the appropriate command at the privileged EXEC mode

prompt to display the VLAN interface information.

eytntA*"S»hTGn=5r
VLAN Name

1 default

1002 WdyU fault

1003 token-ring-default
1004 fddinetdefauli
1005 trnet-defaalt

VLAN Type SAID MTU ParentM ng”Bri®*No Stp

1 enet 100001 1500 -

10021ddi 101002 1500 -
1003tr 101003 1500 -
1004 fdnet 101004 1500 _

1005 trat« 101005 1500

Remote SPAN VLAN»

Primary Secowhry Type

StritchA#

Which ports belong to the default VLAN?

FaO/1, FaO/2,
FaO/5, FaO/6,

Status Pom

attire FaO/1, FaO/2, FaO/3, FaO/4

FaO/s, FaO/6, FaO/7, Fa0/8

FaO/9, Fa0/10, Fa0/ll. FaO/12

Fa0O/13, FaO/14. FaO/15, FaO/16
Fa0/17, Fa0/18, FaO/19, Fa0/20
Fa0/21, Fa0/22, FaO/23, Fa0/24

Gigl/1, Gigl/2
act/uamp
act/unsnp
act/unsup

act/unsup

Portj

FaO/3, FaO/4
FaO/7, FaO/8

FaO/9, Fa0/10, FaO/11, FaO/12

FaO/13, FaO/14, FaO/15, FaO/16
FaO/17, FaO/18, FaO/19, Fa0/20
FaO/21, FaO/22, FaO/23, FaO/24

Gigl/1, Gigl/2

How many VLANS are set up by default on the switch? 5 default Vlans
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* What does the VLAN 1003 represent? It represents the default Token Ring
TrCRF Vian

* How many ports are in the 1003 VLAN? 0

Create and Name two VLANS

» Enter the appropriate commands to create two named VLANSs with names

VLAN2 and VLANS:
Switch A#vlan database
Switch A(vlan)#vlan 2 name VLAN2
Switch A(vlan)#vlan 3 name VLAN3

Display the VLAN interface Information

» On Switch_A, enter the appropriate command at the privileged EXEC mode
prompt to display the VLAN interface information.

Switch A#sh vlan

» Are new VLANS in the listing? If so, which ones? Yes, they are. VLAN2 and
VLAN3

* Do these VLANS have ports assigned to them yet? Not yet

Assign a Portto VLAN 2

* You must assign ports to VLANs from the interface mode. Enter the

appropriate commands to add port 2 to VLAN 2:
Switch A#conft
Switch A(config)# int fO1
Switch A(config-if)# switchport mode access
Switch Atconfig-if)# switchport access vlan 2

Display the VLAN Interface Information
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* On Switch A, enter the appropriate command at the privileged EXEC mode
prompt to display the VLAN interface information.

Switch A#tsh vlan

e Is port 2 assigned to VLAN 2? Yes
* Isthe port still listed in the default VLAN? No

Assign a Port to VLAN 3
* You must assign ports to VLANs from the interface mode. Enter the
appropriate commands to add port 3to VLAN 3:
Switch A#conft
Switch A(config)# int fO2

Switch A(config-if)# switchport mode access
Switch A(config-if)# switchport access vlan 3

Display the VLAN Interface Information

e On Switch_A, enter the appropriate command at the privileged EXEC mode
prompt to display the VLAN interface information.

Switch A#sh vlan

* Is port 3 assigned to VLAN 3? Yes.
» Isthe port still listed in the default VLAN? No.

Look Only at VLAN 2 Information

» Instead of displaying all the VLANS, enter the appropriate command at the
privileged EXEC mode prompt to display only the VLAN 2 information.

Switch A#sh int vlan 2
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* Does this command supply more information than the show vlan command?
Yes

» After you complete the previous step, log off (by typing exit) and turn all the
devices off. Then, remove and store the cables and adapter.

6.10.2 Verifying VLAN Configurations

Host A Host B
- Switch_A

fo/o fo/4

Eikova 59 Verifying VLAN Configuration Topology

* The hostname of the switch is SwitchA.
e The enable secret password is class.

* The enable VTY and console password is cisco.

» Create a basic switch configuration and verify it.

* Create two VLAN:S.

* Name the VLANSs and assign multiple member ports to them.

e Test functionality by moving a workstation from one VLAN to another.
e The Vlan 1 1P address is 192.168.1.2 /24

* The default gateway is 192.168.1.1

e Configure the hostnames and passwords, as well as the management
VLAN 1 settings for the switch, as indicated in Table 1

Switch>
Switch>enable
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Switch#conft

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname Switch A

Switch A(config)#enable password cisco

Switch A(config)#enable secret class

Switch A(config)#line vtv 0 15

Switch Afconfig-line)#password cisco

Switch A(config-line)#login

Switch A(config-line)#exit

Switch A(config)#line console 0

Switch Afconfig-line)#password cisco

Switch A(config-line)#login

Switch A(config-line)#exit

Switch Atconfig)#int vlan 1

Switch Atconfig-if)#ip address 192.168.1.2 255.255.255.0
Switch A(config-ifl#no shut

%L INK-5-CHANGED: Interface Vlanl, changed state to up

Switch Atconfig-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl. changed state

Switch Atconfig-if)#

Switch Afconfig-if)#exit

Switch A(conflg)#ip default-gateway 192.168.1.1
Switch Atconfig)#

Configure the Hosts Attached to the Switch

» Configure the host to use the same subnet for addresses, masks, and the
default gateway as the switch.

13 QEMU (QGEMUL)

ItcPbox:

kcPbox:~$ sudo su

tootPbox: ifconfig ethO 197.168.1.3 netmask Z55.255.255.0
tootPbox: '@ route add default gu 197 .168.1.1

rontPbnx:~8

QEMU (GBM2L

JtcPbox:~$

EtcPbox:

ItcPbox:~$ sudo su
ootPbox: ifconfig etli0 197.168.1.4 netmaks 255.255.7Z55.0 up
fconfig: bad address “netmaks®
ootPbox:"# route add default gw 192.168.1.1

ootPbox: ifconfig etliO 192.168.1.4 netmask 255.255.255.0 up
rootPbox:~t
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Verify Connectivity

e To verify that the hosts and switch are correctly configured, ping the

switch from the hosts

rootebox “« ping 132.168.
PING 132 168 . .3 (132.168

64 bytes from 132.
64 bytes From 132.
64 bytes from 132.
64 bytes from 192.
64 bytes from 132.
64 bytes from 192.
64 bytes from 132.
64 bytes from 132.

Trooti»box

168.
168.
168.
168.
168.
168.
168.
168.

1.

RPRRRRPR
WWWWwWwwww

iPING 192 168.1 4 (192.168

4 bytes from 192.168,1.
64 bytes from 132.168.
64 bytes from 192.168.
i®4 bytes from 192.168.
64 bytes om 192.168.
164 bytes from 192.168.
164 bytes from 192.168.
io4 bytes from 192.168.
64 bytes from 192.168.
io4 bytes from 192.168.

RPRRRRPRRPRPR
ARAADAMDMDMDMNDIAD

3
1.3):

seq=0
seq=1
seq=2
seq=3
seq=4
seq=5
seq=6
seq=7

ping 192.168.1.4

E6 data
ttl1l=64
ttl1=64
tt1=64
ttl1l=64
ttl1=64
ttl-64
ttl1=64
ttl1=64

1.4): 56 data

seq=0
seg=I
seq=2
seq=3
seq=4
seq=5
seq=6
seq=7
seq=8
seq=9

Display the VLAN Interface Information

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=-64
ttl=-64
ttl1l=64
ttl=64
ttl=64

bytes

time=6.757 ms
time=2.343 ms
time=3.394 ms
time=4.235 ms
time=3.188 ms
time=3.115 ms
time=3.100 ms
ttrne-Z.154 ms

bytes
time=23.092 ms
time=2.973 ms
time=2.196 ms
time=2,190 ms
time=2.211 ms
time=3.176 ms
time=2.34? ms
time=2.187 ms
time=2.351 ms
time=2.196 ms

e On Switch_A, enter the appropriate command at the privileged EXEC

mode prompt to display the VLAN interface information.

Switch_A#sh vilan brief

*  Which ports belong to the default VLAN?

FaO/1, FaO/2, FaOl3, FaOl4
FaO/5, FaO/6, FaOl7, FaO/8
FaO/9, Fa0/10, FaO/11, FaO/12
FaO/13, FaO/14, FaO/15, FaO/16
FaO/17, FaO/18, FaO/19, Fa0/20
FaO/21, FaO/22, FaO/23, FaO/24
Gigl/1, Gigl/2
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Create and Name Two VLANS

» Enter the appropriate commands to create two named VLANSs with names
VLAN2 and VLANS3:

Switch_A#conft

Enter configuration commands, one per line. End with CNTL/Z.
Switch_A(config)#vlan 2

Switch_A(config-vlan)#name VLAN2
Switch_A(config-vlan)#vlan 3

Switch_A(config-vlan)#name VLAN3
Switch_A(config-vlan)#EXIT

Switch_A(config)#

Assign Ports to VLAN 2

* You must assign ports to VLANs from the interface mode. Enter the
appropriate commands to add ports 4, 5, and 6 to VLAN 2:

Switch_A#conft

Switch_A(config)# int fO/4
Switch_A(config-if)# switchport mode access
Switch_A(config-if)# switchport access vlan 2
Switch A(config)# int fO5
Switch_A(config-if)# switchport mode access
Switch_A(config-if)# switchport access vlan 2
Switch_A(config)# int fO/6
Switch_A(config-if)# switchport mode access
Switch_A(config-if)# switchport access vlan 2

Display the VLAN Interface Information
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* On SwitchA, enter the appropriate command at the privileged EXEC
mode prompt to display the VLAN interface information.

Switch_A#sh vlan

* Are ports 4 through 6 assigned to VLAN 2? Yes

Assign Ports to VLAN 3

» Enter the appropriate commands to assign ports 7,8 and 9 to VLAN 3:

SwitchA#

Switch_A#conft

Enter configuration commands, one per line. End with CNTL/Z.
Switch_A(config)#int fO/7
Switch_A(config-if)#switchport mode access
Switch_A(config-if)#switchport access vlian 3
Switch_A(config-if)#int fO/8
Switch_A(config-if)#switchport mode access
Switch_A(config-if)#switchport access vlan 3
Switch_A(config-if)#int fO9
Switch_A(config-if)#switchport mode access
Switch_A(config-if)#switchport access vlan 3
Switch_A(config-if)#
Switch_A(config-if)#exit

Switch_A(config)#

Display the VLAN Interface Information

e« On Switch A, enter the appropriate command at the privileged EXEC
mode prompt to display the VLAN interface information.

Switch_A#sh vlan

* Are ports 7 through 9 assigned to VLAN 3? Yes
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Test the VLANS

» Ping from the host in port 0/4 to the host in port 0/1.
» Was the ping successful? No
* Why? Because the 2 hosts do no belong in the same VLANS.

« Ping from the host in port 0/1 to the host in port 0/4.

»  Was the ping successful? No
* Why? Because the 2 hosts do no belong in the same VLAN

* Ping from the host in port 0/4 to the switch IP 192.168.1.2.

* Was the ping successful? No

* Why? Because host in port 0/4 belong in VLAN2 and the switch ip is
in VLAN1

* Ping from the host in port 0/1 to the switch IP 192.168.1.2.

» Was the ping successful? Yes
* Why? Because they belong in the same VLANL1.

Move the host in port 0/4 to port 0/3, wait until the port LED turns green.

Test the VLANS

* Ping from the host in port 0/3 to the host in port 0/1.

* Was the ping successful? Yes.

* Why? Because they belong on the same VLAN (VLAN1)
* Ping from the host in port 0/1 to the host in port 0/3.
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e Was the ping successful? Yes. The ping was successful because they
belong on the same VLAN (VLANL1)

* Ping from the host in port 0/3 to the switch IP 192.168.1.2.

* Was the ping successful? Yes. The ping was successful because they
belong on the same VLAN (VLANI)

Move the host in port 0/3 to port 0/4 and the host in port 0/1 to port 0/5, wait
until the port LED turns green, and then go to the next task.

Test the VLANS

» Ping from the host in port 0/4 to the host in port 0/5.

* Was the ping successful? Yes. The ping was successful because they
belong on the same VLAN (VLAN?2)

» Ping from the host in port 0/5 to the host in port 0/4.

* Was the ping successful? Yes. The ping was successful because they
belong on the same VLAN (VLAN2)

* Ping from the host in port 0/4 to the switch IP 192.168.1.2.

* Was the ping successful? No. The ping was NOT successful because
they do not belong on the same VLAN

* Ping from the host in port 0/5 to the switch IP 192.168.1.2.

* Was the ping successful? No. The ping was NOT successful because
they do not belong on the same VLAN

Move the host in port 0/4 to port 0/8. wait until the port LED turns green, and then go
to the next task.

Test the VLANS
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» Ping from the host in port 0/4 to the host in port 0/8.

* Was the ping successful? NO. The ping was NOT successful because
they do not belong on the same VLAN

* Ping from the host in port 0/8 to the host in port 0/4.

* Was the ping successful? NO.The ping was NOT successful because
they do not belong on the same VLAN

* Ping from the host in port 0/4 to the switch IP 192.168.1.2.

* Was the ping successful? No. Ping was NOT successful because they do
not belong on the same VLAN

Ping from the host in port 0/8 to the switch IP 192.168.1.2.

Was the ping successful? NO.The ping was NOT successful because they do
not belong on the same VLAN

After you complete the previous steps, log off (by typing exit) and turn all the
devices off. Then, remove and store the cables and adapter.

6.10.3 Deletins VLAN Confisuations

e To remove a host from a VLAN, use the appropriate form of the
switchport commands in port interface configuration mode.

Switch_A#conft
Switch_A(config)# int fO/4
Switch_A(config-if)# no switchport access vlan 2

Delete a VLAN
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To remove an entire VLAN, enter the VLAN database mode and use the
negative form of the appropriate command.

Switch_A(config)#no vlan 3

On SwitchA, enter the appropriate command at the privileged EXEC
mode prompt to display the VLAN interface information.

Switch_A#int vlan

Is VLAN 3 removed? yes
Try to delete VLAN 1, which is the default VLAN, the same way that you

deleted VLAN 3.
Switch_A(conflg)#no vlan 1
Default VLAN 1 may not be deleted.
Switch_A(conflg)#

Can the default VLAN be deleted? no
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6.10.4 Static VLANSs, STP and Port Security

i 2 §h
Pl ok
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PCI PCS s e

Eilkdva 60 STP Topology

* Create and assign VLANSs.
» Configure root bridges for STP.
» Configure port security.

Equipment

The topology shown above is using 2950 switches.
Cable the Topology and Basic Configuration

Configure the following VLANSs on both SWA and SWB:

* VLAN 10 is the Accounting VLAN
* VLAN 20 is the Marketing VLAN
* VLAN 30 is the Purchasing VLAN

1. Configure the switches according to your instructor’s required basic

configurations, including hostnames, passwords, host tables, banner, and lines.

Configure each of the switches with the correct VLAN 1 IP addresses and the
correct default gateway.
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SWA

Switch>enable

Switch#conft

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname

% Incomplete command.
Switch(config)#hostname SWA
SWA (config)#enable password cisco
SWA (config)#enable secret class
SWA (config)#line vty 0 15

SWA (config-line)#password cisco
SWA (config-line)#login
SWA(config-line)#exit
SWA(config)#line console -

% Invalid input detected at ‘A" marker.
SWA(config)#line console 0
SWA(config-line)#password cisco

SWA (config-line)#login

SWA (config-line)#exit

SWA(config)#int vlan 1

SWA(config-if)#ip address 10.1.0.2 266.255.0.0

% Invalid input detected at ‘A" marker.
SWA(config-if)#ip address 10.1.0.2 255.255.0.0
SWA(conflg-if)#no shut

%LINK-5-CHANGED: Interface Vlanl, changed state to up

SWA (config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state
to up

SWA(config-if)#int vlan 10

SWA(config-if)#ip address 10.10.0.1 255.255.0.0
SWA(config-if)#no shut

SWA(config-if)#int vlan 20

SWA(config-if)#ip address 10.20.0.1 255.255.0.0
SWA(config-if)#int vlan 30

SWA (config-if)#ip address 10.30.0.1 255.255.0.0
SWA(config-if)#no shut

SWA(config-if)#int vlan 20

SWA(config-if)#no shut

SWA(config-if)#exit

SWA(config)#ip default-gateway 10.1.0.1
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SWA(config)#exit

%SYS-5-CONFIG_I: Configured from console by console
SWA#
SWA(config)#vlan 10

%L INK-5-CHANGED: Interface VlanlO, changed state to up
SWA(config-vlan)#name Accounting

SWA(config-vlan)#exit

SWA(config)#

SWA(config)#vlan 20

%L INK-5-CHANGED: Interface Vlan20, changed state to up
SWA(config-vlan)#name Marketing
SWA(config-vlan)#exit

SWA(config)#vlan 30

%L INK-5-CHANGED: Interface V1an30, changed state to up
SWA(config-vlan)#name Purchasing

SWA(config-vlan)#exit

SWA(config)#

SWB

Switch>

Switch>

Switch>enable

Switch#conft

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SWB
SWB(config)#enable password cisco
SWB(config)#enable secret class
SWB(config)#line vty 0 15
SWB(config-line)#password cisco
SWB(config-line)#login

SWB(config-line)#line console 0
SWB(config-line)#password cisco
SWB(config-line)#exit

SWB(config)#int vlan 1

SWB(config-if)#ip address 10.1.0.3 255.255.0.0
SWB(config-if)#no shut



%LINK-5-CHANGED: Interface Vlanl, changed state to up

SWB(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state
to up

int vlan 10

SWB(config-if)#int vlan 10

SWB(config-if)#ip address 10.10.0.2 255.255.0.0
SWB(config-if)#no shut

SWB(config-if)#int vlan 20

SWB(config-if)#ip address 10.20.0.1 255.255.0.0
SWB(config-if)#no shut

SWB(config-if)#int vlan 30

SWB(config-if)#ip address 10.30.0.1 255.255.0.0
SWB(conflg-if)#no shut

SWB(config-if)#

SWB(config)#vlan 10

%LINK-5-CHANGED: Interface VIanlO, changed state to up
SWB(config-vlan)#name Accounting

SWB(config-if)#vlan 20

%LINK-5-CHANGED: Interface Vlan20, changed state to up
SWB(conflg-vlan)#name Marketing
SWB(config-vlan)#vlan 30

%LINK-5-CHANGED: Interface Vlan30, changed state to up
SWB(config-vlan)#name Purchasing

SWB(config-vlan)#exit

SWB(conflg)

2. Configure the appropriate ports on SWA and SWB for trunking with the
appropriate command. Verify trunking is properly configured with the
apprpriate command on both SWA and SWB.

SWA

SWA(config-if)#int f0/2

SWA (config-if)#switchport mode trunk

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/2,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/2,
changed state to up

SWA (config-if)#
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%LINEPROTO-5-UPDOWN: Line protocol on Interface VlanlO, changed state
to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan20, changed state
to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan30, changed state
to up

SWA (config-if)#int fO/3

SWA(config-if)#switchport mode trunk

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/3,
changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/3,
changed state to up

SWA(config-if)#

SWB

SWB(config)#

SWB(config)#int fO2
SWB(config-if)#switchport mode trunk
SWB(config-if)#int fO/3
SWB(config-if)#switchport mode trunk
SWB(config-if)#

3. The FaO/1 port is unused on both SWA and SWB. For enhanced security,
administratively shut down this port. Otherwise, the port will activate
whenever it detects a device on the other end.

SWA (config-if)#int fO'1

SWA(config-if)#shut

%LINK-5-CHANGED: Interface  FastEthernetO/1, changed state to
administratively down

SWA (config-if)#

SWB(config-if)#int fO/l

SWB(config-if)#shut

%LINK-5-CHANGED: Interface  FastEthernetO/1, changed state to
administratively down

SWB(config-if)#
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4. Configure access mode on the rest of the ports using the appropriate

command. Assign the access ports to their correct VLAN as specified in the

topology.

SWA

SWA(config)#int fO/4
SWA(conf!g-if)#switchport mode access
SWA(config-if)#switchport access vlian 10
SWA(config-if)#int fO/5
SWA(config-if)#switchport mode access
SWA (config-if)#switchport access vlan 10
SWA(config-if)#int fO/6
SWA(config-if)#switchport mode access
SWA (config-if)#switchport access vlan 10
SWA(config-if)#int fO/7

SWA (config-if)#switchport mode access
SWA (config-if)#switchport access vlan 10
SWA(config-if)#int fO/8
SWA(config-if)#switchport mode access
SWA(config-if)#switchport access vlan 10
SWA(config-if)#int fO/9
SWA(config-if)#switchport mode access
SWA(config-if)#switchport access vlian 20
SWA ((conf!g-if)#int f0/10

SWA (config-if)#switchport mode access
SWA(config-if)#switchport access vlian 20
SWA(config-if)#int f0/ll

SWA (config-if)#switchport mode access
SWA(config-if)#switchport access vlan 20
SWA(config-if)#int fO/12

SWA (config-if)#switchport mode access
SWA(conflg-if)#switchport access vlan 20
SWA(config-if)#int fO/13
SWA(config-if)#switchport mode access
SWA (config-if)#switchport access vlan 20
SWA(config-if)#int fO/14

SWA (config-if)#switchport mode access
SWA (config-if)#switchport access vlan 20
SWA (config-if)#int fO/15

SWA (config-if)#switchport mode access
SWA(config-if)#switchport access vlan 20
SWA(config-if)#int fO/16
SWA(config-if)#switchport mode access
SWA (config-if)#switchport access vlan 20
SWA(config-if)#int f0/17
SWA(config-if)#switchport mode access
SWA (conflg-if)#switchport access vlan 30
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SWA(config-if)#int fO/18
SWA(config-if)#switchport mode access
SWA (config-if)#switchport access vlan 30
SWA (config-if)#int ffl/19
SWA(config-if)#switchport mode access
SWA(config-if)#switchport access vlian 30
SWA (config-if)#int f0/20
SWA(conflg-if)#switchport mode access
SWA(config-if)#switchport access vlan 30
SWA(config-if)#int fO21
SWA(config-if)#switchport mode access
SWA(config-if)#switchport access vlian 30
SWA(conflg-if)#int f0/22

SWA (config-if)#switchport mode access
SWA (config-if)#switchport access vlian 30
SWA (config-if)#int fO/23
SWA(config-if)#switchport mode access
SWA (config-if)#switchport access vlan 30
SWA(config-if)#int fO/24

SWA (config-if)#switchport mode access
SWA(config-if)#switchport access vlan 30
SWA(config-if)#

SWB

SWB(config-if)#int fO/4
SWB(config-if)#switchport mode access
SWB(config-if)#switchport access vlan 10
SWB(config-if)#int fO/5
SWB(config-if)#switchport mode access
SWB(config-if)#switchport access vlian 10
SWB(config-if)#int fO/6
SWB(config-if)#switchport mode access
SWB(config-if)#switchport access vlan 10
SWB(config-if)#int fO/7
SWB(config-if)#switchport mode access
SWB(config-if)#switchport access vlan 10
SWB(config-if)#int fO/8
SWB(config-if)#switchport mode access
SWB(config-if)#switchport access vlan 10
SWB(config-if)#int fO/9
SWB(config-if)#switchport mode access
SWB(config-if)#switchport access vlan 20
SWB(conflg-if)#int f0/10
SWB(config-if)#switchport mode access
SWB(config-if)#switchport access vlian 20
SWB(config-if)#int fO/11
SWB(conflg-if)#switchport mode access
SWB(config-if)#switchport access vlan 20
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SWB(config-if)#int fO/12
SWB(config-if)#switchport mode access
SWB(config-if)#switchport access vlan 20
SWB(config-if)#int fO/13
SWB(config-if)#switchport mode access
SWB(config-if)#switchport access vlan 20
SWB(config-if)#int fO/14
SWB(config-if)#switchport mode access
SWB(conflg-if)#switchport access vlan 20
SWB(config-if)#int fO/15
SWB(config-if)#switchport mode access
SWB(config-if)#switchport access vlan 20
SWB(config-if)#int fO/16
SWB(config-if)#switchport mode access
SWB(config-if)#switchport access vlan 20
SWB(config-if)#int fO/17
SWB(config-if)#switchport mode access
SWB(config-if)#switchport access vian 30
SWB(config-if)#int fO/18
SWB(config-if)#switchport mode access
SWB(config-if)#switchport access vlan 30
SWB(config-if)#int fO/19
SWB(config-if)#switchport mode access
SWB(config-if)#switchport access vlan 30
SWB(config-if)#int f0/20
SWB(config-if)#switchport mode access
SWB(config-if)#switchport access vian 30
SWB(config-if)#int f0/21
SWB(config-if)#switchport mode access
SWB(config-if)#switchport access vian 30
SWB(config-if)#int fO/22
SWB(config-if)#
SWB(config-if)#switchport mode access
SWB(config-if)#switchport access vlan 30
SWB(config-if)#int fO/23
SWB(config-if)#switchport mode access
SWB(config-if)#switchport access vlan 30
SWB(config-if)#int fO/24
SWB(config-if)#switchport mode access
SWB(config-if)#switchport access vlan 30
SWB(config-if)#exit

SWB(config)#

5. Verify the VLAN configuration on both switches with the appropriate
command. Your output should look similar to the following output:
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1 default active Fa0/1, Gigl/1, Gigl/2

10 Accounting active FaO/4, FaO/5, FaO/6, FaO/7
FaO/8
20 Marketing active Fa0O/9, Fa0/10, FaO/11, FaO/12

FaO/13, FaO/14, FaO/15, FaO/16

30 Purchasing active FaO/17, FaO/18, FaO/19, Fa0/20
FaO/21, FaO/22, FaO/23, FaO/24

Configure the Root Bridge for STP

 For VLANs 1, 10, and 30, SWA should always be the root bridge.
Configure SWA with a spanning-tree priority of 4096 for these three
VLANS.

SWA (config)#spanning-tree vlan 1 priority 4096
SWA (config)#spanning-tree vlan 10 priority 4096
SWA (config)#spanning-tree vlan 30 priority 4096

* For VLAN 20, SWA is to never be the root bridge. Configure SWA with a
spanning tree priority of 61,440.

SWA(config)#spanning-tree vlan 20 priority 61440

e What is the default priority? 32768

* Verify SWA is the root with the appropriate command. SWA should be
listed as the root bridge, as shown in the following output below:

SWAM#sh spanning-tree summary

Switch is in pvst mode

Root bridge for: default Accounting Purchasing
Extended system ID is enabled

Portfast Default is disabled

PortFast BPDU Guard Default is disabled
Portfast BPDU Filter Default is disabled
Loopguard Default is disabled

EtherChannel misconfig guard is disabled
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UplinkFast is disabled
BackboneFast is disabled
Configured Pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active
VLANO0001 0 0 0 2 2
VLANO0010 0 0 0 4 4
VLANO0020 1 0 0 1 2
VLANO0030 0 0 0 2 2

4 vlans 1 0 0 9

SWA#

Configure Port Security

» Configure the access ports (FaO/4 through 24) for access mode and turn on

port security.
SWA(config-if)#switchport port-security
SWA ((config-if)#int fO/24

* Enter the command to make the first MAC address learned “stick” to the
port. No other MAC addresses should be allowed (maximum of one MAC

per port).
SWA(config-if)#int fO/4
SWA (config-if)#switchport port-security mac-address sticky

» Enter the command that will automatically shut down the port if a security
violation occurs.

SWA (config-if)#switchport port-security violation shutdown
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6.10.5 Trunking with 802.1q

Switch A Swrtch.B

. ="E LT -
f0/12
fo/ Trunk 802.1q /

Vianl Vianl
192.168.1.2 /24 192.168.1.3 /24

Eikéva 61 VLAN-Trunking Topology

Switch Switch VLAN 1 IP VLAN Names and Switch Port
Designation Name Address Numbers Assignments
Switch 1 Switch_A 192.168.1.2 VLAN 1 Native Fa0/2-0/3
VLAN 10 Accounting F30/4 -0/~
VLAN 20 Marketing Fa0/7-0/9
VLAN 30 Engineering Fa0/10 —0/12
Switch 2 SwitdiB 192.168.1.3 VLAN 1 Native Fa0/2 -0/3
VLAN 10 Accounting FaO/4-0/6
VLAN 20 Marketing FaO/7-0/9
VLAN 30 Engineering Fa0/10 - 0/12

Mivakag 11 Address Scheme For Trunking Configuration

The enable secret password is class.
The enable VTY and console password for both switches is cisco.

The subnet mask for both switches is 255.255.255.0

Objectives

» Create a basic switch configuration and verify it.

» Create multiple VLANs, name them, and assign multiple member ports to
them.

» Create an 802.1g trunk line between the two switches to allow communication
between paired VLANS.
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Test the VLANS’ functionality by moving a workstation from one VLAN to
another.

Configure the Switch

» Configure the hostname, access and command mode passwords, as well as
the management VLAN 1 settings.

Switch A

Switch(config)#hostname Switch_A
Switch_A(config)#enable password cisco
Switch_A(config)#enable secret class
Switch_A(config)#line vty 0 15
Switch_A(config-line)#password cisco
Switch_A(config-line)#login
Switch_A(config-line)#exit
Switch_A(config)#line console 0
Switch_A(config-line)#password cisco

Switch B

Switch(config)#hostname Switc__ B
Switc__B(config)#enable password cisco
Switc__B(config)#enable secret class
Switc__ B(config)#line vty 0 15
Switc__B(config-line)#password cisco
Switc__ B(config-line)#line console 0
Switc__B(config-line)#password cisco

» Configure the host to use the same subnet for addresses, masks, and the
default gateway as the switch.

Verify Connectivity

e To verify that the hosts and switches are correctly configured, ping the
switches from the hosts.
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Were the pings successful? Yes

Display the VLAN Interface Information

* On Switch_A, enter the appropriate command to display the vlan interface
information

Switch A#sh vian

Create and Name Three VLANS

» Use the appropriate commands to create the three named VLANSs

Switch_A(config)#vlan 10
Switch_A(config-vlan)#name Accounting
Switch_A(config-vlan)#vlan 20
Switch_A(config-vlan)#name Marketing
Switch_A(config-vlan)#vlan 30
Switch_A(config-vlan)#name Engineering
Switch_A(config-vlan)#exit

Assign Ports to VLAN 10

* You must assign ports to VLANs from the interface mode. Enter the
appropriate commands to add ports 0/4 to 0/6 to VLAN 10.

Switch_A(config-if)#int fO/4
Switch_A(config-if)#switch mode access
Switch_A(config-if)#switchport access vlan 10
Switch_A(config-if)#int fO/5
Switch_A(conflg-if)#switch mode access
Switch_A(config-if)#switchport access vlan 10
Switch_A(config-if)#int f0/6
Switch_A(config-if)#switch mode access
Switch_A(config-if)#switchport access vlan 10
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Assign Ports to VLAN 20

» Enter the appropriate commands to add ports 0/7 to 0/9 to VLAN 20.

Switch_A(config-if)#int £0/7
Switch_A(config-if)#switch mode access
Switch_A(config-if)#switchport access vlian 20
Switch_A(config-if)#int fO/8
Switch_A(config-if)#switch mode access
Switch_A(config-if)#switchport access vlan 20
Switch_A(config-if)#int fO9
Switch_A(config-if)#switch mode access
Switch_A(config-if)#switchport access vlan 20

Assign Ports to VLAN 30

» Enter the appropriate commands to add ports 0/10 to 0/12 to VLAN 30.

Switch_A(config-if)#int f0/10
Switch_A(config-if)#switch mode access
Switch_A(config-if)#switchport access vlian 30
Switch_A(config-if)#int f0/10
Switch_A(config-if)#int fO/11
Switch_A(config-if)#switch mode access
Switch_A(config-if)#int f0/10
Switch_A(config-if)#int fO/11
Switch_A(config-if)#switch mode access
Switch_A(conf!g-if)#switchport access vlian 30
Switch_A(config-if)#int fO/12
Switch_A(config-if)#switch mode access
Switch_A(config-if)#switchport access vlian 30
Switch_A(config-if)#

e Create VLANS on Switch B

Switc__ B(config)#vlan 10
Switc__B(config-vlan)#name Accounting
Switc__ B(config-vlan)#vlan 20
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Switc__ B(config-vlan)#name Marketing
Switc__B(conf!g-vlan)#vlan 30

Switc__ B(config-vlan)#name Engineering
Switc__B(config-vlan)#exit
Switc__B(config)#int f0/2

Switc__ B(config-if)#switchport mode access
Switc__ B(config-if)#switchport access vlan 1
Switc__ B(config-if)#int fO/3

Switc__ B(config-if)#switchport mode access
Switc__ B(config-if)#switchport access vlan 1
Switc__ B(config-if)#int fO/4

Switc__ B(config-if)#switchport mode access
Switc__B(config-if)#switchport access vlan 10
Switc__ B(config-if)#int f0/5
Switc__B(config-if)#switchport mode access
Switc__ B(config-if)#switchport access vlan 10
Switc__ B(conflg-if)#int fO/6

Switc__ B(config-if)#switchport mode access
Switc__ B(config-if)#switchport access vlan 10
Switc__ B(config-if)#int fO/7

Switc__ B(config-if)#switchport mode access
Switc__ B(config-if)#switchport access vlan 20
Switc__B(config-if)#int fO/8
Switc__B(config-if)#switchport mode access
Switc__ B(config-if)#switchport access vlan 20
Switc__B(config-if)#int fO/9

Switc__ B(config-if)#switchport mode access
Switc__B(config-if)#switchport access vlan 20
Switc__B(conflg-if)#int f0/10

Switc__ B(config-if)#switchport mode access
Switc__ B(config-if)#switchport access vlan 30
Switc__ B(config-if)#int fO/11

Switc__ B(config-if)#switchport mode access
Switc__ B(config-if)#switchport access vlan 30
Switc__ B(config-if)#int fO/12
Switc__B(config-if)#switchport mode access
Switc__ B(config-if)#switchport access vlan 30
Switc__ B(config-if)#

Display the VLAN interface Information
* On Switch_A, enter the appropriate command to display the vlan interface

information
Switc A#tsh vlan
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Are ports 0/10 to 0/12 assigned to VLAN 307? yes

Test the VLANS

Ping from the host in Switch_A port 0/12 to the host in SwitchB port
or12.

» Was the ping successful? No, because there is no trunk.

Ping from the host in SwitchA port 0/12 to the switch IP 192.168.1.2.

* Was the ping successful? No. The interfaces belong in different Vlans.

Create the Trunk

* On both Switch A and Switch B, enter the appropriate command at the
Fast Ethernet 0/1 interface.

Switch_A#

Switch_A#conft

Enter configuration commands, one per line. End with CNTL/Z.
Switch_A(conflg)#int f0/I

Switch_A(config-if)#switchport mode trunk

Switc__ B(config)#int flOI
Switc__ B(config-if)#switchport mode trunk

Verify the Trunk

* To verily that port Fast Ethernet 0/1 has been established as a trunk port,
enter the appropriate command at the privileged EXEC mode prompt.

Switch_A#sh int 0/l switchport

Name: Fa0/1

Switchport: Enabled

Administrative Mode: trunk

Operational Mode: trunk

Administrative Trunking Encapsulation: dotlq
Operational Trunking Encapsulation: dotlq
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)
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Trunking Native Mode VLAN: 1 (default)

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk encapsulation: dotlq
Administrative private-vlan trunk normal VLANSs: none
Administrative private-vlan trunk private VLANS: none

Operational private-vlan: none
Trunking VLANSs Enabled: ALL
Pruning VLANSs Enabled: 2-1001
Capture Mode Disabled

Capture VLANSs Allowed: ALL
Protected: false

What type of trunking encapsulation is shown in the output? dotlqg

On the fragment “Trunking VLANSs Enable” from the last output, what
does the word ALL mean? It means that traffic from all VLANS pass
through the trunked link.

What would happen if the two ports of the trunk were using different
encapsulation? Will not be able to operate the trunk port if we have a
different encapsulation.

Test the VLANS and the Trunk

To test the VLANSs and the trunk, ping from the host in Switch A port
0/12 to the host inSwitch B port 0/12.

Was the ping successful? Yes, because we activated the trunk port on
intfO /1 and the 2 hosts are now on the same VLAN.

Ping from the host in Switch_A port 0/12 to the switch IP 192.168.1.2.
Was the ping successful? No, Because they belong in different Vlans.

Move the host in Switch_A from port 0/12 to port 0/8, wait until the port LED turns

green.

Test the VLANS and the Trunk
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* To test the VLANSs and the trunk, ping from the host in SwitchA port 0/8
to the host in SwitchB port 0/1

* Was the ping successful? No. Because they belong in different Vlans.
* Ping from the host in Switch_A port 0/8 to the switch IP 192.168.1.2.
» Was the ping successful? No. Because they belong in different Vlans.

Move the host in Switch_B from port 0/12 to port 0/7, wait until the port LED
turns green.

Test the VLANS and the Trunk

* To test the VLANSs and the trunk, ping from the host in Switch_A port 0/8
to the host in Switch_B port 0/7.

» Was the ping successful? Yes.Because they belong in the same Vlan
now.

* Ping from the host in Switch A port 0/8 to the switch IP 192.168.1.2.

» Was the ping successful? No.Because the int belon in different Vlans.

Move the host in Switch_A from port 0/8 to port 0/2, wait until the port LED turns
green.

Test the VLANS and the Trunk

* To test the VLANS and the trunk, ping from the host in Switch_A port 0/2
to the host in Switch B port 0/7.

» Was the ping successful? No.

* Ping from the host in Switch_A port 0/2 to the switch IP 192.168.1.2.

* Was the ping successful? Yes.Because the 2 interfaces are in the same
Vianl.

Move the host in Switch_B from port 0/7 to port 0/3, wait until the port LED turns
green, and then go to the next task.
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Test the VLANSs and the Trunk

* To test the VLANS and the trunk, ping from the host in Switch_A port 0/2
to the host in Switch_B port 0/3.

» Was the ping successful? Yes. Because host belong to the same Vlan

» Ping from the host in Switch_B port 0/3 to the switch IP 192.168.1.2.

* Was the ping successful? Yes. Because the 2 interfaces are in the same
Vianl.

» Ping from the host in Switch B port 0/3 to the switch IP 192.168.1.3.

* Was the ping successful? Yes.Because the 2 interfaces are in the same
Vianl.

* What conclusions can you draw from the testing that you just performed in
regard to VLAN membership and VLANS across a trunk? Hosts must be
in the same Vlan in order to communicate to eachother. To
accomplish this, we usw trunk links.
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6.11 Security

2€ auth v evotnta 6o PABoLPE TWC VO EVTOTII(OVUE AMEINEG TIPOC TNV ACQAAELD TOU
OIKTOOU pag, KoBwg Kal pHeBOdoLC yia TNV avTIYETWMIOR TouC. Eniong Ba pdboupe va
TOPAPETPOTIOIOVE Kal va eMaAnBevovpe BaCIKEG AsiToupyie¢ Tou Router kal g
dpopoAdynang 6aov a@opd Tig ACLSs Kol TEAOC Vo QapuoloupE, va EMIADOUVUE Kal va
AOvoupe mpofBAnuata Twv ACLs.

YAomoinon AoKNOEwV

6.11.1 Implement an extended access control list on a simple network

192.168.2.1 /24
lo:172.16.1.1 /16

192168.3.1 /24

fo/2
N 2
192.168.1.2 /24 192.168.1.3 /24 192.168.3.2 /24 192.168.3.3 /724
GW 192.168.1.1 DW 192.168.1.1 GW 192.168.3.1 GW 192.168.3.1

Elkova 62 Access List Topology

Configure the routers according to the topology.
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Company

R1>ENABLE

RIGCONF T

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)thostname company

company(config)tenable passwrod cisco

% Invalid input detected at **" marker.

company(config)tenable password cisco
company(config)tenable secret class
company(config)tline vty 0 15
company(config-line)tpassword cisco
company(config-line)tlogin
company(config-line)tline console 0O
company(config -line)tpassword cisco
company(confi ine)tloain

[c-nmpany (ror, fig-line) texit
-company(config)tbanner motd tauthorized access only!!1!1!

“company(config)t

Jjcompany(config)tip subnet-zero

company(config)tint s0/0

company(config-if)tdescriptio link to ISP!

company(config-if)tip address 192.168.2.2 255.255.255.0

company(config-if)tno shut

company(config-if)i

*Mar 1 00:09:29.131: tl.INK-3-UPDOWN: Interface Serial0/0, changed state to up
company(config-if)t

eMar 1 00:09:30.135: %LINEPROTO 5 UPDGHN: Line protocol on Interface Serial0/0
changed state to up

mompany (ra-1la :fHlirt f1/m

company(config-if)»description link to Switchl

company(config-if)#ip address 192.168.1.1 255.255.255.0

company(config-if)#no shut

company(config-if)#

*Mar 1 00:10:28.083: %LINK-3-OPDOWN: Interface FastEthernet0/0, changed state t
p up

*Mar 1 00:10:29.083: %LINEPROTO-5-OPDOWN: Line protocol on Interface FastEthern
et0/0, changed state to up

company(config-if)#int 0/1

company(config-if)»description link to Switch2

company(config-if)»ip address 192.168.3.1 255.255.255.0

company(config-if)»no shut

company(config-if)»

*Mar 1 00:11:02.359: %LINK-3-UPDOWN: Interface FastEthernetO/1, changed state t
p up

*Mar 1 00:11:03.359: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthern
jetd/1, changed state to up
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ISP

Connected to Dynamips VM "R2" (ID 1, type c3740) - Console port
Press EMTER to get the prompt.

R2>enable

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)»hostname ISP

ISP(config)#enable password cisco

ISP(config)#enable secret class

ISP(config)#line vty 0 15

ISP(config-line)»password cisco

ISP(config-line)#line console G
ISP(config-line)»password cisco
ISP(config-line)»banner mote »authorized access only!#
ISP(config)tint so/cC

ISP(config-if)»description link to company!!!
ISP(config-if)tip address 192.168.2.1 255.255.255.0
ISP(config-if)tno shut

ISP(config-if)#

J*Mar 1 00:12:18.735: %LINK-3-OPDOWH: Interface Serial0/0, changed state to up

ISP(config-if)#

»Mar 1 00:12:19.739: %LI8EPRCTO-5-0PDOWN: Line protocol on Interface Serial0/0,

changed state to up
ISP(config-if)»clock rate 64CCC
ISP(config-if)#int loopbackO
I1SP(config-if)tip

ITMar 1 00:12:41.091: %LIMEPRCTO-5-DPDOVK : Line protocol on Interface LoopbackO,

J changed state to upa
ISP(config-if)#ip address 172.16.1.1 255.255.0.0
ISP(config-if)#]|

Hosts Configuration

1. Test ping from one workstation to one other and to the loopback interface.

POping 192.168.1.3

Pinging 192.168.1.3 with 32 bytes of data:

Reply from 192.168.1.3: bytes=32 time=18ms TTL=128
Reply from 192.168.1.3: bytes=32 time=7ms TTL=128
Reply from 192.168.1.3: bytes=32 time=7ms TTL=128
Reply from 192.168.1.3: bytes=32 time=8ms TTL=128
Ping statistics for 192.168.1.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
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Approximate round trip times in milli-seconds:

Minimum = 7ms, Maximum = 18ms, Average = 10ms

PPping 172.16.1.1

Pinging 172.16.1.1 with 32 bytes of data:

Reply from 172.16.1.1: bytes=32 time=15ms TTL=254
Reply from 172.16.1.1: bytes=32 time=17ms TTL=254
Reply from 172.16.1.1: bytes=32 time=13ms TTL=254
Reply from 172.16.1.1: bytes=32 time=IlIms TTL=254
Ping statistics for 172.16.1.1:

Packets: Sent = 4, Received =4, Lost =0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 11ms, Maximum = 17ms, Average = 14ms

PC>

2. Write an extended ACL to deny ICMP from 192.168.1.2 to everywhere.

company(config)#access-list 111 deny icmp host 192.168.1.2 any
company(config)#access-list 111 permit ip any any
company(config)#in f0/0

company(config-if)#ip access-group 111 in

company(config-if)#

3. From 192.168.1.2 try to ping 192.168.3.3. It should not work and be
unreachable.
PPping 192.168.3.3
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Pinging 192.168.3.3 with 32 bytes of data:

Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Ping statistics for 192.168.3.3:

Packets: Sent = 4, Received =0, Lost = 4 (100% loss),

4. Try to ping from 192.168.1.2 to 192.168.3.2 and 172.16.1.1 ...both will not
work.

PPping 192.168.3.2

Pinging 192.168.3.2 with 32 bytes of data:

Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Ping statistics for 192.168.3.2:

Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

PC>

PPping 172.16.1.1
Pinging 172.16.1.1 with 32 bytes of data:
Reply from 192.168.1.1: Destination host unreachable.

Reply from 192.168.1.1: Destination host unreachable.
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Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Ping statistics for 172.16.1.1:

Packets: Sent = 4, Received =0, Lost = 4 (100% loss),

PO

5. Modify the ACL so you can ping to 172.16.1.1 but not to 192.168.3.0
(network).

company(config)#access-list 111 deny icmp host 192.168.1.2 192.168.3.0
0.0.0.255

company(config)#access-list 111 permit icmp any any

company(config)#

PC>ping 172.16.1.1

Pinging 172.16.1.1 with 32 bytes of data:

Reply from 172.16.1.1: bytes=32 time=8ms TTL=254
Reply from 172.16.1.1: bytes=32 time=13ms TTL=254
Reply from 172.16.1.1: bytes=32 time=6ms TTL=254
Reply from 172.16.1.1: bytes=32 time=15ms TTL=254
Ping statistics for 172.16.1.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 6ms, Maximum = 15ms, Average = 10ms
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POping 192.168.3.2

Pinging 192.168.3.2 with 32 bytes of data:

Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Ping statistics for 192.168.3.2:

Packets: Sent = 4, Received =0, Lost = 4 (100% loss),

PO

6. Let’sadd another ACL to stop 192.168.3.2 from telnetting to 172.16.1.1.

company(config)#access-list 112 deny tcp host 192.168.3.2 any eq 23
company(conflg)#access-list 112 permit tcp any any
company(config)#int fO/1

company(config-if)#ip access-group 112 in

company(config-if)#
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6.11.2 Use OSPF Routing Protocolfor the above network.

According +o Access List Topology (above), answer the questions.

* Write a named ACL to deny ICMP from 192.168.1.2 to everywhere. Include a
named ACL to deny telnet from 192.168.3.2 to everywhere.

company(config)#ip access-list ?

extended Extended Access List

standard Standard Access List

company(config)#ip access-list extended DENYICMP
company(config-ext-nacl)#deny icmp host 192.168.1.2 any
company(config-ext-nacl)#permit icmp any any

company(config-ext-nacl)#

company(config)#ip access-list extended NOTELNET
company(config-ext-nacl)#deny tcp host 192.168.3.2 ANY EQ 23
company(conflg-ext-nacl)#permit tcp any any

company(config-ext-nacl)#

company/(config)#int f0/0
company(config-if)#ip access-group DENYICMP in
company(config-if)#int fO/1
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company(config-if)#ip access-group NOTELNET in

company(config-if)#

 From 192.168.1.2 try to ping 192.168.3.3. It should not work and be
unreachable.
POping 192.168.3.3
Pinging 192.168.3.3 with 32 bytes of data:
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Ping statistics for 192.168.3.3:

Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

e Tryto ping from 192.168.1.2 to 192.168.3.2 and 172.16.1.1...both will not
work. Telnet to 172.16.1.1 should work on 192.168.3.3 but not on
192.168.3.2.

POping 192.168.3.2

Pinging 192.168.3.2 with 32 bytes of data:

Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.

Reply from 192.168.1.1: Destination host unreachable.
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Ping statistics for 192.168.3.2:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

PO

PPping 172.16.1.1

Pinging 172.16.1.1 with 32 bytes of data:

Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Ping statistics for 172.16.1.1:

Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

PC>

« TELNET FROM 192.168.3.2

POTELNET 172.16.1.1
Trying 172.16.1.1 ...Open
User Access Verification
Password:

ISP>enable

Password:

ISP#
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« TELNET FROM 192.168.3.3

POtelnet 172.16.1.1
Trying 172.16.1.1...
% Connection timed out; remote host not responding

PC>

6.12 Network Address Translation (NAT)

ATO TIC opxéC €wg T péoa Tng dekaetiac tou 90, éyive ca@éc OTL To IniBtnei
av&dvetal TG00 ypriyopa, OmMou O6Aot ot aptBuoi IP diktuwv Ba avatiBevtal and Ta
péoa tng dekaetiag! ‘Etaol mpoékude avnouvyio ot ta diabéaipa diktua Ba avatebolv
EVTEAWC Kal 0plopEVoL opyaviapoi dev Ba rtav o€ 8éan va cuvdeBolv ato Inielnei. O
Meta@paoTtic AleuBivoewy AIKTO0U OXEOIAOTNKE YIO OTAOTOINGN Kal d1aTrpnaon Twv
IP d1euBlvoewy a@oL OUTO TOU KAVEL €ival va €MITPEMEL O IOIWTIKA diKTUO TOU
XPNoomnololv pn eyyeypaupéveg IP dieubuvaelg va €xouv auvdean e to Iniemiel. To
obotnua NAT Aeitoupyei oe kdmolov dpopoAoyntr], 0 omoiog cuvdEel ouvriBwe dUo
dikTua Kal PeTa@PAlel TIC IBIWTIKEG (UN HMOVOJIKEC OTOV MOYKOOHIO 10TO) d1ELBUVOEIC
TOU EC0WTEPIKOV JIKTUOU OF€ VOUIUEC d1EVBOVOEIC TPOTOL Ta TAKETA TPOWBONBoLV o€
GAAo diKTLOo. Zav PEPOC aULTAC TNC AstToupyiag To NAT umopei va puBuIoTEl va KAvel
YVWOTA POVO pia d1evBuvan otov €€ KOO0 Yo OAOKANPO TO SIiKTUO TOU GUVOEEL [E
auUTOV. AUTO TO XOPOKTNPIOTIKO TOPEXEL EMTAEOV OOPAAEID AQPOU KPUPBEL OAOKANPO TO
E0WTEPIKO OIKTLO aTO TO KOOHO Tiow and pia digvBuvan.

YAomoinon ACKNoEwv
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6.12.1 PAT Application

Internet

202.119.249.251 /24
Router_1

192.168.1.1 | fo/0

IP 192.168.2.1 /724
GW 192.168.1.1 /724

Eikova 63 PAT Topology
Configure the router

Router 1 Configuration

R1>ENABLE
RITCONF T
Enter configuration commands, one per line. End with CNTL/Z.
R1(config)thostname Router_lI

Router_I(config)tenable password cisco

Router_Il(config)tenable secret class

Router_I(config)tline vty 0 15

Router_l(config-line)tpassword cisco

Router_I(config-line)tline console 0O

Router_l1(config-line)tpassword cisco

Router_Il(config-line)tbanner motd tauthorized access only!!!lt

Router_I(config)tint s0/0

Router_Il(config-if)tdescription link to Internet!!!

Router_l(config-if)tip address 202.119.249.251 255.255.255.0

Router_l(config-if)tno shut

Router_l(config-if)t

“Mar 1 00:02:32.203: %LINK-3-UPDOWN: Interface Serial0/0, changed state to up

Router_l(config-if)#

‘Mar 1 00:02:33.207: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0,
changed state to up

Router_l(config-if)tint f0/0

Router_l(config-if)tdescription link to host!

Router_l(config-if)tip address 192

‘Mar 1 00:02:58.667: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0,
changed state to down.

Router_l(config-if)tip address 192.168.1.1 255.255.255.0

Router_Il(config-if)tno shut
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* Enable all PCs on network 192.168.1.0 to use a single public IP
address by using PAT.

* A PC on the public network accesses any port of 202.119.249.250/24.
Direct the connection to server 192.168.1.2/24 by using PAT and
complete all mapping services.

* A PC on the public network accesses port 80 of 202.119.249.250/24.

Direct the connection to server 192.168.1.2/24. Map only the HTTP
service of port 80.

Router_l(config)#ip default-gateway 2C2.229.24S.2

Router_lI(config) »access-list 1 permit 192.163.1.0 0.0.0.255

Router_i (config) #32.119.249.250 202.119.249.250 nets,ask 255.255.255. C

Router 1 (config)#

"Mar 1 00:04:27.579: %LINEPRGTO-5-OBDCWN: Line protocol on Interface SVIO, chan
ged state to up

Route.r_1 (config) tip nat inside source list 1 pool router overload
Router_l(config)tip nat inside source static 192.163.1.2 202.113.249.250
Router_I (config) #$%de source static tcp 152.163.1.2 30 202.119.249.2,50 80
Router_i(config)#
[Router 1 (confia)

Configuring Dynamic NAT

* Two private IP addresses can access the Internet through two public IP
addresses by using NAT.

* Any other private IP addresses cannot access the Internet.

Router K config) tint f0/0

J-  ter K config-if)tdescription this is the inside interfacelll!!
Fcuter K config- if)tint sSU0/0

iRouter 1(config- if)tdescription this is the outside interface! !!
Router 1(config-if)tint f0/0

Fcuter 1(config-if) tip nat insiide

Router 1(config-if)taccess-list 1 permit: 192 .168. 1.0 0.0.0.255
Router K config) *52.119.249.251 202.119 .249. 252 netraask 25S.c55.200.u
Router 1(config) #ip nat inside source 1:1st 1 pool router

Router 1(ccnfig) 1
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6.13 Cisco’'s Wireless Technologies

Moapott ot AOCEI evoLpPaTNG OIKTUWONG TapEixav IKAvEC €mdOOEI;, NTOV
QVETIOPKEIC O€ OPKETEC TEPIMTWOEI EQapUoywv. H eueli&ia mou mopExouv ol
acUPMOTEG TEXVOAOYIEC QAVNKE MO VWPIC Tw¢ Ba dvolye eva tepdoTio medio VEWV
epapuoywv. MMapdAnAa n texvoloyikny €&EAIEN, €kave duvatr TNV TOpAywyn
OUOKELWV HE TOAD WPIKPO KOOTOC KOl 0€ PEYOAEC TOCOTNTEC. TO QAMOTEAECHUO OAWV
auTwv €ival 0TI TNV TeAeuTaia deKaeTia BIOVOUUE TNV OAO KOl TIO €VTOVn Tapouaia
TWV 0CVPHATWV TEXVOAOYIWV.

6.14 Internet Protocol Version 6 (IPv6)

H duvatdtnta TN KAIAKWONG Twv SIKTOWVY yia TIC HEANOVTIKEC AMAITHOEI amaltei
évav amePIOPIoTo €QOdIoCUO amd S1evBuvVaElC IP Kal BeATiwPévn KivnTIKOTNTa. To IP
version 6 guvOLALEL EKTETOUEVN O1ELOBUVAI0dATNON HE TIO ATIOTEAECUATIKO TPOTO Kal
ME M0 TIO TAOUCIO 0€ dUVATOTNTEC KEPAAIdA yiO va IKavoToInbolv o1 anaitroelq yia
dapabuiopéva diktua aTo PEAAOV.

To IPv6 Ikavomolei Kol TIC TIO TOAUTAOKEC QTOITACEI, YIO  IEPOPXIKA
d1evBuva10d6tnon nou Tto IP version 4 dev pmopovoe va mapexel. ‘Eva Bacikd d@eAog
Tou eival Oti IPv6 pmopei va &avadnuioupynoel end-to-end EMIKOIVWVIEC XWPIC TNV
avdaykn yla JETagpaon twv oleuBivoewy diktoou (NAT), pia omaitnon yia pio véa
YEVIA KOIVA( Xpriong Kaireal-time eQapuoywv.

Mo v petdpacn og IPv6 ané vAomoinoelg IPv4 pmopolv va xpnaiponoinfoly pia
TOIKIAIO  TEXVIKWV, OCUUTEPIAAUBAVOUEVWY KOl  PIaC OUVAPTNONG OUTOMOTNG
TOPOUETPOTOINONC.
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2YMIEPAZMATA

KoBw¢ n €€dptnon pag omd ta dikTua cuvexilel va au&Avetal, ol TEXVOAOYIEC
e€eNiooOVTOl OUVEXWC HE OMOTEAECUO Ol TAYKOOUIOI OPYOVIOUOi JIKTUWV (OTIWC N
Cisco Systems) va OvamtOOCOVTIOL TIPOKEIMEVOU va OVTOTEEEABOUV OTIC AMOITACEIC
¢ MAEov eival amapaitnTto o1 PNXoviKoi OIKTUWV VO €XOLV TIC AMAITOUMEVEC
yvwaoelg Kat n Cisco, Yéow TwWV TICTOTOINCEWV TIOU EXEL ONUIOVPYNOEL PUTOPEL va TIC
Tapéxel oTov KAbe evdlagepouevo. MeTd TNV OAOKANPWON TNE MAPAPETPOTOINGNG
TWV dPOPOAOYNTWV KOl PETAYWYWY, KATEANEQ 0TO cupmépacpa nw¢ To GNS3 eival
€V0 TTPAYUOTIKA TOAD KOAO TIPOYPOMHO TO OTIOI0 EE0MOIWVEL TIIOTA TO TEPIBAANOV TWV
ouokevwv Cisco, dedopévou OTI TPEXEL KABAUTO TO AEITOUPYIKO TOuC oUOTNUO, OF
oxéan pe GAAa TPOypAppOTa €E0HO0IWaNG Ta OToin ANMAG «EEMATIKWVOUV» TO YPOPIKO
TEPIBAAAOV KOl TIC SLVATOTNTEC TOU AEITOUPYIKOD. TEAOC, TPEMEL VO ONUEIWOET TTWC N
napoloa epyacia Pmopei va xpnotuomnoinBei wg 0dnyoc yia Toug omoudaaTéc, yia Th
vAoTmoinon Twv 0oKATEWV TN €€€TATIUNG UANG Tou CCNA.
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NAPAPTHMATA

CLI: Command Line Interface - Fpapur) EvioAwv

TCP/IP :  TpwTOKOANO EAEyxou petddoonc kail MpwTdkoAAo Tou Internet- pia
OUAOY TIPWTOKOAAWY ETIKOIVWVIaE ota omoia Baciletal to d1adikTuo Kol €va
HEYGAO TTOCOCTO EUTOPIKWY OIKTUWV

CPU : Kevtpikr) Movada Emegepyaaiac - To KEVIPIKO €EAPTNHA EVOC NAEKTPOVIKOD
UTIOAOYIOTH. EAEyxel T A€ITOupyio TOU UTIOAOYIOTH KOl EKTEAED TIC AEITOULPYIEC
enegepyaaiag dEdOUEVV.

Ethernet : To ouvnbéotepa XPNOILOTIOINKEVO TIPWTOKOAAO EVOUPUATNG TOTIKNAG
JIKTOWONC LTOAOYIOTWV. AVOTTUXBNKE amd TV €talpio Xerox Katd ™ dEKAETIO TOU
70 Kat €yve dnUOPIAEC agdtou n Digital Equipment Corporation kot n Intel, omo
KOlvOU ME Tn Xerox, MPOXwpnoav otnv mpotunomnoinon tou 1o 1980. To 1985 T0
Ethernet €yive amodektd emionua oamd tov opyavioud IEEE w¢ 1o mpotumo 802.3 yia
evolppata Tomka diktua (LAN).

Token ring :'Evag TOMOC TOTIKOU SIKTUOU LUTIOAOYIOTWV. TNV TPAEN vAoTmoleital and
€Va 0OVOAO LTIOAOYIOTWV PE CULVOECEIC OMO Onueio o€ anueio. MelOVEKTNUA Tou €ival
0Tt av uTtApPE&El dIOKOTI] OTO KOAWOIO TOTE 0 OOKTUAIOG meBaivel, oAAd autd TO
TPOBANUA ADVETAL PE TN XPrON KEVIPOU KOAWdIWaN.

GSR : Gigabit Switched Router, évag dpopoAoynTig mou dnuioupynBdnke yia va divel
0TOUC TTIAPOXOUG UTINPEDIWY TN — TEXVOAOYIQV EMOUEVNC YEVIAC.

Carrier Ethernet : Eival évag 0po¢ PEPKETIVYK TIOU a@QOpa TIG €MeKTAOEI; Ethernet
TIPOKEIPJEVOU VO ETITPEMEL OTOUC TAPOXOUC TEXVOAOYIWV OIKTOOU VO TOAPEXOLV
umnpeoieq Ethernet otoug meEAATEC Kal va Xpnolpomololy TexvoAoyiec Ethernet ota
diKTLA TOUC.

EnavoAontik 'Eva Kowvo onueio o0vdEaNC GUOKEVWY €VOG OIKTOOU. Ot EMOVOAATTEC
XPNoiJomolobvTal cuxvd ylo va ouvdéoouv TUAUOTO €vog OIkTOou. ‘Eva hub €xel
TOANOTIAEC TTOPTEC/E10000LE. VTV €va TIAKETO dEGOPEVWV QTAVEL OE HIa TOPT, OUTO
AVOUETAOIOETOL € OAEG TIC AAAEG TIOPTEC/E10000UE, WOTE OAX TO TUAMATA TOU SIKTUOU
MTTOPOULV va 3103a00ouv OAX Ta dEdOUEVA.

Media Access Control (MAC) : ‘EAeyxo¢ MpdoPaong Ze Méoa (dicvBuvan MAC)
eival évag dekaegadIKOg OEIPIOKOC OPIBPAC (w¢ TPOC TNV avanapdoTacn) O 0Toiog
gival  povadikdg yla  Kdabe  dIKTuoKA  ouokeurl. O aplBuog  éxel TN
MOPOA xx XX XX XX XX Xx» YO Tmopadetyya 0A:12:A1:B2:AE:04 yia tnv  16-0IKA
avanapdataon. H dicvbuvan MAC XpnoIUoToIEITal IO TNV EMKOIVWVIO PETAED TWV
JIKTUOK®WY GUOKELWY EVTOC EVOC TOTIIKOU JIKTUOU. Z€ KABE EMKOIVWVIO 0TOI0GdNTIOTE
OIKTUOKNC GUOKELNC WE Pt GAAN, 0 apIBUAG aUTOC AMOKAADTITETAIL OTIO TOV OMOCTOAEN
(source) atov mapoAnmtn (destination).
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Wide Area Network (WAN): Aiktuo Evpeiag Meptoxng  Zwvne. Eival éva abvoiou
UTIOAOYIOTWV TIOU EKTEIVOVTOL O pIa €VPEia yewypa@Ikr meplox [N aAAIWS TOAG
LAN's padi] kot dnuioupyolv PETOEL TOUC éva OIKTUO EMIKOIVWVIOC.

OSI: Open Systems Interconnection (MovtéAo ava@opdc AVoIKTAG AlooOvdeang
ZU0TNUATWY). To povtého OSI umodiaipei TIC AEITOUPYIEC €VOC TNAETIKOIVWVIOKOD
OIKTUOU O€ pIa «KATAKOPUEN» OToifa amo emimeda, yio TOo Kabgva amd Ta omoia
UTOpEi VO 0pIOTED KATIOI0 TPWTOKOANO O€ pia cUyKeEKPIUEVN LAomoinan. Kabe eminedo
a&loTolEl TIC AEITOUPYIEC TOU KOTWTEPOL TOU OTN OToifa EMIMESOL, EVW OTOXOC TOU
€ival va TOpEXEL AEITOVPYIKOTNTA OTO OPECWC AVWTEPO EMITESO TOU.

Firmware: ‘Eva mpoypapua AOYIOUIKOU 1] GOVOAO 0dNylV MIOG CUOKEUNC LAIKOU.
MopExel TIC amapaitnTeg odnyieC yia Tov TPOTO TOU EMIKOIVWVEL N GUOKELN ME TO
UTIOAOITIO UAIKO TOu uTtoAoytoTh. To firmware Bpioketal otn ROM.

Moodle:  Modular Object-Oriented Dynamic Leaming Environment (ApBpwtd
I AVTIKEIHEVOOTPAPEC AUVOPIKO Mabnalako MepIBAAAov).

293



BIBAIOIPA®IA

BiBAia
Todd Lammle - “CCNA: Cisco Certified Network Associate (Study Guide -

Sixth Edition)” - Wiley Publishing, Inc.

Al0dIKTUOKOI[ TOTTO!L

lhttp://el.wikipedia.org/wiki/TCP/IP

2 http://el.wikipedia.org/wiki/CPU
3http://el.wikipedia.org/wiki/Ethemet

4 http://en.wikipedia.org/wiki/Token_ring

3 http://cisco.cluepon.net/index.php/Cisco_G SR

6 http://www .cisco.com/web/GR/solutions/borderless/index.htm |
7http://www .cisco.com/web/GR/solutions/collaboration/index.htm|
8http://www.cisco.com/web/GR/solutions/datacenter/index.htmI
9http://www .cisco.com/web/GR/products/unitied_computing.htm]l
0http://www .cisco.com/webh/GR/solutions/smb/index.htm

1 http://wrww.cisco.com/web/consumer/index.htm|

2 http://www .cisco.com/vveb/GR/solutions/smb/Droducts/wireless/index.htm]
BhttD:/Iwww .cisco.com/web/GR/products/securitv/index.htm|l
Uhttp://en.wikipedia.org/wiki/Ethemet hub

Bhttp:/lwww.cisco.com/web/GR/products/switches/products.html

16

http://el.wikipedia.org/wiki/%CE%9CyoGE%BF%CE%BD%CF%84%CE%ADY%CE%BB%CE%BF
%CE%B 1%CE%BD%CE%B 1%CF%86%CE%BF%CF%81%CE%AC%CF%82 OSI

I7http://en.wikipedia.org/wiki/MAC address

B http://www.cisco.com/en/LIS/products/ps9441/Products_Sub_Category_Home.html

9 http://www .cisco.eom/web/GR/products/switches/products.htmI#N 1SPE IA

20
http://el.wikipedia.org/wiki/%CE%94%CE%AF%CE%BA%CF%84%CF%385%CE%BF %CE%B5%

294


http://el.wikipedia.org/wiki/TCP/IP
http://el.wikipedia.org/wiki/CPU
http://el.wikipedia.org/wiki/Ethemet
http://en.wikipedia.org/wiki/Token_ring
http://cisco.cluepon.net/index.php/Cisco_GSR
http://www.cisco.com/web/GR/solutions/borderless/index.html
http://www.cisco.com/web/GR/solutions/collaboration/index.html
http://www.cisco.com/web/GR/solutions/datacenter/index.html
http://www.cisco.com/web/GR/products/unitied_computing.html
http://www.cisco.com/web/GR/solutions/smb/index.html
http://wrww.cisco.com/web/consumer/index.html
http://www.cisco.com/vveb/GR/solutions/smb/Droducts/wireless/index.html
http://www.cisco.com/web/GR/products/securitv/index.html
http://en.wikipedia.org/wiki/Ethemet_hub
http://www.cisco.com/web/GR/products/switches/products.html
http://el.wikipedia.org/wiki/%CE%9CyoGE%BF%CE%BD%CF%84%CE%AD%CE%BB%CE%BF
http://en.wikipedia.org/wiki/MAC_address
http://www.cisco.com/en/LIS/products/ps9441/Products_Sub_Category_Home.html
http://www.cisco.eom/web/GR/products/switches/products.html%23N_1_SPE_IA
http://el.wikipedia.org/wiki/%CE%94%CE%AF%CE%BA%CF%84%CF%85%CE%BF_%CE%B5%25

CF%85%CF%81l%CE%BS5%CE%AF%CE%B 1% CF%82 %CF%80%CE%B5%CF%81doCE%B9%C
E%BFWCF%87T%CENWAE%CF%82

21 http://www .cisco.com/vveb/GR/products/routers/produets.html
;2http://el.wikipedia.org/wiki/% CE% 9C % CE%BF% CE%BD% CF% 84% CE%AD%CE%BB%CE%BF
%CE%B 1% CE%BD%CE%B 1% CF%86%WCE%BF%CF%81%CE%AC%CF%82 OSI#.CE,95.CF,80

mCE.AF.CF.80.CE.B5.CE.B4.CE.BF 3: .CE.94.CE.B9.CE.BA.CF.84.CF.8D.CE.BF.CF.85

Zhttp://news.pramnos.net/story58-2742.html

A http:/lwvvw.ciseo.com/web/GR/nap/nap home.html
CCNA t and 2 Companion Guide, Revised (Cisco Networking Academy Program) (3rd Edition)

Cisco Systems Inc. (Author)
~Shttp://www .cisco.com/web/leaming/entrv/learning certification type home.html
26 http://www .cisco.com/web/leaming/le3/le2/leO/leaming certification level home.html

Z2/nttp://www.networkacademv.co.uk/cisco certification networking courses.sht
ml

28 http://vvwvv.cisco.com/web/leaming/le3/le2/le37/leaming certification level home.html
Ehttpzllwww.cisco.eom/web./leaming/leS/ccie/index.htmI

Dhttp://www .cisco.com/vveb/leaming/le3/learning career certifications and learning paths home.ht
ml

3L http://www .cisco.com/w-eb/leaming/netacad/course catalog/PacketTracer.html
http://www.boson.com/files/suppoit/NetSim-8-User-M anual.pdf

B http://routersim.sourcetbrge.net/

34 http://dvnagen.org/tutorial.htm

b http://www .csd.uoc.gr/~hv435/material/GN S3-0.5-tutorial.pdf

36 http://ecamnus.medialab.ntua.gr/medialab/web/seminars/single seminar.phn?p id=33

37 http://believe.medialab.ntua.gr/guest/course/view.php?id=15

295


http://www.cisco.com/vveb/GR/products/routers/produets.html
http://el._wikipedia.org/wiki/%CE%9C%CE%BF%CE%BD%CF%84%CE%AD%CE%BB%CE%BF
http://news.pramnos.net/story58-2742.html
http://wvvw.ciseo.com/web/GR/nap/nap_home.html
http://www.cisco.com/web/leaming/entrv/learning_certification_type_home.html
http://www.cisco.com/web/leaming/le3/le2/leO/Ieaming_certification_level_home.html
http://www.networkacademv.co.uk/cisco_certification_networking_courses.sht
http://vvwvv.cisco.com/web/leaming/le3/le2/le37/leaming_certification_level_home.html
http://www.cisco.eom/web./leaming/le3/ccie/index.html
http://www.cisco.com/vveb/leaming/le3/learning
http://www.cisco.com/w-eb/leaming/netacad/course_catalog/PacketTracer.html
http://www.boson.com/files/suppoit/NetSim-8-User-Manual.pdf
http://routersim.sourcetbrge.net/
http://dvnagen.org/tutorial.htm
http://www.csd.uoc.gr/~hv435/material/GNS3-0.5-tutorial.pdf
http://ecamnus.medialab.ntua.gr/medialab/web/seminars/single_seminar.phn?p_id=33

